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" At DefCon ICS village

! Several types of control systems
(traffic lights, robots, power
grid) available for hacking

! Many hacking master minds

! Applied technigues they use to
hack IT systems

o Nmap-ing & traffic analysis

o Firing vulnerabilities scanners
to get shell

o No success & lost interest

www.zeronights.org
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\ Cyber-physical attack lifecycle will

help you!

-

www.zeronights.org
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CybatiWorks Traffic Light kit

P\v/—/\/ef\a - o works

1 Semi-handcrafted demo tool

o Legally obtained image from the Internet

o Own hardware components

o Permission for full disclosure
Thanksgiving: Matthew Luallen of Cybati

Our first testbed (minimal physical
httos://cybati / b work model to get started, but full-blown
ps://cybati.org cy atiworks \ \ control system)

www.zeronights.org
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" Project kick-off meeting :-)

www.zeronights.org
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Somewhere out there in the world there is a lonely traffic light
system. How do you connect to it?

Hack me, | am so

Ha
}\ bored -(
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‘ Getting in

! In our case the system is just in front of us

That was
hard!

www.zeronights.org






American traffic-light-controlled
crossroad

www.zeronights.org
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CybatiWorks-1
platform

Rex The Bad Guy
Peak HMI

176.16.192.30

www.zeronights.org



Development, configuration, diagnostics

-‘/ RexDraw
-{‘{ RexView

NIGHTS

Visualization (HMI) [ Mobile visualization [HMI)

TCP/IP, HTMLS

Target device with runtime modules

GPIO 1-Wire

! = Modbus S7 Comm

1 12C, SPI || TCP, UDP

SAL (ooec) | | Webserver

https://www.rexcontrols.com/rex-control-system-raspberry-pi

7

NEREIIA
software products for automation
projects

- development tool for
creation of control programs

- diagnostic tool, allows
watching the runtime core
execution of control algorithm

- run time environment
handles timing and execution of
control algorithms



ZERO |NIGHTS
\ Cyber-physical system

J IT systems “embedded” in an application in the physical world
o Cyber-physic al attacks has

. The goal of the attacker
o Bring system into a specific state

o To make system performing desired actions

www.zeronights.org
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‘ Layers of cyber-physical system
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Control and monitoring architecture

________________________________________________________________

HOST, Cybati VM

_______________________________________________________________________

Modbus TCP

Physical application
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‘ Understanding the network and
the traffic

J Rex communication protocol

o Proprietary, reverse engineerable
J Modbus TCP

o Open source

o No [authentication, integrity protection, encryption]

www.zeronights.org
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Frame 243: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface ©
Ethernet II, Src: Vmware_b4:34:14 ( 2 ist: Raspberr_95:7b:ac (b8:27:eb:95:7b:a
Internet Protocol Version 4, Src: 172.16.192.10 (172.15.192.10), Dst: 172.16.192.30 (172.16.192.30)

Transmission Control Protocol, Src Port: 54034 (54034), Dst Port: asa-appl-proto (502), Seq: 949, Ack: 1544, Len: 12

tion Identifier: ©
1 Identifier: ©

Unit Identifier: 1

Modbus

Function




243 19.53770100¢ 172.16.192. 10 172.15.192. 30 Modbus /TP 78 Query: Trans: @; Unit: 1, Func: 32: Read Holding Registers
245 19,78689100¢ 172.15.192.30 172.15.192.10 Modbus/TCP 87 Response: Trans: @; Unit: 1, Func: 3: Read Holding
Frame 245: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface O
Ethernet II, Src: Raspberr_95:7b:ac (bB:27:eb:95:7b:ac), Dst: Vmware_b4:34:14 (00:0c:29:b4:34:14)
Internet Protocol Version 4, Src: 172.16.1292.30 (172.156.192.30), Dst: 172.16.192.10 (172.16.192.10)
Transmission Control Protocol, Src Port: asa-appl-proto (502), Dst Port: 54034 (54034), Seq: 1544, Ack: 9681, Len: 21
Modbus /TCP
Transaction Identifier: ©
Protocol Identifier: O
Length: 15
Unit Identifier: 1
Modbus
Function Code: Read Holding Registers (3)
Byte Count: 12
Register 0 (UINT1E):
Register 1 (UINT16):
Register 2 (UINT16):
( )
( )
( )

LINT1E) :
LINT1E) :
LINT1E) :

Reglister
Register

Register 5

0000 00 Oc 29 b4 34 14 be
0ol10 00 49 B85 43 40 00 40
0020 c0 0a 01 f6 d3 12 ag
030 01l c5 12 d3 00 00 01
0040 7O f2Z 00 0D 0O 0O OO
QoS0 00 00 0l 00 0D 00 00




NIGHTS

240 19, 306238000 172.16.192. 10 172.16.192. 30 Modbus /TCP 78 Query: Trans: E5; Unit: 1, Func: B5: Write Single Register

Frame 242: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Ethernet II, Src: Raspberr 95:7b:ac (b8:27:eh:95:7h:ac), Dst: Vmware bh4:34:14 (00:0c:29:h4:34:14)
Internet Protocol Version 4, Src: 172.16.192.30 (172.16.192.30), Dst: 172.16.192.10 (172.16.192.10)
Transmission Control Protocol, Src Port: asa-appl-proto (502), Dst Port: 54034 (54034), Seq: 1532, Ack: 949, Len: 12
Modbus /TCP
Transaction Identifier: &5
Protocol Identifier: O
Length: &
Unit Identifier: 1

M
l Function Code: Write Single Register (E)I

Reference MNumber: 2
Data: QOO0

00 Oc 29 b4 34 14 bs y LAl
00 40 85 48 40 00 40 L@ HE. 3.
cO Da 01 f6 d3 12 a9 i

0l ¢5 21 08 00 00 01

70 b3 00 41 00 00 OO
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Understanding points and tags

] Everything what could be measured (inputs) and set (outputs) is
called a point

o Points have tags (variable name)

o You need to reconstruct point-tag nomenclature
o Points come in analog, digital, and integer flavors
o Points can be read, write, or read/write

! Often multiple conversion based on tables stored somewhere on
the servers or Internet

o Go find them
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No authentication and access control

CYBATI Traffic Light - ModbusTCP

cCYsATI ¥ m
Traffic Light [

Control Panel
Force N-5 Intersection (Main)
Force E-W Intersection (Side)

Automatic
Marth / South
Main
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Point monitor...[RED_2_RASPI]
-
Description Value ID #

Filter EU Units 100

= Item Description 101
Tagname Type Source

Digital  RASPL 40000516 em Timezone 0 08
AUTO_STATE Digital 5 400005/16 Item Timezone 1
AU C_RASPI Digital AS : : Process Variable Digital False 5007

DISABLE_RASPI Digital 1AS : 5 Alarm Falling Active False 5005

GREEM_1 RASPI Digital LAS 40205116 Alarm Rising Active False 5006

GREEN_2_RASPI Digital AS 402054/16 Alarm Falling State Alarms not o

MAIN_ROAD RASPI Digital LAS A

: Alarm Rising State o] 5015
RED_1 RASPI Digital AS 402049/18 _ e n a b I e d ( ? )

Contact Close Label 106
RED_2_RASFI Digital S 402052/16 Contact Open Label 107
SIDE_ROAD_RASPI Digital AS 400001/ 1e . __
Alarm Falling Enabled als 5024
1 _RASPI Digital AS 402050/16
_ _ - _ I Alarm Rising Enabled 5 3025
2_RASPI Digital WAS 402053/18

Alarm Group

Alarm Falling Print

Alarm Rising Print

Alarm Falling Condition Status
Alarm Falling Exceeded Text

Bl mere Bl ool ibioom | o o=

Print RED 2 RASPI




Alarm is (min/max) threshold/warning of a point
value or process/system condition

Number Of Active Alarms 12

Number Of Alarms in last 24 hours 56

Warns operator about unwanted/dangerous
conditions/events

They tell you what process creator was worried about

Alarm can be generated T
01/24/201512:55:50 | | Ramp Low Low Alarm
In controller e
01/24/201512:55:04 | | Sine Low Alarm
In data base o057 o Lo
On the HMI
The attacker may need to suppress alarms during the (Illustrative alarms)
attack
3 / \ \
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Point monitor...[RED_2_RASPI]

Description Value
EU Units

Alarm log viewing...

looks like

really no alarms configured,
good for us :-)

Select Print Export W Automatic scro
Print RED 2 RASPI
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Modbus @ Modicon
Address @Address

Description

HMI Button, goto
State "side"
HMI Button, goto
State "main"
HMI Button, goto
State "blinking"

HMI Button, goto
"automatic mode"
state of a single
traffic light
state of a single
traffic light
state of a single
traffic light
state of a single
traffic light
state of a single
traffic light

state of a single
traffic light

side_road
main_road
disable
auto_state
main_red
main_yellow
main_green
side_red
side_yellow
side_green

auto_mode_fb Unused

Stores current

blink_mode_fb "blinking" state
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RPI__GFIO18[=

TS disz

RPI__GPIO;

MTS___main_
OROCT3

J-K Flip-Flop (LATCH)

auto_m




Control logic

! Defines what should/should not happen

o Under which conditions
o At what time
o YES or NO proposition

! If-then statements and Boolean logic

o [if input 1 true] AND [input 2 not true] -> [do something]
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Engineering/programming station

Some engineer has programmed it
Some human has uploaded it
Often stored on some server

Go grab it from the controller

Reverse engineer the compiler

E.g. see talk of Felix ‘FX’ Lindner talk on building custom
disassemblers

http://data.proidea.org.pl/confidence/9edycja/materialy/prezentacje/FX.pdf
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TS disz

RPI__GPIO;

MTS___main_
OROCT3

J-K Flip-Flop (LATCH)
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Block Arrays | Font | Colars |

Q2
— U1l Y —>
TOUT?2
STT — State Transition Table — U2 NY

touts — timeouts, time limit for current state
AND TOUT2

(001;156;112;223....... 778;881]

Current state /
Condition to move to the next state

State the system will transit

5 v W

4 \
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Main road

ge
g

BIS_BELIMK

Tags, pins,

gfe @

= RPI_GFIO6 | TLL
=RPI_ GPIO20 |TL3
- j::g';_'m ain_gree

Side road

TL2
TL4

ge

Ul % =RFP SPIOL7 T2
Uz Ny p T4

98 @




3.3V

GPIO 2 (12C1_SDA)
GPIO 3 (12C1_SCL)
GPIO 4 (GPCLKD)
GND

GPIO 17

GPIO 27

GPIO 22

3.9V

GPIO 10 (SPI_MOSI)
GPIO 9 (SPI_MISO)
GPIO 11 (SPI_SCLK)
GND

ID_SD

GPIO 5

GPIO 6

GPIO 13

GPIO 19

GPIO 26

GND

NIGHTS

5V

5V

GND

GPIO 14 (UART_TXD)
GPIO 15 (UART_RXD)
GPIO 18

GND

GPIO 23

GPIO 24

GND

GPIO 25

GPIO 8 (SPI_CEO0)
GPIO 7 (SPI_CE1)
ID_SC

GND

GPIO 12

GND

GPIO 16

GPIO 20

GPIO 21

pi@raspberrypi ~ $ gpio readall

+----- +--mmmm -
| wPi | Name
+----- R
| | 3.3v
| 8 | SDA.1
| 9 | SCL.1
| 7 | GPIO. 7
| | ov
| 0 | GPIO. ©
D11}
3GRI: 33
| -3V
[l MOSI
|13 MISO
| 14 | SCLK
| | Ov
=l | SDA.0O
| 21, | MGPIQ=21
| 22 | GPIO.22
| 238 GRIO:23
| 24 | GPIO.24
| 25 | GPIOD.25
| | Ov
+----- fommmm o
| wPi | Name
+----- e

o s P 2l N
Mode | V | Physical
e et & S
] L2
Thiw| ™0 | 354
IN | L] Sel||s 6
IN 'Y} 7] 8
il i 1 8
8 < [ B | [
0 | 14
OuT | 6 | 15 [ 16
| 18
NS [SEL A9 20
BN | 21 SN N22
IN | 0] 23 || 24
| 25 || .26
N | 1 [N27 | 528
QUS| ~Z2Es" 30
O | 1N e | 32
QUT [elad) 33 || 34
QRT JTew] 35036
ouTs || @ |F3% []538
| | 39 || 40
e tommtm - - - - -
Mode | V | Physical
- - +---+---Pi 2---

— ——— e+ — +

— 00O — =

(o]

ALTO
ALTO
IN

Qv

TxD

RxD
GPIO. 1
Ov
GPIO. 4
GPIO. 5
Qv
GPIO. 6
CEQ

CEl
SCL.O
Qv
GPIO.26
Ov
GPIO0.27
GPIO0.28
GPIO0.29

———— e+ — +

— e — ¢
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' Outcome of the discovery stage

! Understanding how the systems is built and functions

o Static discovery of the system

/ / S VOB e /‘xuc-'\ \
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There are two major things the attacker can control

The state of the traffic light (red-yellow-green & blinking)

The timeout of each state

The state of the traffic light can be controlled

Directly
Indirectly (by manipulating the inputs to control logic)

We brainstormed a list of 30 approaches

Implemented half of it (at the end it is just a hacking exercise for
fun & more fun)
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Forcing the point

Setting point value from the debagger (RexView)

“Set that on green because | am your engineer and gpio write 3 1
| said so!”
Setting point from the microcontroller (RPi) (N

Using suid binary

(oo
(o>

Does not require root privileges
(enjoy!)

g8

AR




DEMO 2

] Stale Data attack

o Stopping CPU on command
o Traffic lights will remains in their last state

1. sshpi@172.16.192.30
2. sudosu

3. ps-ax|grep Rex

find out the pid of RexCore
4. kill -STOP [pid]

5. kill -CONT [pid]
(repeat 4 and 5 at will)

P.S. We achieved the same effect by clumsily uploading modified firmware — unintended fuzzing ©
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Speeding up the clock

Modifying timer tick
Making things happening faster

use start address XXX in the following formula

1. sshpi@172.16.192.30 6. X/x XXX - 0x98bc8 + 0x9ald4
2. sudosu you should get a new offset with location of the timer tick
3. ps-ax|grep RexCore 0x)XX: 0x02af080
find out the pid of RexCore use in the following formula
4. gdb -[pid] 7. set *(int)OxXXX=1000
5. info files (50000 speed factor)
find address ranges for .data in modify touts as needed
Jusr/lib/libRex_T-2.10.6.s0 8. [11300111111111]
/ ) N \



ﬂ IDA - E\RexProjectsrexlib\Piusrlib\libRex_T-2.10.6.50
File Edit Jump Search View Debugger Options Windows Help

B ¥ sa B Q@ afighehF-#F m X P 0 O Nodebuger MG JHEN Wi

[F] Functions window 0 & x DA View-A B @ Hex View-1 B [@A Structures

Function name Seqi ™

Izl Jinit_proc Jinit

[7] DCmdinterpreter:IntpSetValuelvoid) plt

|z| 0SMutex:0SMutex(int) plt loc_66334 ; clock_id

[F] DFileStream:GetOpenFileSize(void) plt Hou RG, M

[F] pCmdinterpreter:DCmdinterpreter{short, short) .plt R1, SP, #Ox68+res ; res

[7] XIODriversInitOsTaskivoid) plt ;t““:“—ﬂgﬁres

[F] ¥Short2AnyVar(_XAV * short) ple loc 66680

[F] pCmdinterpreter:IntpGetiODrCEglvoid) .plt =

[F) AFilefrc:ConvertLastDatelvoid) plt v

Izl XBlockRoot:GetBlockPath(char * short,short) plt

[F] oCiTbE:DCIThI(void) plt

IZ j_GetMaxYear plt 106 66688

[£] jvalulong it " R3, =(g_duPrintFlags_ptr - Bx97A58)

Izl DSave_RPL_GET_VALUE(GMemStream *,_RGV const*) .plt R3, [R?,R3] ; g_dwPrintFlags ; 833"

[7] open plt R3, [R3]

Izl XSequence:SetArrayDataPointers(uchar ** uchar **) .plt R3, #4

[7] Bigint:add(int) ple loc_66348

Iz StringToDate(_OSDT *,char const™) -plt L

[F] DBlockWs:FreeWsNames{vaid) .plt h J

[F] sync pit

[F] nitXRTOBj(GRegistry *) pit =(dvord_9A1DB - Bx666A4)

[F] DCmdinterpreter:IntpGetArray(void) plt =(aTimerResolutio - Bx666AC)

[F] XExecutive:MarkSwapExecsivoid) .plt PG, R3 ; dwul:d_‘)n?DB
GRegistry: AddUsedObject(_XCLSID const™ plt

% DnggSt::am::Duwn\UaJdFrU(:ﬂC\ientTaskPrc?E(vuid) ‘Elt FC, R1 ; "TIMER resolution ¥ins, Jrick=%insin™

[SP,#Bx68+res . tu_nsec]

[F] AArcBase:~AdrcBase() plt R3, #{duord 90104 — Bx90100) | Cuu————

[F] DSave_XTSTAMP(GMemStream *,_GTS const*) .plt H - Lo a—

[F] RSA:CheckKeylvoid) ple loc_66348

[F] DCmdinterpreter:intpGetLicCodelvaid) .plt

[7] DFileStream:WriteDataToFilelvoid) plt g * ¥

[F] XLevel:UpdateTaskTimingParams(void) plt

[F] pCmdinterpreter:ReaditemiD{DitemiD =} .plt

[7] strerror pit loc_66348

Iz DCrmdinterpreter:IntpRunExecivoid) plt B R3, =(g_wiTimerRunning_ptr - Bx97A58)

IZ DateTimeDiffToString(char *,uint,_0SDT const*,ushort) plt R18, ={dword_%9A1D8 - Bx66368)

% DNamesAnd|Ds::Addltem(char const®, Ditem|D *) plt R3, [R?,R3] ; g_wKTimerRunning

iot

f| GUser:XLoad(GMemStream ~,uchar) .plt R11, ={dword_9A1DA - Bx6636C)

R6, =0x3BOACIFF
AArcBase:SeekTimePos(AReadState *,_GTS) .
!Z—,‘ ArcBase:SeekTimePos(AReadState ", GTS) R3, [SP,H0x68+var_iC]

< > R18, PC, R18 ; dword_%a1D0

S S —— P.S. Thanks to Ole André
Vadla Ravnas for Frida
ol (www.frida.re)

100.00% (464,441) (379,378) 000666A4 000666R4: sub_662E0+3C4

Output window
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Modification of control logic

Rewire/redesign the logic in
a way you want

E.g. No-REDs-Allowed!

Main road

removed s

Side road




J Modification of control logic

o Rewire/redesign the logic in
a way you want

o E.g. No-REDs-Allowed!

www.zeronights.org
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' Outcome of the control stage

] A portfolio of attacks instances to include into final payload

o All various ways you can influence the state of the physical application
o Choose which you want to use in final payload
— Those which are more reliable and most effective

www.zeronights.org
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Attack goal

) Safety related (very catastrophic)

o Damage to the vehicles
o Killing road users (drivers, pedestrians, cyclists...)
o Both

. Economy related (very inconvenient)

o Denial of traffic light service
o Maintenance efforts
o Trafficimpairment

J Force amplifier (very unfortunate)

o Making a way for bad guys
o Denying a way for good guys (ambulance, police)

www.zeronights.org
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\ Traffic jams and gridlocks

Paris amore.....

/,' R A TR : \
\/ A~ T o ' - = 5 N .

www.zeronights.org
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Requires knowledge of traffic light system solution,
(cross)road layout, traffic patterns, driving culture, etc.

E.g. in India nobody follows traffic lights, traffic lights in
many U.S. cities are desynchronized anyway and “Germans

don’t need traffic lights”
https://www.youtube.com/watch?v=zv9FQZ7kgqU

Traffic light hack in Los Angeles in 2006

Disgruntled city traffic engineers reprogrammed lights to stay red longer

Used their comprehensive knowledge of the city's traffic patterns and
chose few key intersections

Caused a massive traffic bottleneck and several days of gridlock

5 v W

4 \
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Cyber-physical attacks change things in the physical world

The impact of such attacks cannot be made invisible by smart
“stealth techniques” or by modifying logs

Because it is NOT INVISIBLE, somebody responsible will try to
intervene if things are not going right

Make those people unaware of true
system’s state
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CYBATI Traffic Light - ModbusTCP

CYBATI &
Traffic Light

Control Panel
Force M-S Intersection (Main)
Force E-W Intersection (Side)

Blinking a ii I

Automatic
Morth / South East / West
Main Side
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J Blinding operator about real state of the traffic lights

o Requires some form of MITM
o Can be implemented at the network layer, on the HMI host, DB, etc.

I Intercepting traffic to the operator (1 (0)]: /opt/ZN/hmi_on.ef

(
. ) : : [2 (0)]: /opt/ZN/hmi_blank.ef
o Ettercap filters for traffic manipulation 3 (0)]: /opt/ZN/hmi_yellow.ef
o We used Common Open Research Emulator [4 (0)]: /opt/ZN/hmi_red.ef
(CORE) installed on Cybati platform [5 (0)]: /opt/ZN/hmi_main_yellow.ef
o Tool ff)r emulating networks on one or more {s 22;} jzgtgsfmtmfgﬁIOW'ef
machines [8 (0)]: /opt/ZN/hmi_side.ef

http://www.nrI.navy.miI/itd/nvc’s/products/core

P\ (S aravg g



Traffic flow | Regulatory D|g up
Management logging cables
Access

Public Regulatory Point Visit l
tenders standards database locations
Changing [l Reaitime Bypass
point value Supervisor
Sensors

% — Discovery
Minimal
traffic system I —

Reports on
traffic jam

_ Damage
Custotm Waiting for .
operator rare events tampering footprint \L

‘ Final Payload
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What is in the real world?




ZEROR

' Modern traffic light systems are
complex

J All traffic light systems are built and configured differently!

o Even from the same vendor
o To the customer specification

! Complex interactive system
o Traffic IS a part of the system

! Seems like no security requirements or regulations YET

www.zeronights.org
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Point speeds —=

& Travel time

www.ndw.nu

BiiliiiG DATA

Historical Data bank

i iilf!ﬁ::z
\\‘u“'

Wl
Status
lanes

and vehjcle
Laaes = categories

Traffic
Information

Traffic
-Téports

—

Traffic Manage

Status
bridges

ment




wireless vehicle detector _ :
Adaptive traffic signal

controlling

affic management system m Traffic flow monitoring
W

~ "\ Red light and speed

enforcement

Corridor management

a‘ Urban traffic guiding
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Road traffic management

SOS

Police

Emergency services
Local authority

Reports/phone calls
from road users

Technical

road information
from cameras,
detectors etc.

Contractors

management center N

Yo

Road weather

Variable
|} message signs

Internet
www.trafikverket
www.trafiken.nu
and other

web sites

\ Mobile services

) |
%

Navigation systems
RDS/TMC




http://theconversation.com/traffic-light-hacking-shows-the-internet-of-

things-must-come-with-better-security-30803

NIGHTS

Camera

- Traffic
| Light
Wireless

Transmitter Failsafe
~~_ _ loop

329

Server DB Engineering station HMI

Control algorithm

Cyber layer

Road Agency

Switch

Outputs

Control layer

x|

Malfunction
Management
Unit (MMU)

Induction|
Loop

Measured
Control .
Process behavior process
commands
state

Physical layer




http://www.ganino.com/games/British%20standard/BS%20EN/BS%20EN%2012675-2001.pdf

NIGHTS

European and local directives

EN 12675 - Traffic signal controllers. Functional safety
requirements. First published in 2000.

National normatives based on EN 12675

Detection of failure

Minimal time to detect the occurrence of fault and take action is
100-850 ms depending on class of fault

Diagnostic checks of controller logic system and action to be taken
shall not be greater than 10 sec
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MMU can be implemented as stand alone supervisor
or as safety processor on the main CPU board (the
latter is more common)

At this point we cannot judge on the security of
implementation

Failure modes

Typical safety state of operation is blinking yellow
— irreversible, requires (manual) controller reset

Minor fault — reversible, controller may return to full
functionality
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All color and green/green conflicts
Signal sequences

Min. and max. times for all signal states

Min. and max. cycle time for coordinated signals
Min. and max. lamp load for red, amber and green

Min. and max. main supply voltage for safe
operation

Min. and max. main supply frequency
and others

https://www.swarco.com/en/Products-Services/Traffic-Management/Urban-Traffic-
Management/ITC-Traffic-Controllers/ITC-3-Traffic-Controller#tab-7642



Access

www.zeronights.org




Heyy"q Traffic Lights is Amazingly Really Easy il Researchers find it’s terrifyingly easy to
(? ML 20,2014 e Swati Khandelwal haCk traffic llghts

“~'===and default passwords make controlling a city's intersections trivial.
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Traffic Hacking: Caution Light Is On

By HICOLE PERLEOTH  JUMNE 10, 2015 6:29 PR W4 O
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OPINION

Hacking traffic lights with a laptop is easy
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Cesar Cerrudo of IOActive

Sent fake data to vehicle detection sensors’ Access Point
Could influence behavior of the traffic lights

http://blog.ioactive.com/2014/04/hacking-us-and-uk-australia-france-etc.html

Research group of University of Michigan

Hacked into wireless traffic light control communication and into controller

Could influence behavior of the traffic lights
http://web.eecs.umich.edu/~brghena/projects/green_lights/ghenal4green_lights.pdf

Bastian Bloessl

Reversed engineered local wireless traffic light communication
Reversed and decoded live bus stops telemetry

http://www.bastibl.net/traffic-lights/

i e W



MNIGHTS

According to vendors’ specifications, traffic light systems are
Internet-friendly

Remote accessible diagnostic tools
Internet accessible control panel
Application updates

Logs are accessible over internet

(Internet connectivity is used with care by traffic lights operators
in EU (?)) -> at least with ones we spoke to

We did not find a traffic light online YET

But several Traffic Management Systems (with weak protection)
Not allowed to disclose

73 v
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Other protocols: Transit Signal Priority (TSP)

http://www.gtt.com/file/transit-signal-priority/79-1000-0444-

0_B%20TSP%20Sell%20Sheet

.pdf

System for requesting green for emergency
vehicles

Based on open standards

http://bison.connekt.nl/standaarden/
https://en.wikipedia.org/wiki/OpenAIR

Request packet contains among others:

ID of intersection, vehicle speed, direction

Type of car and its ID (e.q. police, fire brigade, ambulance, public transport)
CALL FOR ZERO DAY EXPLOIT ;-)

No authentication, authorization or encryption




Afterword
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\ And Oscar goes to......

Nope, not to Marina

www.zeronights.org
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" And Oscar goes to those....

Who can desigh meaningful attack scenario
0]

Who can overcome safety protections
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And it’s feeling goooood......




ZERO’VFymf

It's green, so keep good speed!
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\ Sight challenged pedestrians

! Anybody can mimic the sound signal and .
play it when GREEN

o Is real current concern
o Please don’t kill pedestrians!

www.zeronights.org
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And Oscar goes to those....

Who can desigh meaningful attack scenario
0]

Who can overcome safety protections
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Central traffic managements receives status of Safety Unit

CAN Bus interface between Application and Safety CPU is found in
current solutions

Steps to take:

Acquire the hardware (like Cesar Cerrudo/IOActive)
Fuzz the connection between Application and Safety
Reverse engineer safety implementation

Discover remote vulnerability

Exploit vulnerability to bypass safety
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