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Agenda
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– Maritime Architecture Framework – MAF

– Towards a Cyber-physical Range – C-ES testbed

– Ongoing and future work
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Aim of the project
Autonomous ship security, COINS Winter School, Finse, 2019

Security of the Cyber-enabled ship, 3 years
Project

Goals of the project:

G1: Define a reference architecture for the C-ES:
o Identify C-ES’s cyber-physical systems 
o Clarify systems interconnections and interdependencies

G2: Identify potential security and safety risks.

G3: Propose an appropriate security architecture for the C-ES.
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Cyber-enabled ship: what it is..
Autonomous ship security, COINS Winter School, Finse, 2019
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System architecture

Cyber-Enabled ship systems
Autonomous ship security, COINS Winter School, Finse, 2019



7

Engine Automation Systems

Digging deeper to the architecture
Autonomous ship security, COINS Winter School, Finse, 2019

• Autonomous Engine Monitoring

and Control-AEMC 

• Autonomous Control of the 

Engine Room

• Emergency Handling-EmH

• Engine Data Logger-EDL

• Engine Eciency System-EES

• Maintenance Interaction 

System-MIS

Bridge Automation Systems

• Navigation System

• Voyage Data Recorder-VDR

• Automatic identication system-

AIS

• Electronic Chart Display and 

Information System-ECDIS

• Advanced Sensor Systems-ASS

• Autonomous Ship Controller

• Global Maritime Distress and 

Safety System-GMDSS

• Cargo Management / Cargo 

Control Room-CCR

• Access Control system

• Passenger service system

Shore Control Center 

• Human Machine Interface-HMI

• Remote Maneuvering Support 

System-RMSS
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Security analysis of OT systems
Autonomous ship security, COINS Winter School, Finse, 2019

System 
Identification  

• Identify System 
Architecture

• Analyze 
Interconnections 

Attack 
Development

• Develop 
STRIDE 
attack 
scenarios

Impact 
Deternination

• According 
to specific 
Criteria 

Likelihood 
Determination 

Risk Analysis

• Risk 
Matrix

• According 
to specific 
Criteria 
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• STRIDE Security Properties

– Spoofing Authentication  

– Tampering Integrity 

– Repudiation Non-repudiation 

– Information disclosure Confidentiality 

– Denial of service Availability 

– Elevation of privileges Authorization 

STRIDE-Attack scenarios -AIS
Autonomous ship security, COINS Winter School, Finse, 2019
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STRIDE Highly critical threats (1/2)
Autonomous ship security, COINS Winter School, Finse, 2019

Engine Automation 
System-EAS

Spoofing

Denial of 
Service

Bridge Automation 
Systems-BAS

Spoofing

Denial of 
Service

Shore Control Center-
SCC

Spoofing

Denial of 
Service

Autonomous Engine 
Monitoring and 
Control-AEMC

Tamperi
ng

Denial of 
Service

Engine Efficiency 
System-EES

Spoofing

Denial of 
Service

Maintenance 
Interaction Systems-

MIS

Tampering

Denial of 
Service

Navigation Systems-NavS

Spoofing

Tampering

Information 
Disclosure

Denial of 
Service
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STRIDE Results (2/2)
Autonomous ship security, COINS Winter School, Finse, 2019

Autonomous Ship 
Controller-ASC

Spoofing

Denial of 
Service

Human Machine 
Interface-HMI

Spoofing

Tampering

Information 
Disclosure

Denial of 
Service

Elevation of 
Privilege 

Remote Maneuvering 
Support System-

RMSS

Information 
Disclosure

Emergency Handling-
EmH

Denial of 
Service

Global Maritime 
Distress and Safety 

System-GMDSS

Spoofing

Tampering 

Information
Disclosure 

Electronic Chart Display 
and Information 

System-ECDIS

Spoofing 

Information 
Disclosure

Denial of 
Service

Automatic Identification 
Systems-AIS

Tampering

Repudiation

Information 
Disclosure

Elevation of 
Privilege 
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Security analysis summary
Autonomous ship security, COINS Winter School, Finse, 2019

S T EDIR



14

Agenda

– Cyber-enabled ship: aim of the project

– Cyber-enabled ship systems

– Digging deeper to the architecture…

– Security analysis of OT systems

– Maritime Architecture Framework – MAF

– Towards a Cyber-physical Range – C-ES testbed

– Ongoing and future work



15

Maritime Architecture Framework-MAF
Autonomous ship security, COINS Winter School, Finse, 2019

• Identify vessel’s cyber-physical systems
• Clarify their interconnections, dependencies and interdependencies 
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Maritime Architecture Framework-MAF
Autonomous ship security, COINS Winter School, Finse, 2019

Figure 1. Interoperability axis of the C-ES

Figure 2. Hierarchical axis of the C-ES
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Towards a Cyber-physical Range: A use case for the C-ES 

Autonomous ship security, COINS Winter School, Finse, 2019
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Ongoing and future work
Autonomous ship security, COINS Winter School, Finse, 2019

• Currently we are working on the security requirements elicitation for 
the C-ES using SecureTropos methodology.

• As future work, we will implement the aforementioned testbed and 
we will define an appropriate risk assessment method that combines 
safety and security risks aiming to propose a secure system 
architecture.

o Publications: 1) Cyber-attacks against the autonomous ship, Georgios Kavallieratos, 
Sokratis Katsikas and Vasileios Gkioulos, CyberICPS 2018, Barcelona 

2) Towards a Cyber-physical Range, Georgios Kavallieratos, Sokratis 
Katsikas and Vasileios Gkioulos, AsiaCCS 2019, New Zealand
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Thank you!
Questions?


