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B Human threats in Information Security:

NTNU

« Sharing keycard with a collegue

« Opening doors to strangers

« Using work password at several sites

« Spying on wife/husband using company priviliges
* Responding to phishing mails (e.g. CEO fraud)

« Storing passwords in plain text in a database

« Leaking organizational secrets




Fundamental tradeoff: security vs
opportunity [RiskManagement]

“Perfect security may be achievable only
for networkless servers located in rooms
without doors in stone buildings without “Only those who risk going too
people on high ground with no earth far can possibly find out how far
faults in areas with very little rain.” they can go.” T.S. Elliot




‘0] Conflicting Incentives Risk Analysis
M (CIRA) method [Rajbhandari]

Risk owner's utility Stakeholder types:

@)
A
I | m - strategy owner
®)

Opportunity Risk Cooperation
' - risk owner

Strategy owner’s utility

« Shift from traditional risk analysis
methods

* Replacement of incident
probability/likelihood estimations

" o I\ With_ str_ength of human

v/ motivation

* Risk is the result of misaligned
incentives

» Does not rely on historical data

Not Desirable

Threat Risk




NTNU

\ External

Risk External External-bdternad

Owner |nternal Internal-External

) ) Strategy Owner
No direct impact

Internal

B CIRA stakeholder constellations

Threats to outside:
privacy violations,
polluting nature,
not delivering to
partners, etc.

External-Internal /

Internal-Internal

Threats from outside:
suppliers, hackers,
regulations,

political situation, etc.

Threats within
organziation:

between departments,
between teams,
between members,
insiders, etc.




@ Example: Internal Risk Owner — Internal
Al Strategy Owner

Facebook Former Facebook executive: social
media is ripping society apart

Chamath Palihapitiya, former vice-president of user growth,
expressed regret for his part in building tools that destroy ‘the
social fabric of how society works’

Julia Carrie Wong in San
Francisco

¥ @juliacarriew & Email

Tue 12 Dec 2017 18.58 GMT

<

f v o 47889

@ This article is over 1 year old

A 'Itis eroding the core foundations of how people behave by and between each other,’ says the former Facebook
executive Chamath Palihapitiya. Photograph: Toby Melville/Reuters
Importance of
A former Facebook executive has said|he feels “tremendous guilt” pver his person al
work on “tools that are ripping apart the social fabric of how society works”, . | d
joining a growing chorus of critics of the social media giant. Involvement an
meaning!

https://www.theguardian.com/technology/2017/dec/11/facebook-former-executive-ripping-society-apart



Internal RO —= Internal SO

Risk owner

Name: Mark Zuckerberg
Role: CEO
Key UFs

7N\

Organizational (e.g. KPIs): Personal (e.g. values):

- generate profit - Achievement (high)
- rule the world - Power (high)
- increase active user base - Universalism (high)
- comply with regulations?

- Security (low)

Strategy owner

Name: Chamath Palihapitiya
Role: former vice-president of user growth
Key UFs

7N\

Organizational (e.g. KPIs):  Personal (e.g. values):

- increase active user base - Universalism (high)
- number of new users - Tradition (high)
signing up

- develop engaging - Power (low)
services



- increase active user base
- comply with regulations

Desirability of a strategy is a function of
profile and contribution of action on the

affected values
@)

Personal (e.g. values):
- Achievement (high)

- Power (high)

- Universalism (high)

- Security (low)

]

Strategy owner

Name: Chamath Palihapitiya
Role: former vice-president of user growth

Risk owner
Name: Mark Zuckerberg
Role: CEO
Strategy:
- quit company and attempt to

Organizational (e.g. KPIs): -35 damage reputation
- generate profit ‘—_ 26
-rule the world €= -10

+90
\\A Personal (e.g. values):
+80
N
-20

- Universalism (high)
- Tradition (high)
-5

- Power (low)

Organizational (e.g. KPIs):
- increase active user base
- number of new users
signing up

- develop engaging
services



E Problem statement

NTNU

Is it possible to improve the CIRA method by using
theories from psychology which enable the
prediction of future behavior of key stakeholders,
without relying on reactive data collection

methods?



B Person-situation interaction
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Acceptable Risk

Risk Analysis:
Prediction of behavior to understand:
What can go wrong?
What should we prepare for?

Interaction

Unacceptable Risk

Context/ Situation




Major assumption: no direct access
M8 to stakeholders

e Subject reactivity refers to
(conscious/unconscious) modification of behavior
due to the fact of being observed

« E.g. motivated self-misrepresentation, social
desirability, non-cooperation, intrusive nature of
Risk Analysis




E Motivational profile — Basic Human
8 Values [SchwartZ]

Values:

» Are relatively stable individual
characteristics.

» Represent desirable end-goals
and prescribe ways of acting.

» Transcend specific actions and
situations.

« Are universally recognized.
» Are ordered by importance.

» The relative importance of values
guides actions.

* That are closer to each other are
more compatible, opposing
values are in conflict.




‘a) Scope of present work
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Observable 1
Step 1:

{ Observable 2 :> profile
——— prediction
< Observable 3 x

Step 3: Conflicting
behavior => Incentives
prediction Risk
Analysis

Step 2: )
P Target Step 4: Analyze risks
measurement . :
context resulting from conscious
of context .
(System 2) decisions




Research Questions [ValuePrediction]

RQ 1: To what extent can demographic features be
utilized to construct stakeholder motivational profiles?

RQ 2: How well do different predictive models
perform in terms of inferring stakeholder motivational
profiles?
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o Methods [ESS2018]

European
Social
Survey

High-quality dataset

Representative samples =~ 4d e
from 24 countries te

n =44 387

Gold-standard Value
profiles 20,




@ Methods
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N

variables —

536

selection of
observables

agrowdE

©

11.
12.
13.

14.

Categorlcal Number of
variable :
(Yes/No) categories
Country Y 23
Gender Y 2
Age N -
Domicile Y 5
Be]or} ging Y )
to religion
Belonging
to a minority Y 2
ethnic group
Number of people
living in the same N -
household
Living with partner Y 2
Ever had a divorce Y 2
Highest level N )
of education
Employment relation Y 3
Supervising others at work Y 2
Type of industry Y 71
working in (NACE rev.2)
Type of organization v 6

working for




B Methods
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48.5% male, 51.5% female

Mean age: 50.41 years (SD = 17.55)

The database was randomized and divided into three sets:
« Training set: 60%

* Development set: 20%

» Testing set: 20%

Multiple Linear Regression (LR) approach:

« SPSS 25’s automatic linear modeling module, supervised merging of
the categories, outlier detection, and several feature-selection
methods.

Machine Learning (ML) approach:

« H20.al API, open-source ML platform, Distributed Random Forest
(DREF) algorithm, handling of categorical variables.

Performance metrics:
« R2? (coefficient of determination) and RMSE (root-mean square error)
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@ Results 1 - LR approach

Max Final

possible R’ R?
Achievement 0.23 0.16 (2)
Benevolence 0.22 0.16 (2)
Conformity 0.17 0.11(2)
Hedonism 0.22 0.18 (2)
Power 0.24 0.18 (1)
Security 0.20 0.12 (3)
Self-Direction 0.16 0.09 (3)
Stimulation 0.16 0.09 (2)
Tradition 0.24 0.14 (4)
Universalism 0.18 0.13 (3)




E Results 2 — LR approach, predictability
of Basic Human Values
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0%

Achievement W §§§§§
Benevolence ‘W
Conformity /75550
Hedonism 7/,

Security
Self-Direction |
Stimulation

Tradition

Universalism W s

7: Country

\.z
rvive]
o

= Age

Power W
I

& Religion

25%

¥ Gender

7 Education

50%

IMNACE

5%

W Employment relation

100%

83.5%
83.7%
88.5%
82.4%
82.4%
87.8%
90.6%
91.0%
85.5%
87.0%

Unexplained Variance



@ Results 3 — ML approach
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 b-fold cross validation to obtain the final model of the
training set, for all of the 10 models, 50 tree-solutions
were selected

Dependent Variable MG RG

Achievement 0.1376 0.1393
Benevolence 0.1046 0.1485
Conformity 0.1328 0.1454
Hedonism 0.1133 0.1134
Power 0.1293 0.1293
Security 0.1195 0.1515
Self-Direction 0.1180 0.1303
Stimulation 0.1182 0.1244
Tradition 0.1100 0.1445
Universalism 0.1081 0.1086




Results 4 — ML approach: average
contribution of features for predicting the
Basic Human Value profile

variance:
88.99%

Unexplained ¥

|T\ peOﬂJlgmlmtmn 0. ?S”u

NumberOfPplLiv m}blnl ]()Ll‘w(. 0. 79

Domicile, 0.91%,

Country, 1.40%]

Industry TypeNAC ]:’7Reduced

LevelOfEducation, 9.9 1% J )

p
:// Bel oni,TuRLhi,mn 0.41%

|‘3upuu~.10n()f0t 1ers, 0.37%

iv LSV\I[]]PdI’lI]LI’ 0.37%

__L-endel 0.34%
'_'-_-E\ erHadDivorce,
0.33%

5F,mponmcntRclatiUn, 0.32%

BelongTﬁEthnicGroup.
0.22%

18%

/|
Age, 2.09%



E Results 5 — performance comparison
between approaches
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ML approach J LR approach
Dependent

Variable R?> RMSE

Achievement 0.13 0.128
Benevolence 0.14  0.097
Conformity 0.09  0.127

Hedonism 0.12 0.106
Power 0.15 0.120
Security 0.08 0.113

Self-Direction 0.07 0.115
Stimulation 0.08 0.114
Tradition 0.12  0.103
Universalism 0.11 0.102




B Conclusion
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Demographic features have some limited utility for
predicting motivational profiles, which can be useful
In situations where no other piece of information is
available or direct access to subjects is impossible.

Most useful predictors: Age, Country, Industry type.

ML approach established that the models’
performance is superior to random guessing, as well
as educated guessing.

LR approach achieves slightly better performance.

Setting a solid benchmarking baseline for other
classes of observables.
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Thank you for your attention!




