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Outline

⚫ Motivation

⚫ Certificates

⚫ Public Key Infrastructure

⚫ Threats to certificates / PKI

⚫ Protecting certificates / PKI
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Motivation

Certificates
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Motivation: TLS usage
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Why do we need a “more secure Web”?
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Why do we need a “more secure Web?
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TLS and Assymetric Crytography

⚫ From RFC 5246 (TLS 1.2):
When RSA is used for server authentication and key exchange, a 48-

byte pre_master_secret is generated by the client, encrypted under

the server's public key, and sent to the server.  The server uses its

private key to decrypt the pre_master_secret.

When Diffie-Hellman key exchange is used, the server […] use the 
server key exchange message to send a set of temporary

Diffie-Hellman parameters signed with […] RSA […].

[…] the client can verify the […] signature to ensure that the 
parameters belong to the server.
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Recapitulation: Asymmetric Encryption

⚫ Two distinct keys (private key and public key) are used for 
encryption and decryption respectively

Dear
Alice
....

Encryption Decryption

Dear
Alice
....

Key Pair
Generator

Public Key

Private
Key

6R4Y2
hlbM
ZCB...

AliceBob
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Attack on Key Exchange (Encryption)

⚫ Exchange of public key:
− Confidentiality not required

AliceBob
Eve

(Alice, pubA)

Enc(pubA, x)

?

privA
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Attack on Key Exchange (Encryption)

⚫ Exchange of public key:
− Confidentiality not required

− Integrity/authenticity highly required

Alice
Bob Mallory

(Alice, pubA)

Enc(pubM, x)

(Alice, pubM)

x

privA

privM
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Recapitulation: Digital Signature

Dear
Bob
....

Dear
Bob
....

Dear
Bob
....

Dear
Bob
....

Sign

Hash

HashVerify

valid / invalid

13
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Attack on Key Exchange (Digital Signature)

⚫ Exchange of public key:
− Confidentiality not required

− Integrity/authenticity highly required

BA M

(Alice, pubM)
(Alice, pubA)

Sig(privA, M)
Sig(privE, M*)
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Introduction

Certificates
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Certificates

Certificate

Authority (CA)

Alice

Alice
CA

Alice

Alice

CA CA
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Certificate Trust

⚫ How does Bob obtain the public key of the CA?

⚫ A set of trusted CAs (root store) is included in the OS or the 
application (e.g. browser)
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Certificates on the Web
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uio.no

Terena



Trustworthy Server?
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Details

Certificates

20



X.509 Certificate

⚫ Most common standard for public key management and 
certificate formats

⚫ X.509 certificates are defined using ASN.1 and can be 
encoded into different formats:
− .cer, .crt

▪ DER encoding (X.690)

− .pem
▪ Base64 encoded DER

▪ enclosed between "-----BEGIN CERTIFICATE-----" and 
"-----END CERTIFICATE-----"

− .p7b
▪ encoding according PKCS#7 standard

− .p12
▪ encoding according PKCS#12 standard

▪ includes private key
21



ASN.1 and DER encoding

⚫ ASN.1
− Similar to Backus-Naur form

− Example (grammar)
FooQuestion ::= SEQUENCE {

trackingNumber INTEGER,

question       IA5String

}

− Example (message)
myQuestion FooQuestion ::= {

trackingNumber 5,

question           "Anybody there?"

}
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ASN.1 and DER encoding

⚫ DER encoding (for ASN.1 messages)
− Uses a tag – length – value encoding

− Example:

30 13 02 01 05 16 0e 41 6e 79 62 6f 64 79 20 74 68 65 72 65 3f

30 — type tag indicating SEQUENCE

13 — length in octets of value that follows

02 — type tag indicating INTEGER

01 — length in octets of value that follows

05 — value (5)

16 — type tag indicating IA5String 

(IA5 means the full 7-bit ISO 646 set, including variants, 

but is generally US-ASCII)

0e — length in octets of value that follows

41 6e 79 62 6f 64 79 20 74 68 65 72 65 3f — value ("Anybody there?")
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ASN.1 and DER encoding

⚫ More on this topic: 
http://luca.ntop.org/Teaching/Appunti/asn1.html

24
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X.509 Certificate

⚫ ASN.1 syntax definition (simplified):
Certificate ::= SIGNED{TBSCertificate} 

TBSCertificate ::= SEQUENCE {

version Version DEFAULT v1, 

serialNumber CertificateSerialNumber, 

signature AlgorithmIdentifier{{SupportedAlgorithms}}, 

issuer Name,

validity Validity, 

subject Name,

...

} 

Version ::= INTEGER {v1(0), v2(1), v3(2)} 

CertificateSerialNumber ::= INTEGER 

Validity ::= SEQUENCE {

notBefore Time,

notAfter Time, 

...

}
25
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X.509 Certificate

⚫ Certificate
− Version

− Serial Number

− Algorithm ID

− Issuer

− Validity

▪ Not Before

▪ Not After

− Subject

− Subject Public Key Info

▪ Public Key Algorithm

▪ Subject Public Key

− Issuer Unique Identifier 
(optional)

− Subject Unique Identifier 
(optional)

− Extensions (optional)

▪ ...

⚫ Certificate Signature 
Algorithm

⚫ Certificate Signature

26



Example
0000 00 05 24 30 82 05 20 30 82 04 08 a0 03 02 01 02 ..$0.. 0 ........
0010 02 10 05 42 23 6d a9 f7 83 38 46 e7 ce 5b f4 a4 ...B#m.. .8F..[..
0020 62 ee 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 b.0...*. H.......
0030 00 30 64 31 0b 30 09 06 03 55 04 06 13 02 4e 4c .0d1.0.. .U....NL
0040 31 16 30 14 06 03 55 04 08 13 0d 4e 6f 6f 72 64 1.0...U. ...Noord
0050 2d 48 6f 6c 6c 61 6e 64 31 12 30 10 06 03 55 04 -Holland 1.0...U.
0060 07 13 09 41 6d 73 74 65 72 64 61 6d 31 0f 30 0d ...Amste rdam1.0.
0070 06 03 55 04 0a 13 06 54 45 52 45 4e 41 31 18 30 ..U....T ERENA1.0
0080 16 06 03 55 04 03 13 0f 54 45 52 45 4e 41 20 53 ...U.... TERENA S
0090 53 4c 20 43 41 20 33 30 1e 17 0d 31 35 30 36 32 SL CA 30 ...15062
00A0 36 30 30 30 30 30 30 5a 17 0d 31 38 30 37 30 34 6000000Z ..180704
00B0 31 32 30 30 30 30 5a 30 71 31 0b 30 09 06 03 55 120000Z0 q1.0...U
00C0 04 06 13 02 4e 4f 31 0d 30 0b 06 03 55 04 08 13 ....NO1. 0...U...
00D0 04 4f 73 6c 6f 31 12 30 10 06 03 55 04 07 13 09 .Oslo1.0 ...U....
00E0 30 33 31 33 20 4f 73 6c 6f 31 1d 30 1b 06 03 55 0313 Osl o1.0...U
00F0 04 0a 13 14 55 6e 69 76 65 72 73 69 74 65 74 65 ....Univ ersitete
0100 74 20 69 20 4f 73 6c 6f 31 0d 30 0b 06 03 55 04 t i Oslo 1.0...U.
0110 0b 13 04 55 53 49 54 31 11 30 0f 06 03 55 04 03 ...USIT1 .0...U..
0120 0c 08 2a 2e 75 69 6f 2e 6e 6f 30 82 01 22 30 0d ..*.uio. no0.."0.
0130 06 09 2a 86 48 86 f7 0d 01 01 01 05 00 03 82 01 ..*.H... ........
0140 0f 00 30 82 01 0a 02 82 01 01 00 bb c1 e2 ec d8 ..0..... ........
0150 bc d4 bf b4 f0 f5 00 8d cd 5c 86 b7 a3 17 42 5b ........ .\....B[
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Version: 3 (0x2)
Serial Number: 0f:26:3b:95:40:ab:be:c2:3a:dc:ed:65:11:ea:0b:53
Signature Algorithm: sha256WithRSAEncryption

Issuer: C=NL, ST=Noord-Holland, L=Amsterdam, O=TERENA, CN=TERENA SSL CA 3
Validity

Not Before: May 11 00:00:00 2017 GMT
Not After : May 15 12:00:00 2020 GMT

Subject: C=NO, ST=Oslo, L=0313 Oslo, O=Universitetet i Oslo, CN=apollon.uio.no
Subject Public Key Info:

Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus: 00:bc:58:...
Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Authority Key Identifier:

keyid:67:FD:88:20:14:27:98:C7:09:D2:25:19:BB:E9:51:11:63:75:50:62
X509v3 Subject Key Identifier:

7E:44:F3:39:4F:07:A7:0F:01:0B:52:4B:73:5F:72:00:C4:C7:E9:7A
X509v3 Subject Alternative Name:

DNS:apollon.uio.no, ..., DNS:www.mn.uio.no, ..., DNS:www.uio.no
X509v3 Key Usage: critical

Digital Signature, Key Encipherment
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name: URI:http://crl3.digicert.com/TERENASSLCA3.crl
Full Name: URI:http://crl4.digicert.com/TERENASSLCA3.crl

X509v3 Certificate Policies:
Policy: 2.16.840.1.114412.1.1
CPS: https://www.digicert.com/CPS

Policy: 2.23.140.1.2.2
Authority Information Access:

OCSP - URI:http://ocsp.digicert.com
CA Issuers - URI:http://cacerts.digicert.com/TERENASSLCA3.crt

X509v3 Basic Constraints: critical
CA:FALSE

Signature Algorithm: sha256WithRSAEncryption
81:fd:a9:...

Example

28



Example – Details 

⚫ Version: 3 (0x2)
− X.509 version (1, 2 or 3)

⚫ Serial Number: 0f:26:3b:95:40:ab:be …
− Unique identifier (within the issuing certificate authority)

⚫ Signature Algorithm: sha256WithRSAEncryption
− Algorithm for signing the certificate

− Here: SHA-2 (256 bit) with RSA

− Specified as international OID: 1.2.840.113549.1.1.11 

29



Entity Identification

⚫ X.500:
− Standardized by ITU-T

− Hierarchical data model 
(“directory information tree”)

− Directory access protocol

− Entity can be uniquely addressed/identified by the distinguished 
name (DN), e.g.: C=US, O=Microtech, OU=Sales, CN=Bill Smith

⚫ LDAP:
− Standardized by IETF: RFC 4511

− Similiar concept

− Simplified data model and access protocol (“X.500 Lite”)

− Widespread usage, e.g. Microsoft Active Directory

30
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Example – Details 

⚫ Issuer: C=NL, ST=Noord-Holland, L=Amsterdam, 
O=TERENA, CN=TERENA SSL CA 3
− Issuing certificate authority (X.500 DN)

⚫ Validity

Not Before: May 11 00:00:00 2017 GMT

Not After : May 15 12:00:00 2020 GMT
− Limited lifetime

▪ to reduce the risk of misuse

▪ to incorporate the decrease of security of cryptographic algorithms

− Also a indication when a certificate was created

▪ some regulation only apply to certificates creates after a specific date

▪ problem: CA can “cheat” and backdate a certificate

31



Example – Details 

⚫ Subject: C=NO, ST=Oslo, L=0313 Oslo, 
O=Universitetet i Oslo, CN=apollon.uio.no
− Certificate subject (X.500 DN; usually only CN relevant)

− For Web PKI: CN contains domain name

− Domain name might contain a “wildcard”, e.g. *.example.com

⚫ Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus: 00:bc:58:...

Exponent: 65537 (0x10001)
− Public key of certificate subjects 

− Here: RSA (2048 bit), “standard” exponent 216 + 1
32
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Example – Details 

⚫ X509v3 extensions
− Further functionality added later to the standard

− Instead of changing the data format 
→ adding new/optional functions to an extensible data part

− Not all processing entities understand all extensions

− RFC 5280: 
“A certificate-using system MUST reject the certificate if it encounters 
a critical extension that it does not recognize, or a critical extension 
that contains information that it cannot process. 
A non-critical extension MAY be ignored if it is not recognized, but 
MUST be processed if it is recognized.”

33



Example – Details 

⚫ X509v3 Subject Alternative Name:

DNS:apollon.uio.no, ..., DNS:www.uio.no
− Additional hostnames (in addition to CN) which the certificate covers

⚫ X509v3 CRL Distribution Points:

URI:http://crl3.digicert.com/TERENASSLCA3.crl

URI:http://crl4.digicert.com/TERENASSLCA3.crl

⚫ Authority Information Access:

OCSP - URI:http://ocsp.digicert.com
− Endpoints for information on revoked certificated → later

34



Example – Details 

⚫ X509v3 Certificate Policies:

Policy: 2.16.840.1.114412.1.1

CPS: https://www.digicert.com/CPS
− Identifier for „Digicert OV“

Policy: 2.23.140.1.2.2
− Identifier for „Compliant with Baseline Requirements – Organization 

identity asserted”

⚫ X509v3 Basic Constraints: critical

CA:FALSE
− Indicates a end-entity certificate 

− Only possibility to distinguish from CA certificates!

35



Example – Details 

⚫ Signature Algorithm: sha256WithRSAEncryption

81:fd:a9:...
− Digital signature on the certificate created by the CA

− Here: RSA with SHA2 algorithm

36

“… some ISO standards have been written 
by little green monsters from outer space
in order to confuse normal human beings 
and prepare them for the big invasion.”

Markus Kuhn, 1995



Public Key Infrastructure (PKI)

Certificates

37



Components in a Public Key Infrastructure (PKI)

38

Certificate
Issuance

Certificate

Certificate Request
approved

Certificate Validation

Certificate
Update

①

Validation

Certification

Registration

Directory
Service

②

③ ③

④

⑤

⑥

⑦

⑧

Certificate
Revocation

⑦



Certificate registration

⚫ Requester must prove the identity to be certified

⚫ For Web certificates: 
− prove ownership of the domain (DV, domain validation)

− prove organization (OV, organization validation)

− prove of legal organization registration (EV, extended validation)

⚫ Common methods for domain validation:
− Put a CA-provided challenge at a specific place on the Web server

− Put a CA-provided challenge in a DNS record corresponding to the 
target domain.

− Receive CA-provided challenge at a (hopefully) administrator-
controlled email address corresponding to the domain and then 
respond to it on the CA's Web page.
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„Premium“ Key Management in a CA
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„Premium“ Key Management in a CA
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CAB: CA/Browser forum

⚫ Consortium of certificate related organizations:
− Certificate authorities (e.g. DigiCert, Comodo, Let’s Encrypt)

− Browser vendors (e.g. Mozilla, Google)

− Operating system vendors (e.g. Apple, Microsoft)

⚫ Creates guidelines/best practices for issuances and 
management of certificates
− Baseline requirements

− Extended validation

− Network and Certificate System Security Requirements

42



CAB: CA/Browser forum

⚫ Baseline requirements
− “The Baseline Requirements for the Issuance and Management of 

Publicly-Trusted Certificates describe a subset of the requirements that 
a certification authority must meet in order to issue digital certificates 
for SSL/TLS servers to be publicly trusted by browsers.”

⚫ Extended validation
− Additionally:

− “Identify the legal entity that controls a web site by providing 
reasonable assurance to the user of an Internet browser that the web 
site the user is accessing is controlled by a specific legal entity identified 
in the EV Certificate by name, address of Place of Business, Jurisdiction 
of Incorporation or Registration and Registration Number or other 
disambiguating information.”

43

S
o

u
rc

e:
 h

tt
p

s:
//

ca
b

fo
ru

m
.o

rg
/



Extended Validation Certificates (EV)

⚫ EV certificates are indicated by the browser

⚫ Increased assurance in identity of certificate subject

⚫ Phishing attacks harder to accomplish

⚫ In case of malicious server → better traceability for law 
enforcement authorities

⚫ However: still no guarantee for honesty of server 
(e.g. mafia owned company can get EV certificate)

44

DV/OV certificate EV certificate



Top Certificate Issuer
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Let‘s Encrypt (LE)

⚫ Created by the Internet Security Research Group (ISRG):
− Akamai

− Mozilla

− Cisco

− Google

− Electronic Frontier Foundation (EFF)

⚫ Goal: simple and free certificates for TLS

⚫ Automatic certificate issuance and renewal processes
− Automated Certificate Management Environment (ACME) protocol

− not feasible for extended validation (EV) certificates

46



Automated Certificate Management Environment 
(ACME)
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Automated Certificate Management Environment 
(ACME)

⚫ Different domain validation methods (simplified):
− HTTP

▪ ACME client puts a challenge to a specific location on the Web Server

▪ ACME server resolves domain and downloads 
http://domain/.well-known/acme-challenge/<challenge-file-name>

− TLS-SNI

▪ ACME client installs a self-signed certificate for a subject named 
“<challenge>.acme.invalid”

▪ ACME server resolves domain and initiates TLS connection to retrieve 
certificate

− DNS

▪ ACME client enters challenge into the TXT resource record of the domain

▪ ACME server resolves domain and requests TXT resource record

▪ DNS entry proofs possession of complete domain →wildcard certificates 
possible 48



Let‘s Encrypt – The Downside
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Certificate Trust

⚫ Until now: only direct trust (CA → Certificate)

⚫ Problem: Every CA must be known to the user

⚫ Does not scale for large amount of certificates

⚫ Solution: Delegation
− Small amount of Root CAs issue certificates for Intermediate CAs 

− Intermediate CAs can issue certificates for other CAs or for end-entities

− Users only need to know Root CAs

50



Certificate Trust

Alice

Alice

CA2

Root 

CA0

Interme-

diate CA1 

Interme-

diate CA2 

CA0
CA2

CA2

CA0

CA1

CA1

CA0
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Certificate Trust

⚫ When to trust a certificate?

⚫ → there exists a signature chain from a trusted root CA

Alice

Alice

CA2

CA2

CA2

CA0 signed signed

CA0

CA0

CA0

52

⚫ Validity:
− Digicert 10/2006 → 10/2031

− Terena 10/2014 → 10/2024

− uio.no 05/2017 → 05/2020

Root CA Intermediate CA User



Certificate Trust

⚫ How does the recipient retrieve the intermediate certificate?

⚫ Usually the sender provides the intermediate certificate 
together with the user certificate

⚫ Example (UiO):

53

DigiCert

Digi
Cert

Terena

Digi
Cert

uio.no

Tere-
na

https://uio.no



Trust Models

⚫ Advantages of Web PKI trust model: 
− scales very well

− users can choose from many (intermediate) CAs 54

Isolated strict hierarchies
e.g. Web PKI

Strict hierarchy
e.g. DNSSEC User-centric PKI

e.g. PGP

Self-signed root CA certificate

CA-signed intermediate CA certificate

CA-signed custom (leaf) certificate (cannot sign) 



PKI / Certificate Security

⚫ Problems
− Trust anchor required (trusted root store)

− Trusted certificate ≠ trustworthy server

− No binding between CA and end-entity
→ every CA can issue certificates for any domain

⚫ (Some) threats:
− Forging certificates

− MITM attacks

− Misconfigured client

− Compromised server/certificate

− Compromised 

− Sloppy                      certificate authority

− Rogue

55



General Threats

PKI / Certificate Security

56



Recapitulation: Digital Signature

Dear
Bob
....

Dear
Bob
....

Dear
Bob
....

Dear
Bob
....

Sign

Hash

HashVerify

valid / invalid

57

Private
Key

Public Key



Attack on Hash Algorithm
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Attack on Hash Algorithm
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MITM: Downgrade attack

⚫ Force/trick user to non-TLS connection

⚫ Example:
− Normal pattern:

▪ User types „example.com“ in the browser → http://example.com

▪ Server sends redirect (302) → https:// example.com

− Malicious pattern:
▪ User types „google.com“ in the browser → http://example.com

▪ Attacker drops redirection but requests https://example.com himself

⚫ HTTP Strict Transport Security (HSTS)
− Server sends (on first visit) HSTS response header, e.g.:

Strict-Transport-Security: max-age=31536000

− Browser will only allow HTTPS connections for the specified durations

− Problems: 
▪ “Trust on first use”

▪ Can be misused for Web tracking (“super cookie”)
60
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MITM: TLS/SSL Inspection

⚫ “Security” proxies are breaking TLS connections and 
scanning content (e.g. antivirus, company policies)

⚫ Prerequisites: 
proxy includes CA + root certificate installed on clients
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MITM: TLS/SSL Inspection

⚫ Problems:
− End to end confidentiality broken (user assumes “secure connection)

− Many certificate security mechanisms (e.g. public key pinning, 
certificate transparency) are inoperable

− Many proxies reduce the security level of the TLS connection
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Misconfigured Client

⚫ Preinstalled root 
certificate 
(incl. private key!) 
on Dell computers

⚫ Attacker can issue 
arbitrary certificates 
which are accepted 
by all affected 
computers
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Sloppy Domain Owner

⚫ User was able to register mail address hostmaster@live.fi

⚫ This was used to request a certificate for domain live.fi
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Misusing DNS

⚫ Wrong entry in DNS → domain validation useless

⚫ Example: Cloud “Infrastructure as a Service”
− Virtual servers are often used only for a short time

− IPv4 address are quickly reused by the cloud provider for other 
cloud users

− Cloud provider offers APIs for requesting free IP addresses

− DNS entries are not changed immediately or are cached due to 
long TTL

− → Attacker can easily (in the conducted experiment: 70 s) 
instantiate a virtual machine with a specific IP address with an 
out-dated DNS reference + request a certificate for this domain
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Compromised Certificate

PKI / Certificate Security

66



Compromised Certificate

⚫ What happens if certificate owner wants to invalidate a 
certificate (e.g. lost or stolen private key)?
− Contact certificate authority

− CA marks certificate as revoked

⚫ How can the recipient of the certificate know of this 
revocation?
− Certificate Revocation List (CRL)

− Online Certificate Status Protocol (OCSP)
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Certificate Revocation List (CRL)

⚫ Server/CA offers the list of revoked certificate for download

⚫ Example (uio.no):
− http://crl3.digicert.com/TERENASSLCA3.crl

− http://crl4.digicert.com/TERENASSLCA3.crl

⚫ Problems?
− Download CRL for every TLS connection → additional delay

− Download CRL in certain intervals → is CRL still up to date?

− How often is the CRL updated at the CLR endpoint?

− CRL can become very large → additional traffic / load

− What is the browser supposed to do when the CRL endpoint is not 
accessible (hard-fail/soft-fail)?

68

http://crl3.digicert.com/TERENASSLCA3.crl
http://crl4.digicert.com/TERENASSLCA3.crl


Online Certificate Status Protocol (OCSP)

⚫ Interactive protocol to validate if the certificate is still valid

⚫ Example (uio.no):
− http://ocsp.digicert.com

⚫ Client sends a request to the CA containing the serial number

⚫ CA sends a responds which is digitally signed

Client OCSP ResponseOCSP

3Cert.

1
2

OCSP Request

User
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Online Certificate Status Protocol (OCSP)
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Online Certificate Status Protocol (OCSP)

⚫ Advantages compared to CRL?
− Allows (theoretically) realtime access to certificate status

− Reduced traffic

⚫ Problems remaining?
− Often implemented at the CA using a CRL

− Delay in TLS connection setup

− Attacker can block access to the OCSP endpoint

− What is the browser supposed to do when the OCSP endpoint is not 
accessible?

⚫ New problems?
− CA learns which (HTTPS) Web pages have been accessed by the client
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OCSP stapling

⚫ Extension of the TLS protocol

⚫ OCSP Certificate is not requested by the client at the CA

⚫ Server request OCSP Certificate at the CA and send it during 
the TLS handshake to the client
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OCSP stapling
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Status request from Client (inside TLS ”Client Hello” message)

Certificate Status from server (after TLS ”Certificate” message)



OCSP stapling

⚫ Advantages compared to OCSP?
− Client does not contact the CA → no privacy issue

⚫ Problems remaining?
− Attacker („owner“ of private key for the compromised certificate) can 

deliver the certificate without the OCSP status
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OCSP “Must-Staple”

⚫ The certificate is issued with a flag indicating a mandatory 
OCSP status response 
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OCSP “Must-Staple”

⚫ Advantages compared to OCSP stapling?
− Client detects a missing OCSP status

⚫ Problems remaining?
− What is the browser supposed to do when the OCSP status is missing?

− Insufficient implementation support (client, server, network tools)

− Not used by any major Web site
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OCSP “Must-Staple”

⚫ Advantages compared to OCSP stapling?
− Client detects a missing OCSP status

⚫ Problems remaining?
− What is the browser supposed to do when the OCSP status is missing?

− Insufficient implementation support (client, server, network tools)

− No widespread use yet
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Compromised/Sloppy/Rogue Certificate Authority

PKI / Certificate Security

78



Compromised Certificate Authority

⚫ CA DigiNotar was 
hacked in 2011

⚫ A number of 
illegitimate 
certificates 
(e.g. *.google.com) 
were created by the 
intruders
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Compromised Certificate Authority

⚫ CA DigiNotar was 
hacked in 2011

⚫ A number of 
illegitimate 
certificates 
(e.g. *.google.com) 
were created by the 
intruders
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Sloppy Certificate Authority

⚫ CA issued 
CA certificates to
end-entities

⚫ Issue remained 
undetected for 15 
month
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Sloppy (Rogue?) Certificate Authority

⚫ CA issued certificates 
which were not 
requested by the 
domain owner

⚫ These certificates are 
accepted by all (or most) 
clients
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Sloppy Certificate Authority

⚫ CA created SHA-1 signed 
certificates and 
backdated them 

83

S
o

u
rc

e:
 h

tt
p

s:
//

b
lo

g.
m

o
zi

ll
a.

o
rg

/s
ec

u
ri

ty
/2

0
16

/1
0

/2
4/

d
is

tr
u

st
in

g
-n

e
w

-w
o

si
g

n
-a

n
d

-s
ta

rt
co

m
-c

er
ti

fi
ca

te
s/

h
tt

p
s:

//
w

w
w

.t
h

es
sl

st
o

re
.c

o
m

/b
lo

g/
st

ar
tc

o
m

-s
sl

-s
h

u
tt

in
g

-d
o

w
n

-2
01

8
/



Sloppy CA – The Symantec Case

⚫ CA issued certificates which 
were not requested by the 
domain owner
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The Symantec Case – Affected Certificates

85

S
o

u
rc

e:
 h

tt
p

s:
//

ar
ka

d
iy

t.
co

m
/2

0
18

/0
2

/0
4

/q
u

an
ti

fy
in

g
-u

n
tr

u
st

ed
-s

ym
a

n
te

c-
ce

rt
if

ic
a

te
s/



Compromised/Sloppy Certificate Authority

⚫ HTTP Public Key Pinning (HPKP) 

⚫ DNS-based Authentication of Named Entities (DANE)

⚫ DNS Certification Authority Authorization (CAA)

⚫ Certificate Transparency (CT)
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HTTP Public Key Pinning (HPKP)

⚫ HTTPS server can “pin” the public keys for the TLS certificates

⚫ Example (HPKP entry in a HTTP response header):
Public-Key-Pins: 
pin-sha256="cUPcTAZWKaASuYWhhneDttWpY3oBAkE3h2+soZS7sWs="; 
pin-sha256="M8HztCzM3elUxkcjR2S5P4hhyBNf6lHkmjAHKhpGPWE="; 
max-age=5184000; includeSubDomains

⚫ The pinned key can belong to:
− root certificate

− intermediate certificate 

− end-entity certificate

⚫ For the specified duration (here: 2 month) no other 
CA/certificate is accepted by the browser
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HTTP Public Key Pinning (HPKP)

⚫ Problems:
− “Trust on first use”

− For certificate pins: if certificate is changed (e.g. compromised) → no 
connection

− For CA pins: if CA goes out of business → certificate from different CA 
→ no connection

− Error prone server configuration → sites lock out clients

− Possibility for blackmailing server owner: RansomPKP

− Used only by very few Web sites

− Only supported by Chrome browser

⚫ Implication:
− Will be removed from Chrome (May 2018)
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DNS-based Authentication of Named Entities (DANE)

⚫ DNSSEC:
− Domain Name System Security Extensions

− Ensures authenticity and integrity of DNS resource records
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DNS-based Authentication of Named Entities (DANE)

⚫ DANE adds a new record to the DNSSEC: TLSA

⚫ TLSA record includes one of the following:
− Trusted certificate

− Trusted certificate authority (root CA or arbitrary CA)

⚫ DNSSEC → no DNS spoofing possible

⚫ Example:
www.example.com.            IN A 192.0.2.1 

_443._tcp.www.example.com.  IN TLSA 3 1 1 (
8A9A70596E869BED72C69D97A8895DFA

D86F300A343FECEFF19E89C27C896BC9 )
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DNS-based Authentication of Named Entities (DANE)

⚫ Advantages:
− No other certificates / CAs are trusted by the client

− Works also completely without PKI

⚫ Disadvantages:
− DNSSEC not very widespread

− Extreme small DANE dissemination

− No native browser support
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DNS Certification Authority Authorization (CAA)

⚫ Domain owner can add name of used CA into the DNS

⚫ Special DNS resource record: CAA with 3 properties:
− issue / issuewild: 

▪ authorizes the named CA to issue (wildcard) certificates for this (sub-) 
domain

− iodef:

▪ contact information of the domain owner (in case of misuse)

⚫ As of September 2017 CAs must check the CAA record before 
issuing a certificate (CABForum ballot 187)

⚫ Example
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> dig google.com CAA
google.com.         21599   IN     CAA    0 issue "pki.goog"



CAA – Problems

93

> dig cmc.tlsfun.de CAA
tlsfun.de. 3600 IN CAA 0 iodef "mailto:hanno@hboeck.de"
tlsfun.de. 3600 IN CAA 0 iodef "https://int21.de/r/"
tlsfun.de. 3600 IN CAA 0 issue "letsencrypt.org"

Certificate:
Data:

Version: 3 (0x2)
Serial Number:

f5:65:de:3e:35:33:45:ce:da:4a:16:56:58:b8:3a:e1
Signature Algorithm: sha256WithRSAEncryption

Issuer: (CA ID: 1455)
commonName = COMODO RSA Domain Validation Secure Server CA
organizationName = COMODO CA Limited
localityName = Salford
stateOrProvinceName = Greater Manchester
countryName = GB

Validity
Not Before: Sep  9 00:00:00 2017 GMT
Not After : Dec  8 23:59:59 2017 GMT

Subject:
commonName = cmc.tlsfun.de
organizationalUnitName = Free SSL
organizationalUnitName = Domain Control Validated

Domain owner specifies 
let’s encrypt for this domain

COMODO CA seems
to ignore this entry



CAA – Problems
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Certificate Transparency (CT)

⚫ Idea:
− All issued certificates are logged into a public append-only log

− These logs can be monitored and audited by CAs, domain owners 
and clients 

− Mistakenly or maliciously issued certificates 
can be detected (not stopped!)
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Certificate Transparency

⚫ Typically CAs add newly 
created certificates to one or 
more logs

⚫ The log creates a signed 
certificate timestamp (SCT)

⚫ The SCT can be embedded 
into the certificate (X.509 
extension)

⚫ If the client receives a SCT, he 
knows that the certificate is 
included in a CT log 
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Certificate Transparency

⚫ Example:
− Signed certificate timestamps from 3 different CT logs inside the X.509 

certificate 
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Certificate
Transparency

⚫ Alternative 
transport 
options:
− TLS extension

− OCSP stabling
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Certificate Transparency

⚫ Sample system configuration 
A. Monitor watch logs for 

suspicious certificates

B. Certificate owner request logs 
for their domain

C. Auditors verify correct log 
behaviour

D. Monitors and auditor 
exchange information 
about logs
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Certificate Transparency

⚫ Certificates are stored at logs in a Merkle tree: every node 
contains the hash value of its children, e.g.:
− i = hash( a | b )
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Certificate Transparency

⚫ The (signed) Merkle tree hash is published by the  logs

⚫ Example (Argon 2020):

101

STH timestamp (UTC) Tree size Merkle Tree Hash

2018-04-03 11:55:35 977,001 1qkwHvxlr8591D4cegXlVCu4AzZOzxbChNB1uhV6J2c=

2018-04-03 10:37:03 976,963 +7Vw7lHumD69SpgbHwPvv4UVpGTxCGHExq4WYMG4lGU=

2018-04-03 10:06:33 976,950 ZC1uZQJO8vYUj27rypOmk8MyRoQVNTFyhn98DVSdR/4=



Certificate Transparency

⚫ Logs offer an Web API for accessing its content

⚫ Example (Argon 2020):
− Request:

▪ https://ct.googleapis.com/logs/argon2020/ct/v1/get-sth

− Response:
{

"tree_size": 977001,

"timestamp": 1522756535450,

"sha256_root_hash": "1qkwHvxlr8591D4cegXlVCu4AzZOzxbChNB1uhV6J2c=",

"tree_head_signature": "BAMASDBGAiEAukAsW4l4EZzDV5t79kQOLpbmoZm2wlBwHda4KNs
B7DkCIQCNHaltANk7DFOfzIhsu8qtz6ZcB+a0nJ5zPkmx3bty7A=="

}
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Certificate Transparency

⚫ Merkle consistency proof
− Is the new tree actually an 

„extension“ of the old tree?

− Monitor/Auditor already knows 
MTH2 and MTH3

− Log sends m, k and l

− Monitor/Auditor calculates:
▪ MTH2* = hash(m, k)

▪ if MTH2 = MTH2* 
→ old tree is unchanged

▪ MTH3* = hash(m, hash(k, l))

▪ if MTH3 = MTH3* 
→ new tree is extension of old tree

− As hash functions are one-way, the 
proof can not be spoofed by the log
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Certificate Transparency

⚫ Merkle audit proof
− Is d3 actually included 

in the log?

− Auditor already knows 
MTH3

− Log sends hashes c, i, n

− Auditor can calculate 
d, j, m and MTH3*

− Auditor checks if 
MTH3* = MTH3
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Example Monitor
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Enforcing Certificate Transparency
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Certificate Transparency

⚫ Advantages:
− Simple overview of all issued certificates

− Fast detection of mis-issued certificated and sloppy/rogue CAs

− If one log is not available, other logs can be requested

⚫ Disadvantages:
− No mechanism for revocation of mis-issued certificates

− Logs might become large and slow

− Logs reveal (sub) domain names

− If the client access a log, the log might learn the users access pattern

− If the client finds a missing certificate it is supposed to publish the log 
misbehavior → user’s privacy of the user at risk
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Summary

⚫ Certificates are essential for TLS and for a “more secure Web”

⚫ A single unreliable or untrustworthy certificate authority can 
endanger the whole Web PKI

⚫ Still, no secure and practical solution is available

⚫ Also unclear: who is responsible ... 

⚫ Certificate transparency is the current candidate favored by 
the browser vendors

⚫ Current research:
− Certificate revocation for CT logs

− Efficient log implementation

− Privacy conserving log management
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