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Who am I?

• Researcher at Vrije Universiteit Amsterdam

– Reverse engineering

– Hardening programs/anti-exploitation

– Malware analysis

– ...

• Attack developer in GameOver Zeus takedown

• Past year: writing a book on binary analysis

– Topic of these lectures
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What is Binary Analysis?

• Analyzing and/or modifying programs at the 
binary (e.g. machine code) level

• As opposed to source-level analysis 
(C/Java/Python/. . .)

• Simple example: disassembling a program 
with objdump

• Here: focus on x86 ELF binaries

4



Producing a Binary
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• High-level C programs compile into binaries

• Intermediate step: assembly language



Example of source vs assembly
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The ELF
binary format



Disassembly
• Tools like objdump disassemble binaries into approximation of 

the original assembly code
• Binary analysis uses disassembly or code recovered at runtime

$ objdump -d ~/foobar
/home/dnx/foobar: file format elf64-x86-64

Disassembly of section .text:
...
4005ae:  55 push %rbp
4005af:  48 89 e5 mov %rsp,%rbp
4005b2:  48 83 ec 20 sub $0x20,%rsp
4005b6:  89 7d ec mov %edi,-0x14(%rbp)
4005b9:  48 89 75 e0 mov %rsi,-0x20(%rbp)
4005bd:  c7 45 fc 2a 00 00 00 movl $0x2a,-0x4(%rbp)
4005c4:  bf be 06 40 00 mov $0x4006be,%edi
4005c9:  e8 62 fe ff ff callq 400430 <puts@plt>
4005ce:  8b 45 fc mov -0x4(%rbp),%eax
4005d1:  89 c7 mov %eax,%edi
...
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Disassemble binary “foobar”

Read from register %rbp

Read from memory

Opcodes (machine level)

Call function



Linear vs Recursive Disassembly
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Disassembly with IDA Pro
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Binary Analysis is Hard!

• No symbolic names for variables/functions

• No info on function/class layout

• No type information

• No clear distinction between code/data

• Inserting new code/data can break things

• Loads of undecidable problems to deal with!
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So why do it?

• Only way to really know what a program does

• Only way to analyze malware

• Discover low-level vulnerabilities/backdoors

• Only way to change/fix binary programs

– Source may be lost/proprietary

– Example: Microsoft’s recent Equation Editor patch

– Lots of vulnerable legacy programs!
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BA is a large and active field

• Lots of different topics:

– Disassembly/Reverse engineering/Malware analysis

– Binary instrumentation/binary hardening

– Taint analysis

– Symbolic execution

– . . .

• Static and dynamic (runtime) analysis
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BA is a large and active field
Here we’ll focus on basic binary analysis in Linux

Many more advanced and automated analysis 
and binary modification tools available!
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Demo: Basic Binary Analysis in Linux
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