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Twitter: @thorsheim
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Passwords16 CFP NOW OPEN!

B-Sides Las Vegas, August 2-3 2016, Tuscany Suites & Casino, Las Vegas Nevada.

A hacker conference that's all about passwords, PIN codes,
and digital authentication.

s are the most prevalent form of authentication in the digital
are the first line of defense against unauthorized access in most s\
rou are using some other form of authentication for a particular service, there's
ssword in the chain somewhere — it all comes back to relying on
omewhere being password-protected. But after 5( f
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Can someone explain why "beef stew" as a
isn't stroganoff?
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Next Event
Passwords16 Las Vegas
B-Sides Las Vegas 2016
Tuscany Suites & Casino
August 2-3, 2016

Submit Now!

Paul Moore * % %
@Paul_Reviews
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Password alternatives
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Banking Demonstration

The % & demo application

LOGIN
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% Kompatibel med enheten din

Prevents behavioral profiling by
randomizing the rate at which
characters reach the DOM.

Prevents behavioral profiling by randomizing
the rate at which characters reach the DOM.

Natice:

This is a proof-of-concept plugin, following
research by two independent security
professionals (Paul Moore & Per Thorsheim).
See https://paul.reviews/behavioral-profiling-
the-password-you-cant-change/ for more
details.

A Nettsted

© Rapporter misbruk
Versjon: 2.4

Oppdatert: 28, juli 2015
Sterrelse: 88.74KiB

Sprak: English
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Heatmapping PINs @Cambridge

Rockyou iPhone Physical access

Control system

A birthday present every eleven wallets? The security of customer-chosen banking PINs
http://www.cl.cam.ac.uk/~jcb82/doc/BPA12-FC-banking pin_security.pdf
http://www.cl.cam.ac.uk/~jcb82/doc/BPA12-FC-banking_pin_security-slides ss.pdf

http://danielamitay.com/blog/2011/6/13/most-common-iphone-passcodes
See also: http://www.datagenetics.com/blog/september32012/index.html

7,



Digit distribution for PINs

4-digit memorable 4-digit non-memorable 7-digit memorable

fsiribution in memonzable £-dgR PINs (26 participants In Finse 2013

Digit 0 is not «random» enough?

Digit 6 is hard to remember?

Thank you to Andrey Bogdanov, Sondre Rgnjom & Jan Fredrik Leversund for great help! @



Creating a long & memorable PIN:

Johansen
56426736




Lock Patterns






O% uses a letter from standard English alphabet

o) O @ OO
Casa) !Dw P C
CacaYEOISIONCIS o



Passwords



Operation «Face Factor»

* Unique opportunity!

* 5000+ headshots

* We knew their password
* Analyze!



Categorization

Gender
Glasses (Y/N)
Hair color
Facial hair

H

alr C

«BlOnd»
SUPerb/o nd
Brunette
Redhead

«SilVer fOX

»



And the results?

Women prefer length.

Men prefer a wider selection (entropy).

«Unix gurus» have the worst passwords.



Change frequencies

A little test of your password guessing capabilities



Wednesday4
Wednesdayl0
December2015
Thorsheim1009



Complexity



The password you entered is not valid

Flease note that the password must respect the following rules:

#» [t must contain between 7 and 32 characters. Llse only characters from the following set 1&#3 % & ( )+, - /0123456789 ., === 7

@ ABCDEFGHIJKLMMNOPQRSTUVWXYZ [\] _ " abcdefghijklmnopgrstuvwxyz {| 1 ~
It must contain at least 1 lowercase letter(s) (abcdefghijklmnopgrstuvagz).

It must contain at least 1 capital letteris) (ABCDEFGHIJKLMMOPQRSTILAANY ).

It must contain at least 1 numeric character(s) (0123456789).

It must not contain more than 2 identical consecutive characters (A&A, iiii, 35555 ...).
It must not contain your user name.

It must not contain your email address.

It must not contain your first name.

It must not contain your last name.

® & & ® & & & ¥

S




«Your password contains invalid characters.»
NO, your startup contains incompetent engineers.

@harribellthomas



Length



Length Trumps Everything.
EQOD.



Usability: masking passwords?



NZ HAR )EG BYTTET

TASTATURET DITT,

RBODIL. ALT SKAL
VARE | ORDEN.

NOCKHTIICS . NO

Gl BESK)ED
HVIS DU FAR
PROBLEMER
IG)EN. VAR DV
TRYG6. LOGGER
MEG PA NA.

USER NAME?
DEN €R GREL... SAMME SOM SIST!
IKKE MULIG A SKRIVE

ROD STEWART. KOMMER
‘ PASSORD... ’ RARE ST)ERNER.




Username

One truly amazing passphrase!



Username

One truly amazing passphrase!



The value of a password
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n The Assomated Press ‘

@AP

News, discussion and @b&hind-the-scenes look at the process
from The.Asseciated Press. Managed 24/7 by a team of editors
based in NY: apne.ws/APStaff

Global - www.ap.org

50,187 7012 oppisecn W Follow

TWEETS

Tweets i/ No replies

The Associated Press
AP Breaking: Two Explosions in the White House and Barack Obama is
|njured

S



TUED
@ 30AM 10AM

11AM

1PM

ZPM

14850

14,800



cnigiiSIV gryguul il

SYRIAN ELECTRONIC ARMY



Attacking 2FA/2SV authentication

One out of many «sideprojects»






Sci-Fi — or reality?



@ laser eavesdropping devic X \

L o (&l [ https://www.google.no/search

laser eavesdropping device
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Real world Consequences



Article 12:

“No one shall be subjected to arbitrary interference with
his privacy, family, home or correspondence, nor to
attacks upon his honour and reputation. Everyone has the
right to the protection of the law against such interference
or attacks.”

The Universal Declaration of Human Rights,

United Nations



ASHLEY
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Life is short. Have an affair.®

Get started by telling us your relationship status:

Please Select

See Your Matches »

g —— Ay

anonymous members!

As seen on: Hannity, Howard Ashley Madison is the il ¢

Stern, TIME, Business\Week world's leading married i ‘ L SSL
Sports lllustrated, Maxim, USA dating service for ot Secure
Today discreet encounters = ; Site




Manage Profile Lists View Profile Viewed Me Mailbox Traveling? Buy Credits

Full Delete

Be Discreet, remove all traces of your usage for only £15.00

DELETE YOUR PROFILE

- Full Delete Removal Includes:

v Remaoval of profile from search results

v Removal of profile from the site

+ Removal of messages sent and recaived

v Removal of messages from recipient’s mailboxes including Winks & Gifts
v Removal of site usage history and personally identifiable information from the site
v Removal of photos

Note: It may take up to 48 hours for some traces of your profile to be fully removed.

Be Discreet, remove all traces

of your usage for only £15.00

S



«i» Online Cheating Site Ash! X
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€« C' [ krebsonsecurity.com/20

wS: QHFE s 60 e @ED 4 & =

Julv 15 KrebsonSecurity
y In-depth security news and investigation
BLOG ADVERTISIN(
19 Online Cheating Site AshleyMadison Hacked
foss lin A _ o My New Book!
Large caches of data stolen from online cheating site AshleyMadison.com have been
posted online by an individual or group that claims to have completely compromised the
company’s user databases, financial records and other proprietary information. The still-
unfolding leak could be quite damaging to some 37 million users of the hookup service, whose
slogan is “Life is short. Have an affair.”
ASHLEY NEW YORK TIMES BESTSELLER
®
ADIS# N
J/
Life is short. Have an affair.”
Please Select v
THE INSIDE STORY OF
ORGANIZED CYBERCRIME—FROM GLOBAL
EPIDEMIC TO YOUR FRONT DOOR
hiey Madison s I L e ‘ A New York Times Bestseller!
e W e R )
= A i
@uy at Amazono)
The data released by the hacker or hackers — which self-identify as The Impact Team —
includes sensitive internal data stolen from Avid Life Media (ALM), the Toronto-based firm Recent Posts
that owns AshleyMadison as well as related hookup sites Cougar Life and Established ATM Skimmer Gang Firebombed
Mheay Antivirus Firm
> 2 5 . 2 = With Stolen Cards, Fraudsters
Reached by KrebsOnSecurity late Sunday evening, ALM Chief Executive Noel i
Biderman confirmed the hack, and said the company was “working diligently and Shop to Drop
feverishly” to take down ALM’s intellectual property. Indeed, in the short span of 30 minutes Banks: Card Breach at Hilton
between that brief interview and the publication of this story, several of the Impact Team’s Hotel Properties
-

Wb Ll crinranalananevncnand 1 B P RN A, B R . P S SO P




AM AND EM MUST SHUT DOWN
IMMEDIATELY PERMANENTLY

We are the Img
We have taken over all systems in yo 11} < B u on domains,

all customer information databases, so code rep ] i cial records, emails

Shutting down AM and EM will cost yo ‘ & will cost you more:
We will release all customer recordsy customers' secret
sexual fantasies, nude pictures, and € Sa matching credit card

transactions, real names and addrqﬁs, an pents and emails.

Avid Life Media will be liable for fraud and e ] "

PRRS
¢

Avid Life Media runs Ashley

in a relationship to have an affair. ALM also runs Established Men, a prostitution/human trafficking
website for rch men to pay for sex, as well as cougar life, a dating website for cougars, man
crunch, a site for gay dating, swappernet for swingers, and the big and the beautiful, for overweight
dating

Trevor, ALM's CTO once said "Protection of personal information” was his biggest "critical
success factors” and "l wo hate 10 see our systems hacked and/or the leak of personal
information”

Well Trevor, welcome to your worst fucking nightmare

We are the Impact Team. We have hacked them completely, taking over their entire office and
yroduction domains and thousands of systems, and over the past few years have taken all

N
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HOME > INFOSOCIETY > NEWS

EU officials exposed in Ashley Madison
hack

es Crisp, Catherine Stupp

Languages: Francais #, Comments f vy in

ASHLEY
MADIS#N"

Life is short. Have an affair.”

stanod by toling us your rolationshipy stans

Piease Select

See Your

ok As seen on: RTL TVI, RTBF, DH,  Ashley Madison is the
100% Lo Soir, La Libre, La Captale, Lo 10K v e
Lie-minded vit o

Peopie

The Ashiey Madison site promises a 100% discreet service. [Ashiey Madison]

EXCLUSIVE: European Union officials used their work email addresses to register
with online adultery site Ashley Madison, EurActiv can reveal.
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sy Polygamist MK found on hacked
Y infidelity website

d Lant's Trdeb Abu Are

Thows extad] addeesves

mtxey be regiizred fir Askiey Madiss
wee hotiet

Tre oMciai Knesset emal acdress of Join: List MK Tolsb Abu Arsrwas found 3 have regesered
for Astiey Nadecn o dating welistie for Seapie wha want 1o chest on Ter spsutes, when
Razkers released about 35 M MaNSens enal 205edses

Azcording 1o the hack, Abu Arat not orly registersd for e iInfideiry ste._he confirmed his emad
addrecs. Tral sk 80 (s NOt neceasary |0 crder 10 join Ashiey Madscn, Bul the mack Incicates
that 24 mikon of the emall 30s5es MHe2sed Were Zonfmed

Abg Arar denied hwang army contection 10 Ihe wedxte and ssid he plena to Ye & complan % the
paidze

“Somecte §ignes up wWith my emed adcress N order 16 sty my good rame,” he s caling
Astioy Macison 10 fevedl the scurce of the registation

Knesset emat podresses can be oitessed by lmwmakers and ther ides on the Knessers
SACUS COMpUlars, oF Vil 80 eRCTyPied tofrection Fom campuiens culsie T Knesas! and wih
4 code on the MKS' ang sides’ pPcoed

Unike e avecage tacked Astiey Madtson user, Abu Arar Wil Save 10 axplsin s pressnce on
e infideily sdie Lo At 2ne Wil it led The secend wile s Ly B CSMmOnddy masiage In ardes
00120 Deoak the law pgaine: bigamy AZu Arar, who is Soauin has 3 comiined 10 chikdren tom
both of them

Last monmy, n a0 tendew wih 216 Xnease! Chamnel, Abu A1ar said Seduin man have muliple
wirot “whan needed.” and poshed 7t & 15 beher that he contnue being mamied to his first wife
afier mamying hs second cne. thas dhvercng the frst and making her unheppy

V/ran asked I hoving & cacond wite dzesnt make the Mrat wife untappy. ASu Arar sakd. Wayoe
inse”

“50 pou'e sapng and agread 10 17 e NlerdEwer, Nechama Dues asked

“Not racessanty” he resporded. before sining that Jews had polpgemy, Duek sald et Judssm
pretibiteg posygamy in the 111h cantiry

“F 13 Anovn Pt Mere sre women who are Farmed by polygamy. when the man neglects the Srst
wite, bt [ m aol megweiid * Abu Arar acided

Al Arar was 07giraly found In the hacker's released bst by Dan. a biogger for @ pro-arael ste
Inrmalycact com, who 63 not give his last name

The MK's omaF a3dress wos ore of some 50 govd that inthe
which inciuded tstngs tom the hosprisls and Pe Heakh Ministry. courts. the Justice Ministry. the
Tel Avte Murrcipaity, an even the Delense Minalry

MK Takt Abu Asrar
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[ www.christianitytoday.com/edstetzer/2015/august/my-pastor

CHRISTIANITY TODAY

= Explore Our Latest /' Must-Reads / The Magazine LOG IN / SUBSCRIBE

YEXCHANGE = 5o
= 4= EDBTETZER ™
CULTURE DISCIPLESHIP HUMOR |INTERVIEWS LEADERSHIP MISSIOLOGY PLANTING

RESEARCH REVITALIZATION THINKERS

SEARCH
AUG 27, 2015 v Include results from Christianity Today

& * . ’

My Pastor Is on the Ashley Madison List.
Too many Christians have been caught using Ashley Madison, many of them
pastors and church leaders. What now? | Ed Stetzer

BROWSE BY: Topic

ARCHIVES: Month

FOLLOW ED STETZER

vl v

Facsbook Vimeo

MOST POPULAR POSTS

‘My Pastor Is on the Ashley
Madison List.’

‘My Husband Is on the Ashley
Madison List. What Now?’

Ashley Madison Exposes More
Than Just Names

‘I'm on the Ashley Madison List.
Now What?’

Here are links to all of my posts on the Ashley Madison leak:

Life Is Eternal. Don't Have an
Life Is Eternal. Don’t Have an Affair. A miv
_—




Password analysis



Passwords found

www.pxdojo.net/-

Sophisticated Security

crypto, infosec, bitcoin, and general asshattery Au g u s

Followers

What | learned from cracking 4000 Ashley Madison
passwords

The Plan Blog Archive

When the Ashley Madison database first got dumped, there was an interesting contingent of
researchers talking about how pointless it would be to crack the passwords, since Ashley Madison
was using salted berypt with a cost of 12. | thought it might be a fun experiment to run the hashes
on a cracking rig of mine to see what | could actually get out of it.

The Rig

My cracking rig is your typical milk carton style setup, as seen on Silicon Valley.

About Me

8f Dean Pierce

vy compl

| tried running the platform
on my old Bitcoin rig?

-g e

It was originally purchased a couple years ago as a cryptocoin mining rig for about $1500 in bitcoins.

Pretty much just a stack of four ATI R9 290s running PIMP (http://getpimp.org). PIMP is a Debian
based USB boot environment designed for plug and play cryptocoin mining. | find it super
convenient to use because it deals with all the GPU driver BS, and by default gives you the most
optimized setup for whatever cards you're using. To give it the magical cracking powers, | dropped
the most recent oclHashcat in there as well.

The Procedure

So, the data showed up in the form of a mysqgldump.

gunzip member login.dump.gz

) =5 e AR T member login.dump > tmp.txt # switching commas for newlines

grep "\$2a" tmp.txt > tmp2.txt # grepping out hashes
tr -d "\'" < tmp2.txt > am.txt # removing single quotes




Once seen as bulletproof

[ arstechnica.com/security/2015

sswords-already-cracked

ars technica

MAIN MENU MY STORIES:

RISK ASSESSMENT

FORUMS

SECURITY & HACKTIVISM

WS QFRotn e @ED R LS

Register Login

EEx
A

Once seen as bulletproof, 11 million+ Ashley
Madison passwords already cracked

Programming errors make 15.26 million accounts orders of magnitude faster to crack

by Dan Goodin - Sep 10, 2015 12:00pm CEST

(3 Share | Tweet | 144 |

When the Ashley Madison hackers leaked close to 100 gigabytes' worth of sensitive documents
belonging to the online dating service for people cheating on their romantic partners, there seemed
to be one saving grace. User passwords were cryptographically protected using bcrypt, an algorithm
so slow and computationally demanding it would e CE =s to crack > f then

Now, a crew of hobbyist crackers has uncovered FURTHER READING

programming errors that make more than 15 million of the

LATEST FROM ARS TECHNICA/UK .

US desperately defends Safe

Harbour scheme, says it never
W’ uses “indiscriminate

surveillance” on EU

VIRGIN? MORE LIKE SURGIN'

Virgin Media increases max
download speed to 200Mbps, for free
(ish)

Sonos says its free Trueplay
app can tune your speakers to
suit your room

Intelexit motivates and helps

spies leave intelligence
services

WE'RE ALL DOOMED

Netflix wants you to build your own
“Netflix and chill” button

LATEST FEATURE STORY .

FEATURE STORY (13 PAGES)
OS X 10.11 El Capitan: The
Ars Technica Review

char

) Yosemite's new design




‘PerAﬂr— »Ul X

[ STATEMENT FROM AVID = x Wi
=

C' | [] media.ashleymadison.com/statement-from-avid-life-media-inc/

WEL Q8 960 e@E D A & =

For media inquiries please email media@ashleymadison.com
‘ or call 1.866.205.7525 (Toll-free) / 1.647.558.3526 (Local)

ASHLEY MADIS@Nov

STATEMENT FROM AVID LIFE MEDIA, INC.

We immediately launched a thorough in

We were recently made aware of an attempt by an unauthorized party to gain access to our systems. We immediately launched a thorough investigation utilizing

eading fore and other security professionals to determine the origin, nature, and scope of this incident.

We apologize . . .
No company’s online assets are safe from cyber-vandalism e

We apologize for this unprovoked a
online assets are safe from cyber-vandalism, with Avid Life Media being only the latest among many companies to have been attacked, despite investing in the latest

L Al  Despite investing in the latest privacy and security technologies.

We have always had the confidentiality of our customers’ information foremost in our minds, and have had stringent security measures in place, including

We have always had the confidentiality of our customers’ information foremost in our minds

At this time, we have been able to secure our sites, and close the unauthorized access points. We are working with law enforcement agencies, which are investigating

BEE  \We have been able to secure our sites, and close the unauthorized access points.

Avid Life Media has the utmost confidence in its business, and with the support of leading experts in IT security, including Joel Eriksson, CTO, Cycura, we will continue
to be a leader in the services we provide. | have worked with leading companies around the world to secure their businesses. | have no doubt, based on the work | and
my company are doing, Avid Life Media will continue to be a strong, secure business,” Eriksson said.

-30-

pe Protip: Configure Google News Alert for this:

Your security | privacy is import

UPDATE FROM AVID LIFE MEDIA, INC.

vestigation

ant to us

July 20, 2015

S
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W Ashley Madison: ‘Suicic 41 x Y\

&« C | [3 www.bbc.com/news/technology-34044506 Fx &g 0 @] 3;33 S &0 e @B - r 4 &

Two individuals associated with the leak of
NEWS Ashley Madison customer details are reported
Tech to have taken their lives, according to police in Canada.

Home Video World UK

Business Science = Magazine = Entertainment& Aris | Health | InPictures = More ~

Technology

Ashley Madison: 'Suicides’ over website  Top Stories Ashley Madison's Canadian parent company Avid Life
hack Ereati milgrant plotsess i Media is offering a C$500,000 (£240,000) reward for
oy o aranu e information on the hackers, they added.
© 24 August 2015 | Technology Obama has enough support for

Iran deal

S arasn Police have set up a Twitter account, @ AMCaseTPS,
Man arrested for deadly Paris fire and haShtag, #AMCE\SETPS, |n d bid tO gather
Sawsn information about the hack from members of the public.

More like this

Ashley Madison
g ! ‘ founder steps down

Ashiey Madison client
data 'leaked’

tps.on.ca

IS ‘deputy’ Killed in air
strike - US

Toronto Police’s Bryce Evans appealed to the hacking community for information

Two individuals associated with the leak of Ashley Madison customer details Learn More
are reported to have taken their lives, according to police in Canada.

The police in Toronto gave no further information about the deaths. Features & Analysis

hJ

Ashley Madison's Canadian parent company Avid Life Media is offering a C$500,000
(£240,000) reward for information on the hackers, they added.

S

Details of more than 33m accounts were stolen from the website, which offers users




[par| | e
£ Ashley Madison's terms = X Y

= = C  [4 www.theguardian.com/technology/2015/sep/09/ashley-madisons-terms-and-conditions-told

February 2015: Terms and Services @ Ashley Madison:
“The profiles we create are not intended to resemble or mimic any actual
A UK wodd politis sport football opimion culture  business lifesyle fution el PENSONS. We may create several different profiles that we attach to a
Tane > given picture. You understand and acknowledge that we create these
Ashley Madison NS AV e RSt E s Reentss  Profiles and that these profiles are not based on or associated with any
told users it ran fake accounts user or Member of our Service or any other real person. You also

acknowledge and agree that the descriptions, pictures and information
Hacked extramarital dating service ran fake accounts but protected o o o . .
by acimitiog £ it 1n theteoms of service included in such profiles are provided primarily for your amusement and
Alex Hern to assist you navigate and learn about our Site. As part of this feature,

W @alexhern

the profiles may offer, initiate or send winks, private keys, and virtual
gifts. Any one of these profiles may message with multiple users at the
MADIS» N° . . . .
0000006 - same or substantially the same times just like our users.

W8 Comments

Wednesday 9 September 2015 18.10 BST

4(19 S . Our profiles message with Guest users, but not with Members. Members
interact only with profiles of actual persons. Guests are contacted by our
profiles through computer generated messages, including emails and

instant messages. These profiles are NOT conspicuously identified as
gut;::;ttgcal?e of Ashley Madison bearing the site slogan ‘Life is short. Have an affair’ Photograp SUCh. Y/

The terms of service of hacked extramarital dating service Ashley Madison allow S B | Malcolm Turnbull after
the company to run fake accounts, protecting it from at least some user lawsuits W partyvote
in the wake of its massive data breach in August.

Angela Eagle’s extra title
due to Labour 'women
ow'

The company had previously denied allegations of a “fembot army”, but

according to information in the data dump, it actually ran tens of thousands of
fake female accounts to send millions of messages to users.

However, in the terms and services of the site, it explicitly warns would-be
cheaters that many users of the site subscribe “for purely entertainment
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| am not going to waste any more of your time,

Na skal jeg ikke ta mer av tida but the potential of additional user damages due
di, men sarbarheten for .

ytterligere brukerskader kan to «Impact Team» being provoked by the slow
ligge i at IT kan bli provosert av

tregheten i lovsystemet, evt vil '

e sakarmn e et legal process etc may keep the story in the
ek g o e g edvar o media. Tell the audience and others and warn

va slags psykisk helvete litt
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sl Gl them about the psychological hell a little bit of
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Seriebeskrivelse
P2s magasin for etikk og livssyn. Ved Aase Cathrine Myrtveit og Olav Njaastad
Episodebeskrivelse
Er du mann pa nettsjekking? Da gjelder det gamle radet: "Tenk med det gverste hodet" sier ekspert pa datasikkerhet.En mor

vil gifte seg a fa bam med sin voksne sgnn. Historien gar verden over og forklares bla adipuskomplekset. Men finnes det?
Frimureriet stammer fra vikingene sier forfatter som selv er frimurer. | ny bok dokumenterer han ritualenes hedenske
opphav.Videoen som viste at en kvinne stjal en ring et lik, vakte oppsikt. Men kan vi gjere noe galt mot de dede?
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