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Introduction
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Securing Infrastructures and Services

• Critical Infrastructures

• Critical Information Infrastructure
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ENISA Missions
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Smart Cities

• Feature multiple operators

• Rely on data exchange and data processing

• Usage of cyber-physical systems (sensors/actuators)

Objectives

• Dynamic adaption of services

• Reduction of operational expenditure

• Improvement of the global quality of life

ENISA for Secure Smart Cities | Dr. Cédric LÉVY-BENCHETON

Defining Smart Cities

Cyber
System

Physical
System

Important to secure Smart Cities and citizens against cyber threats



Cyber security for 
Smart Cities
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New and emerging risks

• Wide range of operators with different priorities

• ICT dependency is generalised

• Cohabitation between IP-connected systems and 
older (legacy) systems

Threats with consequences on the society

• Economical consequences, but not only

• Operators in Smart Cities are not security experts

• Lack of clarity on the concept of “cyber security”
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On the importance of cyber security

Cyber security measures are not only technical
but also operational and organisational
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ENISA follows a sectorial approach

• Smart Grids and energy systems

• Intelligent Public Transport Systems

• Smart Cars

Methodology for a given sector

• Evaluate the threats and assets threats

• Collaborate with the community

• Provide guidance to enhance cyber security
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ENISA’s work in Smart Cities
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Challenges

• Emerging technology

• Different types of stakeholders with various sizes

• Lack of harmonization across the EU

ENISA’s results

• Minimum security measures for Smart Grids

• Smart Grid Security Certification in Europe

• Certification schemes for cyber security skills

• Collaboration with the European Commission 
Smart Grids Task Force (SGTF)
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Securing Smart Grids
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Challenges

• No definition of cyber security for public 
transport

• Securing a “system of systems” is difficult

ENISA’s work in progress

• Secure exchanges in the Smart Cities between 
transport operators and other operators

• Secure critical systems for transport operators

• Raise awareness for manufacturers/vendors

• Advise policy makers
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Securing Intelligent Public Transport
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Securing Smart Cars (future work)



Conclusion
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Security of Smart Cities is important

• Rapid technological evolution

• Impact on the economy and on EU citizens

• Need for harmonisation across the EU

ENISA works to enhance cyber security

• A practical approach

• Beyond technical measures

• Integrating all stakeholders

Conclusion
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Smart Cities Operators secure their infrastructures and services
Citizens are protected from cyber threats
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