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Solutions to Security
Issues in SDN



Security Issue/Attack

Unauthorized Access e.g.
Unauthorized Controller Access/Controller Hijacking
Unauthorized/Unauthenticated Application X X X

Data Leakage e.g.
Flow Rule Discovery (Side Channel Attack on Input Buffer)
Credential Management (Keys, Certificates for each Logical Network)
Forwarding Policy Discovery (Packet Processing Timing Analysis) X

Data Modification e.g.
Flow Rule Modification to Modify Packets (Man-in-the-Middle attack) X

Malicious/Compromised Applications e.g.
Fraudulent Rule Insertion X X X

Denial of Service e.g.

X
X
X X
X X

Solutions to Security Issues - Analysis

SDN Layer Affected or Targeted

Application App-Ctl Control Ctl-Data DETE]
Layer Interface Layer Interface Layer
X X X

Controller-Switch CommL(

J

B Fo TS oty Section lll. Security Analyses and Potential Attacks in SDN
Configuration Issues e.g.
Lac.k of TLS (or other Autl Malicious S stem
o oo Unauthorized Data Data ’ / Denial of Configuration v
e Compromised . Level SDN
System Level SDN Security e.g Access Leakage Modification S Service Issues :
Lack of Visibility of Netw, Applications Security
d r
v W Malicious System
Unauthorized ?é/iﬁ?%//ff /%/%W? ; / Denial of Configuration ¥
o i i .
f;»’f ,;fpff% jéﬁ%ﬁjﬁxxy Applications Security
& Section IV. Solutions to Security Issues in SDN




Categorization of Security Solutions

Solution to Eesearch Work SDN Layer/Interface

Security lssue App | AppCil | CU | Cil-Data | Data

Unauthorized Access Securing Distributad Control [44]. Byzantine-Resilient SDN [43] o "
Authentication for Resilience [44) o
PermOF [47] " W
OperationCheckpoint [48] W W W
SE-Floodlight [49], [50] v W s W
AuthFlow [31] " W W W

Data Leakage

Data Modification

Malicious A pplications FortNOX [32] ¥ g ¥ "y
ROSEMARY [33] W W
LegoSDIN [54] v W s

Denial of Service AVANT-GUARD [35). CPRecovery [36] W W W
VAVE [37] " o W o
Delegating Network Security [58] " "4 o " v

Configuration Issues NICE [39] W W W
FlowChecker [60]. Flover [61]. Ankeater [62], VeriFlow [63], NetPlumbser [64] " "4 o "
Security-Enhanced Firewall [65]. FlowGuard [66]. [67], LPM [6E] v s W o
Frenetic [69], Flow-Basad Policy [70]. Consisient Updates [71] ¥ g ¥ "y
Shared Data Store [72] W W W ¥
Splendid Isolation [73] g o
Verificare [74], Machine-Verified SDN [73], VeriCon [76] W W W

System Level Debugger for DN [77] W ¥

SDN Sacurity OFHIP [78], Secure-SDMN [79] W
FRESCO [20] " W o W




Policy Chaining (Data Plane Ambiguity)

Firewall — IDS — Proxy:

S5 sees the same packet three times and o o
must choose between three actions: = &
(1) Forward to IDST 22333 B —

(2) Forward back to S2 for Proxy1 -
(3) Send to the destination

S3

@\

Proposed Solution: s \E

Tag packet headers to identify the processing st
state (i.e. location in policy chain) and tunnel —— _

. Policy Chain Physical Sequence
PaCketS between switches. FW1-IDS1— Proxyl |S1S2FW152 S4 S5I1DS1 S5 54 S2 Proxyl 52 54 S5 6

Z.A.Qazi et al.,”SIMPLE-fying Middlebox Policy Enforcement using SDN,”
ACM SIGCOMM, August 2013.



Mitigating SDN Architecture threats using

standard technoligies

E.g. SANE Security Analysis (similar OpenFlow Threat Analysis within ONF SecWG)

Threat Type Data Flows | Data Stores

Spoofing

Tampering X X2

Repudiation X4 X4
Information Disclosure X! X2:3

DoS - - _

Elevation of Privilege X5

"mitigated with IPSec, “mitigated with ACLs, 3mitigated by not storing secrets, “auditing trails
in logfile, >run with least privileges



DoS Protection Controller

SDN Flow Table Flooding Attack

APl >~

ding
N\
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DoS Protection Controller

|ChAP_ECHO_RECQUEST
Source

ICMP Flood Attack

/
=== |2 Learning Conftroller DoS Protection Controller
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0 . . . . . . .
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Time (s)
Controller Average Response Total traffic received Total traffic
Time (ms) on port of victim transmitted by all
during ICMP flood hosts during ICMP
(packets) flood (packets)
L2 Learning 43.172 99608 99608

DoS Protection 45.282 1252 14523




DoS Protection Controller

SYN Flood Attack

Client Server Attacker Victim
*’ SYN
SYN/ACK
P e
ACK
SYN/ACK
Controller Total traffic transmitted by victim Total traffic received by victim during
during TCP SYN flood (packets) TCP SYN flood (packets)
L2 Learning 29911 59821
DoS Protection 30 10
Controller Throughput
Controller Average throughput with 1000 unique Average throughput with 10000 unique
MAC addresses MAC addresses
L2 Learning 764.32 responses/s 688.32 responses/s

DoS Protection 294.34 responses/s 90.54 responses/s




Operation Checkpoint:
SDN Application Control

Fundamental security challenge is the ability for a malicious application to access network state
information and manipulate network traffic for nefarious purposes.

Northbound Interface (NBI) Communication involves:

* Reading Network State
«  Writing Network Policies

Objective: Protect against unauthorized control function access attempts



Floodlight Architecture

Additional Floodlight Applications

GuI Circuit OpenStack Network Network Network
(JavaScript) Pusher Quantum Plugin Application Application Application
(Python) (Python)
= =} i B B o
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\ 4 \ 4 4 \ 4 4 \ 4
L Northbound REST API J
Module Applications il Floodlight Controller
ﬂ [R) (R) (R)
VNF Static Module Thread Packet Python Web Unit
— Em Manager Pool Streamer | Server ul l Test
Firewall | | Pusher (R Topology LR [R) R)
— ® || Z Device Manager/ Link Flow | Storage
e m g Manager Routing Discovery Cache
Recon- OpenFlow Services (oS0
ciliation =
0 B B [ | o)
Switches = Controller Performance Trace Counter
Memory Monitor Store

Southbound OpenFlow v.1.0 APl

| OpenFlow Switch
| OpenFiow Switch

OpenFlow Switch




Weaknesses in current approach:
* No authentication of RESTful APl commands
* No scheme to ensure rules installed do not overlap or interfere with one another
 Applications do not have to provide identity information
* No application regulation or behaviour inspection after installation

Potential Solutions:
* Rule conflict detection and correction
 Application identification and priority enforcement
« Malicious activity detection and mitigation



System Attributes:

1. Define a complete set of permissions

2. Provide a secure storage structure for saving unique application IDs mapped to the set of
permissions granted to that application

3. Provide a means for the network administrator/operator to add/remove application
permissions (pby its unique ID)

4. Provide a REST call for applications to query the controller and discover their assigned
permissions

5. Secure the methods, in the Floodlight controller, that carry out the functions described by
each of the permissions in the permission set

6. Log all unauthorized operation attempts to a log file for auditing purposes



Permissions Categorization

Category Permission Screening method(s)

ool getAllSwitchMap: Controller.java
read_topolo
. getLinks: LinkDiscoverManager.java

read_all_flow getFlows: StaticFlowEntryPusher.java
Read

getSwitchStatistics: SwitchResourceBase.java
read_statistics ) )
getCounterValue: SimpleCounter.java

read_pkt_in_payload get: FloodlightContextStore java

read_controller_info retrieve: ControllerMemoryResource java

pkt_in_event

. . addToMessageListeners: Controller.java
Notification | flow_removed_event . ] ) )
addListener: ListenerDispatcher java

error_event

flow_mod_route insertRow: AbstractStorageSource java
flow_mod_drop deleteRow: AbstractStorageSource.java
set_flow_priority insertRow: AbstractStorageSource java
set_device_config setAttribute: OFSwitchBase java

Write
write: |IOFSwitch.java

send_pkt_out
o writeThrottled: IOFSwitch.java

flow_mod_modify_hdr | parseActionsString: StaticFlowEntries. java

modify_all_flows setCommand: OFFlowMod.java




Application Permissions Management:

Unique ID is key to access LinkedHashMap structure storing application permissions (encrypted and
serialized)

Application Permissions Interrogation:

ckane@ckane-virtualBox:~/floodlight$ java -cp target/floodlight.jar security.PermissionsCLI -help

User requires help using PermissionsCLI

usage: permissionsCLI
-help Display help information
-id <arg=> Application ID
-permissions <arg= List of permissions
-set Set application permissions
-unset Unset application permissions

Valid Permissions: read_topology, read_all_flow, read_statistics, read pkt_in_payleoad, read_controller_info,
pkt_in_event, flow_removed_event, error_event, topology_event, flow_mod_route, flow _mod drop, flow_mod_modify
_hdr, modify_all_flows, send_pkt_out, set_device_config, set_flow_priority, "ALL" (grants all permissions to
application)

Set Example: permissionCLI -set -id <application-id> -permissions <list of permissions=>
Unset Example: permissionCLI -unset -id <application-id=

Application Permissions Querying:
REST URI: /wm/security/<id>/permissions/json



Operation Checkpoint

Operation Checkpoint:

Floodlight Method getAllSwitchMap has been modified to incorporate the new security
mechanism

1391< public Map<Long,IOFSwitch> getAllSwitchMap(String appId) {
1392 Map<Long, IOFSwitch> switches =

1393 new HashMap<Long, IOFSwitch>(this.syncedSwitches);
1394 OperationCheckpoint opChkpt = new OperationCheckpoint();
1395 if (opChkpt.isOperationPermitted("read topology", appld)) {
1396 if (this.role != Role.SLAVE) {

1397 switches.putAll(this.activeSwitches);

1398 }

1399 }

1400 return switches;

1401 }

Unauthorized Operations Log:
<date><time><applicationID><deniedpermission>



CircuitPusher Example (1/5)

CircuitPusher ... "utilizes Floodlight REST APIs to create a bidirectional circuit, i.e. permanent
flow entry, on all switches in route between two devices based on IP addresses with specified
priority”

Floodlight (10.80.80.12)

CircuitPusher Required
Permissions:

* read_topology

* flow_mod route

* set flow priority

* flow_mod drop

0.80.11)

Host (10.80.81.45) Host (10.80.81.55)

Floodlight Controller, User Documentation -> REST Applications -> Circuit Pusher, 19 Nov 2012, bit.ly/1gZ1Rjk/



CircuitPusher Example (2/5)

With no permissions granted to circuitpusher, the attempt to add a bidirectional circuit fails
in an attempt to retrieve switch details:

admin2@sdn82:~/floodlight$ ./apps/circuitpusher/circuitpusher.py --controller=16.88.80.12:8880 --type ip --src 108.88.8
1.45 --dst 18.808.81.55 --add --name testCircuit

Mamespace(action="add', circuitName='testCircuit’, controllerRestIp="10.80.80.12:8080', dstAddress="10.808.81.55", srcA
ddress="18.88.81.45"', type='ip')

curl -s http://10.80.80.12:8088/wn/device/circuitpusher/?ipv4=10.80.81.45

Traceback (most recent call last):
File ".fappsfcircuitpusherfcircuitpusher.py"t&line 99, in <module=
sourceSwitch = parsedResult[@]['attachmentPoint'][0]["'switchDPID"]

IndexError: list index out of range ]




After the read_topology permission is added, the initial commands of the application
complete successfully:

adminZ@sdno2:~/Tloodlight$ java -cp target/Tloodlight.jar security.PermissionsCLI -set -i1d circultpusher -permissilons
read topology

Application ID: circuitpusher
Operation: Set t?
Permissions:

read topology

admin2@sdne2:~/floodlight$ ./apps/circuitpusher/circuitpusher.py --controller=10.80.80.12:8080 --type ip --src 10.80.8
1.45 --dst 10.80.81.55 --add --name testCircuit

Mamespace(action='add"', circuitMame="testCircuit', controllerRestIp='10.80.80.12:8080', dstAddress='10.80.81.55"', srcA
ddress='10.80.81.45"', type='ip')

curl -s http://10.80.80.12:8080,/wm/device/circuitpusher/?ipv4=10.80.81.45

curl -s http://10.80.80.12:8080,/wm/device/circuitpusher/?ipv4=10.80.81.55

However, ovs-ofctl dump-flows <dpid> shows switch flow table empty



CircuitPusher Example (4/5)

Once the remaining permissions are added (flow_mod_route and set_flow_priority), the
circuit is installed correctly with flow rules installed at the switches:

admin2@sdn@2:~/floodlight$ sudo ovs-ofctl dump-flows br2
NXST FLOW reply (xid=0x4):

cookie=0xa0000000000000, duration=28.544s, table=0, n packets=0, n bytes=0, ip,in port=3,nw src=10.80.81.55,nw dst=10
.80.81.45 actions=output:1

cookie=0xa0000000000000, duratjpn=28.589s, table=0, n packets=0, n bytes=0, ip,in port=1,nw src=10.80.81.45,nw dst=10

.80.81.55 actions=output:3

cookie=0xa0000000000000, duration=28.567s, table=0, n packets=0, n bytes=0, arp,in port=1 actions=output:3
cookie=0xa0000000000000, duration=28.52s, table=0, n packets=0, n bytes=0, arp,in port=3 actions=output:1
admin2@sdn02:~/floodlight$ [




CircuitPusher Example (5/5)

The log file holds the record of the unauthorized circuitousher access attempts:

File Edit

1l6/84/2014
16/84/2014
16/84/20814
16/84/20814
16/84/20814
16/84/20814
16/84/2014
16/04/2014
1l6/84/2014

Tools

- 2R

18:
18:
18:
18:
18:
18:
18:
18:
18:

=

el:
B2:
B2:
B2:
B2:
B3:
B3:
B3:
83:

Syntax

52
51
31
31
31
35
55
55
25

Buffers Window

]

: circuitpusher:
: circuitpusher:
: circuitpusher:
: circuitpusher:
: circuitpusher:
: circuitpusher:
: circuitpusher:
: circuitpusher:
: circuitpusher:

permissions.log (~/floodlight) - GVIM3

Help

e B3

read topology
flow mod route
flow mod route
flow mod route
flow mod route
set flow priority
set flow priority
set flow | priority
set flow  priority



Performance

OperationCheckpoint introduces limited latency to the Floodlight Controller:

Execution Time (us) without OperationCheckpoint 5.625 2.955
Execution Time (us) with OperationCheckpoint 372.750 103.191
Latency (us) 367.125 102.437



App Register/Resource Monitor

- ! | . il
Dol W W i | SV N Y R Y Y L ¥ A T !
! | V= x> | v i = v Ly N
| W R Al IO I R (A W Y PR ST N D TN
Circuit Quantum REST Applications LY PR R P v W / W W
Pusher Plugi
e Application Register Tor Fleodlight

<Main= (R)eglster, (UWinreglster, (L)auncher, (P)ermissions, (Chheck, (E)xit. Enter an option: ¢
REST API Jeg Inreg ] ] b )] P
<Check=

Ccurrently registered applications [circuitpusherID, test], instances [cp2, cpl, test_app]
Module Applications Floodlight Controller Enter application/instance ID: circuitpusherID

lrpplication [circuitpusherID] attributes:

registered true

arguments true

permissions true

path Shome fragé/ floodlight-6.91fapps/circuitpusher IDfcircuitpusherID. py
Resource Monitor "":“"" Device 1:.?“““ hash 998R67cbd3foe8ai2d202 700600 Tae556000d5caf FI381a926567 b3 1dbeadb3
nager Manager nager instances [cp2, cpl]
<Main> (R)egister, (U)nregister, (L)auncher, (P)ermiszsions, (Chheck, (E)xit. Enter an option: c
Application Register Storage check
=Check=
OpenFlow Services | Memory | currently registered applications [circuitpusherID, test], instances [cp?, cpl, test_app]
ﬂmﬂﬂhmpﬂﬂ MoSql Enter application/instance ID: test_app

Instance [test_app] attributes:
permissions false
Launched false

app_1id test

<Permissions> (S)et, (Uinset, {Clheck, (Black te mailn menu. Enter an optien: s
m Data Plane Currently registered applications [eircuitpusherID, test]
Enter Application ID: test
current permissions of [test] application:
read_topology Talse
read_all_flow false
read_statistics false
read_pkt_in_payload false




App Register/Resource Monitor
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OperationCheckpoint and AppRegister



Resource Monitor vs. Resource Exhaustion
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Resource Monitor vs. Resource Exhaustion

Attacks
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Resource Monitor vs. Resource Exhaustion

Attacks
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Resource Monitor vs. Resource Exhaustion

Attacks

12415:53.633 INFO [attacks.attacks:Dispatchers Thread-22] Setting Attacks Lo true
12:16:38. 565 TNFO [attacks . dAbtacks :New 1/0 server worker #3-3] [ATTAZK] Mem Exhaustlon: €lassloaderleak

12;27:89,916 INFO [attacks.Attacks:pispatcher: Thread-24] setting attacks to true
12:48:2%,.868 INFO [attacks.Attacks:Hew I/0 server worker #2-3] [ATTACK] CPU exhaustion

Java.lang.OutOTMemeryErrer: Jlava heap cpace wav pdding Links:
at attacks.ClassisaderLeakEvampletloaded achil|(s1, s2) (51, s3} (852, hi} (52, h2} (55, B3} (53, h4)
at jawa.lang.Class.forMamed(Mative Methad) wee Cenfiguring hests
at java.lang.Class. ForMame(Clace. java:274) L‘Lh‘it'ﬁtt“ A
at attacks.ClassioaderLeakExample. LoadindDicen arting coatratler

. at attacks LlassloaderLeakExampleSlongRunningT E:p Starting 3 sWitches
java.lang.futdfMemoryError: Java heap space 51 52 53

java.lang.butdféemoryError: Java heap space it Srarting CLI:

java.lang.OutdfMemoryError: Java heap space ininet= hi ping h4 -c1
java.lang.butOfMemocryError: Java heap space PING 10.0.8.4 {18.08.0.4) S6(B4) bytes of data.
java.lang.OutOfMemoryError: Java heap space From 10.8.8.1 icmp_s=g=1 Destination Host Unreachable
java.lang . tutofMemeryError: Java hoap spoce cee 18.0.8.4 plag Statistics ---
java.lang.CutoftemoryError: Java heap space 1 packets traﬂsﬂtreﬂ. B recelved, +1 errars, 188% packet loss
java.lang.twtofMermoryError: Java heap space

java.lang . outofMemoryError: Java hoop space nininet= pingall

java.lang.twtofMermoryError: Java heap space #&¢ Pping: testieg ping reachability

java, lang. utdfMemoryError: Jova heap space hi -> h2 X X

java. lang. utOfMemoryError; Java heap space :2 - 'thﬂhf

java, lang, tutOfMemoryError: Java heap space hi - % X h3

iava, lang. utGfMemoryErrors Java heap space s4+ Results: 66% dropped (4712 received)

java, Lang. tOfMemarvErrar: Java haap space ininets

threatilag [=Tlcadlight-0%1 ) - gedil

| threatslog =

ZE15-85-18 11:18:43.727 WARN [RescurceManitoer] Applicaticn [ClassLoaderleakExample] exceeds [Merory_Usage] soft Limlt
ZB15-85-18 11:13:-‘14-315-'1 WARN [RetourceManiter] Applicaticn [ClassLoaderleakExample] excesds [Bemary_Usage] hard 1imit
ZE15-05-17 22:54:33.075 WARN [RescurceMoniter] Application [CPUExhaustion] exceeds [CFU_Usage] soft limit
ZB15-05-17 23:02:14.158 WARN [ResocurceMonitor] Application [CPUExhaustion] exceeds [CPU_Usage] hard limit




End of Session 5



