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Centre for Secure Information Technologies

Est.2009, Based in The ECIT Institute
Initial funding over £30M (CSIT 2 - £38M)

o 80 People
« Researchers
« Engineers
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Largest UK University lab for cyber
security technology research

GCHQ Academic Centre of Excellence

Industry Informed
 Open Innovation Model

Strong international links
« ETRI, CyLab, GTRI, SRI International
» Cyber Security Technology Summit



Morning Session:  9.30am — 1pm

What is SDN?

What is OpenFlow?
Implementation Challenges of SDN
Attacks and Vulnerabilities in SDN
Solution to Security Issues in SDN
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Evening Session:  5pm — 7pm

6. Controller Security
7. Network Security Enhancements using SDN
8. ONF Activities

SDN Security Session Outline






Traditional Network

Control and Data Planes combined in Network Elements:
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SDN Evolution
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SANE = Secure Architecture for the Networked Enterprise

2006 — M. Casado et al.

» Logically Centralized Server
e Trusted Domain Controller (DC)
* Providing routing and access control decisions
» Access Control Policies

» Authentication of Hosts and Policy Enforcement

* Principle of least privilege and least knowledge
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Casado, M. et al., "SANE: A Protection Architecture for
Enterprise Networks,” Usenix Security, 2006.




SDN
Separation of Control and Data Planes:
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SDN Architecture

Maobility Access Traffic / Security Energy-efficient
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Northbound API (e.g. FML,|Procera, Frenetic, RESTful etc.)
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Southbound API (e.g. OpenFlow,|ForCES, PCEF, NetConf, IRS etc.)
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SDN Characteristics

Network Services
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SDN Characteristics

Logically Centralized Control
Open Programmable Interfaces
Switch Management Protocol
3d-party Network Services
Virtualized Logical Networks
Centralized Monitoring Units
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Network Functions Virtualization —

'...implementation of network
functions in software that can run
on a range of industry standard
server hardware, and that can be
moved to, or instantiated in,
various locations in the network
as required...”

Network Functions Virtualisation — Infroductory White
Paper, October 2012 -
http://portal.etsi.org/NFV/NFV_White_Paper.pdf

Network Functions Virtualization

Classical Network Appliance
Approach
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* Fragmented non-commodity hardware.
* Physical install per appliance per site.
* Hardware development large barrier to entry for new

vendors, constraining innovation & competition.

Independent
Software Vendors
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