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Introduction

e At first my research topic was focused on application of
static source code analysis (SCA) for vulnerability
detection.

e Static SCA of the Web-based applications written using
Java programming language.

e Self-study course and research for the first semester were
focused on the SCA and modelling of the hybrid static-
dynamic analysis tool.

e D. Vukovi¢, Z. buri¢, D. Gligoroski, “Proposal for

Expansion of STASEC Tool”.
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Introduction

e Snowden's revelation from July 2013 -> privacy of

the Internet communication has been disrupted.

— Abuse of Section 215 of the USA PATRIOT Act.
— Lack of intellectual freedom.
— Nine leading Internet companies.

e Luke Harding — “The Snowden Files: The Inside
Story of the World's Most Wanted Man”.

e Glenn Greenwald — “No Place to Hide”.
e Documentary made by Laura Poitras -

Uy ”
CitizenFour”. o
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Introduction

e Mass surveillance — something like panopticon (dated
from 18t century).

e “... And crucial to this design was that the inmates could
not actually see into the panopticon, into the tower, and
SO they hever knew if they were belng watched or even

of power reduced to its ideal form. ; Norwegian University of
H, Michel Foucault, Discipline andPumsh 1977 Science and Technology
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Introduction

e Mass surveillance — George Orwell’s 1984.
e "There was, of course, no way of knowing BIG BR“"‘IER

whether you were being watched at any given

moment."

1984 1S WATCHING

GEORGE ORWELL
A Quote from the book:
“Who controls the past controls the future.

\WYho controls the present controls the past.”
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Introduction

e Last Week Tonight with John Oliver: Government
surveillance (HBO)

SURVEILLANCE |

= 838
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CryptoCloak

e The basic idea of the CryptoCloak can be described as the
following: use solid and secure algorithms, but do the

encryption in a clandestine manner (Diffie-Hellman key-
exchange).

e CryptoCloak produces a fake real-time, dynamic cheap
chat and into that chat it embeds the secret information.

e Chat messages sent via CryptoCloak application are not
encrypted. Communication made this way is not point of
interest for mass surveillance spying engines.
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Alice Bob
Select source of sentences
‘ (URL/database) &
\ Sl IE DG LT / Index Sentence
(index, sentence) .
— 0 Hi!
mep | DN

1 How are you?

2 Hello!

3 What kind of music do you like?
4 How old are you?

Transform a to the
real value

Calculate a a transformed to the sentences—p

Transform b to the
real value

Calculate

Calculate

b” mod p a” mod p

Use 256 bits of

i icati nuK,
key For AES-CBC Continue commumcatloneﬂ\ L]

via CryptoCloak chat
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CryptoCloak sentence mapping

e For accomplishing Diffie-Hellman key exchange process, Alice
and Bob has to exchange two parameters: a and b. Suppose
that Alice and Bob agree to use p=47 and g=5. For the value of x
Alice chooses 18, and for the value of y, Bob chooses 22. Both x
and y are secret and random chosen value on Alice's and Bob's
side, respectively.

e On Bob's side, b is calculated as 00011100. Suppose we have
sn=5 and n=2.

e [t means that the binary value of b has to be split into 4 blocks
with length 2, which gives us set {00, 01, 11, 00}, or integers {0,
1, 3, 0}. Obtained integers, used to gain indexes in sentences
map in table, leads to the following set of sentences: {"Hi!",
"How are you?", "What kind of music do you like?", "Hi!"}.
This set will be sent over the network instead of the real value
for b. Likewise, a will be conversed and sent.
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CryptoCloak sentence mapping

« For accomplishing Diffie-Hellman key exchange process, Alice

The larger sentences set is, the block size will be bigger, and
the number of sentences representing one parameter will
be smaller — key-exchange will be accomplished faster.

Sentences set was only around 4000 sentences long at the

To exchange one parameter, over 150 sentences had to be

exchanged — almost 30 minutes...

I'NIS set Will be sent over the network Instead ot the real value
for b. Likewise, a will be conversed and sent.
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Related work

* CryptoCat uses a modern web technology to provide an
application which is very simple to adopt and ease to use
for the average end-user, and OTR is used to provide
conversation privacy.

« Telegram messenger is a cross-platform whose clients
are open source, providing to an average end-user:
privacy protection, accessibility to messages from different
devices, and secure communication without any limits in
the size of chat messages (MTProto protocol).

« https://www.eff.org/secure-messaging-scorecard
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https://www.eff.org/secure-messaging-scorecard

Related work

e “CryptoCloak does not use the steganography. It does not
embed the information in some other existing
information. It produces a fake real-time, dynamic cheap
chat and there it embeds the secret information.”

e After some conferences and discussions with people from
this area of research, we came to the conclusion that
CryptoCloak might be wusing one special type of
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Related work

In steganography by cover synthesis, Alice creates the
stego Work without recourse to a cover Work.

*An interesting real-world example of such a system has
been described at the end of “Between Silk and Cyanide”,
by Leo Marks. The code, called “Windswept,” which was

used by British spies in World War Il, works in the
following manner.

*Big book of conversations with alternate wordings for
each line, and even alternate courses that the
conversation could take. Each line was associated,
arbitrarily, with a number. By selecting different phrases
from the book, British spies could thus encode sequences |}
of numbers in perfectly innocuous conversations.

www.ntnu.no



Development phases and published

papers
Skype API — retired in December 2013.

Published paper:
D. Vukovi¢, “CryptoCloak as a
Protection Against Internet
Surveillance”, Conference INFOTEH
2014, Jahorina, Bosnia and
Herzegovina, 2014;

Future
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Development phases and published

papers
Facebook API — retired in March 2015.

Published paper:

@ D. Vukovi¢, Z. Duri¢, “On Privacy
o \ Protection in the Internet

Surveillance Era”, SECRYPT 2014, pp.
‘ 261 - 266, Aug, 2014

Future
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Development phases and published
papers — Facebook API

e The source of sentences was expended with conversation
sentences from two TV shows: “Friends” and “How | met
your mother?” on size of around 50000 relatively short
sentences.

e Using these sentences, we made some statistic overview
for continued conversation using CryptoCloak protocol
after successful key-exchange to determine who might be
potential users of our application.
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Development phases and published

papers — Facebook API

e Analysis:

Time for exchange (s)
Hello there! 24 105

Are you free to go out tonight? 34 95
I’m going bowling, sorry, maybe 58 279

next weekend...

The CryptoCloak project uses 184 917
cryptographic algorithms for key

exchange and encryption that

have been selected by the

cryptographic community as solid

and secure algorithms BUT it is

doing the encryption in a

clandestine manner.



Development phases and published
papers — e-mail version

Content xy@mailserveri.com

(part 1)

Mail Server 1

Select the source of sentences:

Bob
Content Content
Create sentence (arrayof — — — — (part 2) —ab@mailserver2.com—»
map {sentencelD, sentences)
sentenceText) \
Miap Map Mail Server 2

Content

B senp B receve {partn)

Send a as a sentence array via e-mail

Calculate o and
transform it into
sentence array

Receive o and
calculate b

dv@mailserver3.com

Mail Server n

B recEvE Bsenp

Send b as a sentence array via e-mail

Transform b into
sentence array

Receive b

Calculate

Calculate

a” mod p = b” mod p = key b" mod p

a modp

W““'QS
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via CryptoCloak chat
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Development phases and published

papers — e-mail VerSion e Poster “Improvement proposal
for the CryptoCloak

Application” was presented on
NordSec 2014.

Vukovic, D., Djuric Z., and
Gligoroski D.:  “CryptoCloak
application - main idea, an
overview and improvement
proposal” (NISK 2014).

D. Vukovi¢, Z. Duri¢, D.
Gligoroski,  “CryptoCloak -
improvement proposal
implementation”, Proceedings
of 22nd Telecommunications
forum TELFOR 2014, Belgrade,
Serbia.
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Development phases and published
papers

— what will we use next?

Alice ) Bob Our infrastructure:
gree on the source of sentences
‘ (URLIdatabase) 8 *Openfire XMPP server

\ Create map of pairs / S pa rk M T\
/ \‘

map version \
Bob 2 Ahce
-t ECDH key exchange - version /

-t—Authentication using Short Authentication String (SAS)—»| \ Q

(index, sentence)

map

Future

Use secret key

for AES-GCM Continue communication

Norwegian University of
via CryptoCloak chat “

Science and Technology
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Current phase of development
(Openfire, Spark)

e Openfire is a real time collaboration (RTC) server licensed
under the Open Source Apache License. It uses the only widely
adopted open protocol for instant messaging, XMPP (also
called Jabber). Openfire is incredibly easy to setup and
administer, but offers rock-solid security and performance.

e Spark is an Open Source, cross-platform IM client optimized for
businesses and organizations. It features built-in support for
group chat, telephony integration, and strong security. It also ‘
offers a great end-user experience with features like in-line
spell checking, group chat room bookmarks, and tabbed

conversations. < g, s :
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Current phase of development
(Openfire, Spark)

<« C M [1127.001:90

£ .
J openfire

Users/Groups Sessions Group Chat Plugins Fastpath

'plugins/monitoring/stats-dashboard.jsp

Server Manager | Server Settings | Media Services | Client Management | Statistics | Archiving
Statistics Statisti

atistics
All Reports

A snapshotofthe current activity in the Server.

F o - ] .
Click on the graphs below to see an enlargement. jlimespan: -D Hour !ﬁf ZEERTS e I REER
€« Cn osobac-pc:9( Current Users Active Conversations Packets Per Minute
Low: 0 1 High: 1 Low: 0 0 High: 0 Low:0 116  High:116
YEDISIGTSIT
Use th JW create a new user account
@ En @E @E
Create Account
Quick Stats Low High

Current Conversations (view details)
Username: *
Server to Server =
- 1] 1] Harry Cloak o
Name Connections Marry Cloak 1:13:27 PM 1

Ema

Group Chat: = 1
Pass Rooms L
Confirm Passw

Proxy Transfer = -
* Required Fields Rate

S Traffi 1] 33
Create Account erver Traffic l
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Current phase of development
(Openfire, Spark)

|

Harry Cloak 1 |

Ha joak =

§ Harry Cloak

o
L3 US Odiy wlddh, Car 112]
(13:03) marry.cloak:
(13:03) Harry Cloak: ECHO:@
(13:39) marry.cloak:
(13:39) Harry Cloak: ECHO:@
(13:40) marry.cloak: hi
(13:40) Harry Cloak; ECHO: Hallo
(13:40) marry.cloak: howru
(13:40) Harry Cloak: ECHO: wie geht's
(13:40) marry.cloak: would you like to have a cup of coffee?
(13:40) Harry Cloak: ECHO: méchten Sie einen Kaffee haben?
(13:41) marry.cloak: would you like to have a cup of coffee?
(13:41) Harry Cloak; ECHO: e gustaria tomar una taza de café?

(&) Mo Translation v Y

Spark Contacts Actlions Help
¥ marry.cloak
- @ © Onine =
Friends
@ on
] I @ Offline group
) d Harry Cloak
@ & o
Username  |marry.cloak
Password |
Server osobac-pc
[ save paszword
[ Auto legin
Accounts# Advanced
—l 5 Contacts | 5 Conferences
&, Search for other people on the server 9
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Current phase of development
(Openfire, Spark)

It doesn't work...... why?

It works
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Formal verification of the CryptoCloak

protocol

e Writing formal protocol specification.
e Analyze it using AVISPA and/or

Skyther tool.
e Make fixes if it is necessary.

e Qutcome:
publishing of the results.
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Comments Classes
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o stads
Hostass
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CETEETE o

Run 42
Agent2 in role 1|

I - Agent2
R -> Eve

Const nig2

Var e - st

{ nie2,nept )

1to Eve
ni#2 Ipk(Evo))

resd_2 From Eve
@

eend_3 to Eve.
£ nral dpk(Eve)

AV
Automated Validation of Internet
Security Protocols and Applications

Instructions

AVISPA Web Tool

Usage:

- Select a test file (or open your own custom file)
- Change the file to your needs
- Press Execute

€dit File Save File

Test Files

User Files

Load file




Open questions

e Source of sentences expansion with the real chat messages:
http://cryptocloak.item.ntnu.no:8080/cryptocloakchatsource/

CryptoCloak - chat database

PY S k I . t t M Note: all the sentences you enter will be used as part of the initial chat database of the CryptoCloak application.
pa r p u g I n eS I n g Number of sentences in database: 12

° Ch anging sen dlng Enter chat messages (one line - one sentence):
algorithm

e “Real world” testing

e Formal verification

Copyright (@ 20135 by cryptocloak.ntnu.no. All rights reserved.
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http://cryptocloak.item.ntnu.no:8080/cryptocloakchatsource/

Thanks for the attention!

BjepoBal

y HopseLu

OAP KaBajy v

MU j€ OBaj NyT Npasno

vV NAQHWH( KOM MjeCTy LD

K WENHECIHNYKA CTAHWLLA (
HaAasn Ha 1222 m HAAMOPCK!
pucnHe. (DuHce je nHave
MO3HAT U NO TOME LLITO Ce OBA|
CHUMao Gpuam ,PaTtosu 3sujesaa
V: imnepuja y3spaha yaapau”.
Aujen rnosApas ca joL XAAQAHOI
n CreexxHor Ciesepal

AUJAHA BYKOBUh

"If we knew what we were doing, it wouldn't be
called research, would it?"
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