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Security Applications

@ Detection
o Kernel level
e User level
e Code modification detection
e Data modification detection
e Forensic analysis (including malware analysis)

@ Prevention

o Kernel level

o User level

e Code protection
e Data protection

© Recovery
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Detection: Kernel Code and Read-only Data
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Detection: Kernel Code and Read-only Data
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Detection: Kernel Code and Read-only Data
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Detection: Kernel Code and Read-only Data
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Detection: Kernel Code and Read-only Data
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On Kernel Heap Data: Data Structure Traversal
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On Kernel Heap Data: Data Instance Scanning
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On Kernel Heap Data: Using Invariant
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On Kernel Heap Data: Using Invariant
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On Kernel Heap Data: Using Invariant
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On Kernel Heap Data: Using Invariant
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( Invariant: Set of processes in }

Scheduler tree = Process list
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Using Data Out Grafting/Redirection
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Using Data Out Grafting/Redirection

Guest VM (GVM)
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Using Data Out Grafting/Redirection

Guest VM (GVM)

Secure VM (SVM)
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Using Data Out Grafting/Redirection

Guest VM (GVM)

Secure VM (SVM)
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Using Code Implanting

Guest VM (GVM)

Secure VM (SVM)
[
ps  netstat kill P E
r @A e | 2 @gw
User Space User Space
Kernel Space Kernel Space
.data
@ 11001
1
S
10101011

Hypervisor




Security Applications
oe

Using Code Implanting

Secure VM (SVM)

Guest VM (GVM)
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Using Code Implanting

Secure VM (SVM)
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Using Code Implanting

Secure VM (SVM)
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Using Code Implanting

Secure VM (SVM) Guest VM (GVM)
ps netstat kill P E
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Using Code Implanting
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Disk Introspection: FDE disk virus scanning

User Space

Library Space

Syscall
Dispatcher
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Disk Introspection: FDE disk virus scanning

1. Encypted by dm-crypt
2.101,415 files
3. 1336.09 megabytes in size

r ©
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Disk Introspection: FDE disk virus scanning

1. Encypted by dm-crypt
2.101,415 files
3. 1336.09 megabytes in size

r ©

Clamav successfully detect two viruses!! J
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Continues Monitoring

- ~ . Legend of attacks:

Evente 4 AN Event handling A1: Bypass hook

Kernel or process occurred /" Hook H \\ finished A2: Modify event context
execution flow ’ e A3: Tamper with security application

( ) —> A4: Tamper with dependencies

Resume/response R(Ie) A|4 AS5: Tamper with response

|

Notification Ne(le)
A2 --------

A3 5 B(lg) b Libraries, OS and
""" other dependencies

Security Application A(C,D) L(C'\D)

Formal model of secure active monitoring shown with potential attacks.
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Continues Monitoring

Guest VM Security VM

Introspection —) Security
API j E Application

[ semone Je— ]

i i
N 7 L )
(_Memory Protector ) Hypervisor

| Hardware (CPU + virtualization extensions) |
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In-VM Monitoring w/ Hardware

User Level |
3 :
Kernel Level i Olnf zayd\(/jlew
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space SIM Code
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jg Kernel Hool Exit Gate SIM
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(O) Sy |
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System Address SIM Address
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VMI based Attack Repair

VICI Agent Kernel
‘ (1) Run diagnostics on kernel. Interactions
with outside
!
Learn from (2) world

diagnostic <
results

‘ (3) Repair kernel
I [

Isolated Domain 0 Virtual Machine
administrative Xen for mission
machine Hypervisor applications
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Out-of-Box Attack Recovery, Repair

| Rootkit | Targeted Function Pointer | Repaired? |
adore-2.6 kernel global, heap object X
hookswrite IDT table v
int3backdoor IDT table v
kbdv3 syscall table v
kbeast-v1 syscall table, tcp4_seq_show v
mood-nt-2.3 syscall table v
override syscall table v
phalanx-b6 | syscall table, tcp4_seq_show v
rkit-1.01 syscall table v
rial syscall table v
suckit-2 IDT table v
synapsys-0.4 syscall table v

Table : Rootkit Repairing with An Exterior [Fu and Lin, VEE’13] Tool.
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Non Applications

Non Security

@ Virtual machine management

@ Process management
© High performance computing
© Autonomous computing
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Out-of-VM Management: Writable VMI

User Space
T .o My m\ @
Linux OS Linux OS Linux OS > ps
A N A =

l i 1 i

Virtualization Layer

Hardware Layer
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Out-of-VM Management: Writable VMI

User Space

T .o My BAY @

Linux OS Linux OS Linux OS > s

A —_—
l ? ? i

Virtualization Layer

Hardware Layer

Advantages
@ Only install the management utilities at hypervisor layer.
@ Automated, uniformed, and centralized management.
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In-VM Management: Existing Approaches

> ps >ps ™ >ps
- B
| — o0 L— 1 E -

Linux OS Linux OS Linux OS

Virtualization Layer

Hardware Layer
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In-VM Management: Existing Approaches

>ps >ps N >ps
|— o0 —— | —

Linux OS Linux OS Linux OS

Virtualization Layer

Hardware Layer

Disadvantages
@ Scattered, distributed

@ Install, update, and execute in each VM
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In-VM Management: Existing Approaches

User Space
>ps >ps b >ps
= .. T
;[ - oo, | 1!
1
| i i ;
1| Linux0s i Linux OS 1| Linuxos
i i | -

Virtualization Layer

Hardware Layer
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In-VM Management: Existing Approaches

User Space

L S E
i i

1 1

1 1

i Linux OS i| tinuxos

| | -~

Virtualization Layer

Linux OS

Hardware Layer

Disadvantages

@ Requiring the (admin) login password.
@ Requiring install the management utilities in each VM.
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mance Impact: HyperShell

Process S B(ms) D(ms) T(X) date X 0.1 0.12 109 mkdir [ v 0.10 0.19 1.90
ps X 133 542 4.08 w X 095 6.62 697 mkfifo | v 0.10 0.19 1.90
pidstat X 195 7.56  3.88 hostname v 004 0.06  1.50 mknod | v/ 0.10 0.19 1.90
nice v 007 0.11 1.57 groups v o021 0.62 295 mv v 015 0.31 2.07
getpid v 001 002 200 hostid v 016 0.56  3.50 m v 008 0.15 1.88
mpstat X 029 0.66 228 locale v 0.09 0.17 1.89 od v o012 035 292
pstree X 0.69 6.03 8.74 getconf v 0.09 0.34 3.78 cat v 007 0.18 2.57
chrt v 011 0.16 145 |[ System Utils [ S B(ms) D(ms) T(X) link v 007 0.13 1.86
renice v 011 0.18 1.64 uptime X 007 0.47 6.71 comm v 008 0.22 2.75
top X 50492 510.85 1.01 sysctl v 85 4272 5.03 shred X 072 0.92 1.28
nproc v 0.07 0.26 3.71 arch v 007 0.11 1.57 truncate | v’ 0.07 0.26 371
sleep Vo127 1.28 1.01 dmesg v 038 0.51 1.34 head v 007 0.15 214
perep v 089 472 530 Iscpu v 026 121 465 vdir v 063 395 6.27
pkill v 087 433 498 mcookie X 029 049 169 nl v 008 0.17 213
snice v 017 0.65 3.82 || Disk/Devices | S B(ms) D(ms) T(X) tail v 0.08 0.20 2.50
echo v 007 0.09 1.29 blkid v 014 0.61 436 namei | v 0.07 0.13 1.86
pwdx v 005 0.07 1.40 badblocks | v 0.35 044 126 whereis | v 2.05 486 237
pmap v 016 036 225 Ispci v 3140 3652 116 stat v o027 078 289
kill v 001 0.04  4.00 iostat v 045 1.04 231 readlink | v/ 0.07 0.12 171
killall v 062 3.03 489 du v o011 0.53 482 unlink | v 0.07 0.13 1.86
Memory S B(ms) D(ms) T(X) df v 016 035 219 cut v 008 017 213
free X 004 0.08  2.00 Filesystem | S B(ms) D(ms) T(X) dir v 007 020 286
vmstat X 019 0.33 1.74 sync v 807 6.53 0.8l mktemp | v 0.09 0.18  2.00
slabtop X 022 0.36 1.64 getcap v 004 008 200 rmdir | v 0.07 0.13 1.86
Modules S B(ms) D(ms) T(X) Isof v 331 6.12 185 ptx v o012 045 375
rmmod v 051 3.14 616 pwd v 007 0.11 1.57 chcon | v 0.06 0.12  2.00
modinfo v 048 1.54 3.21 Files S B(ms) D(ms) T(X) || Network | S B(ms) D(ms) T(X)
Ismod v 010 0.17 1.70 chgrp v 019 047 247 ifconfig | X 0.32 1.15 3.59
Environment | S B(ms) D(ms) T(X) chmod v 007 0.14  2.00 ip v 010 020  2.00
who v o014 072 514 chown v 019 047 247 route v 13865 15032 1.08
env v 007 0.11 1.57 cp v o011 027 245 || ipmaddr | v 0.13 034 262
printenv v 007 0.1 1.43 uniq v 0.09 0.35  3.89 || iptunnel | v'  0.09 029 322
whoami Vo019 045 237 file v 087 172 198 nameif | v/ 0.10 0.21 2.10
stty v 011 046 418 find v 020 058 290 netstat | X 0.25 0.37 1.48
users v 009 053 589 grep v 035 2.14  6.11 arp v 014 0.24 171
uname v 009 0.11 1.22 In v 008 0.14 175 ping X 1502 18.2 1.21
id v 026 085 327 Is v 014 027 193 Avg. - 127 845 273
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Deployment

@ Bare metal (e.g., Xen, vSphere, Hyper-V)
© Hosted, Native Hypervisor (e.g., KVM)

© Hosted, Emulation Hypervisor (e.g., QEMU)
© Extra Hardware (e.g., PCI device in Copilot)

Xen (KVM @7 RQE 25y @EMU
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Deployment Comparison

Metric Definition
Flexibility How many constraints are imposed on the monitor
Security How well the deployment type provides for security coverage
Invisibility How difficult the presence of the monitor is to detect from within the VM
Speed How much system slowdown occurs compared to no monitor running
Space How much storage capability the deployment type possesses

Table : Definitions of the metrics used to compare out-of-VM monitor
deployment types.
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Deployment Comparison
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Approaches ,?\e, Q Q

Bare Metal @ © O 0 [ )

Hosted, Native Hypervisor @ © © ® @
Hosted, Emulation Hypervsior @ © © O @
ExtraHardware © @ @ @ O

Table : Comparison between different out-of-VM monitor deployment
types. Note that symbol O denotes a low degree for that comparison
item, © denotes a medium degree, and @ denotes a high degree.
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