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State-of-the-art in bridging the Semantic Gap

The Semantic Gap
[Chen et al, HotOS’01]

@ In HotOS’01, Chen and
Noble first raised the
semantic gap problem in
virtualization
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State-of-the-art in bridging the Semantic Gap

The Semantic Gap
[Chen et al, HotOS’01]

“Services in the VM operate
below the abstractions provided
by the guest OS ... This can
make it difficult to provide
services.”

@ In HotOS’01, Chen and
Noble first raised the
semantic gap problem in
virtualization
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State-of-the-art in bridging the Semantic Gap
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The Semantic Gap
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State-of-the-art in bridging the Semantic Gap

VMI
[Garfinkel et al, NDSS’03]

The Semantic Gap
[Chen et al, HotOS'01]

@ In NDSS’03, Garfinkel et
al. first proposed VMI,
demonstrated for IDS

@ Introspection routine is
based on crash utility

::::::::::::::
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State-of-the-art in bridging the Semantic Gap

VMI
[Garfinkel et al, NDSS’03]

The Semantic Gap Copilot
[Chen et al, HotOS’01] [Petroni et al, Security’04]
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State-of-the-art in bridging the Semantic Gap

VMI
[Garfinkel et al, NDSS’03]

The Semantic Gap Copilot
[Chen et al, HotOS’01] [Petroni et al, Security’04]

@ In USENIX Security’04,
Petroni et al. proposed
Copilot

@ Introspection routine is

based on manually
created code

Target VM

-
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Virtual Machine Monitor
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State-of-the-art in bridging the Semantic Gap

VMI SBCFI
[Garfinkel et al, NDSS’03] [Petroni et al, CCS’07]

The Semantic Gap Copilot
[Chen et al, HotOS'01] [Petroni et al, Security’04]
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State-of-the-art in bridging the Semantic Gap

VMI SBCFI
[Garfinkel et al, NDSS’03] [Petroni et al, CCS’07]

The Semantic Gap Copilot
[Chen et al, HotOS'01] [Petroni et al, Security’04]

Target VM Monitor VM
@ In CCS’07, Petroni et al. User App
proposed SBCFI
. . . Target Kernel 0OS Kprnel
@ Introspection routine is

based on customized
kernel source code Virtual Machine Monitor
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The Semantic Gap Copilot Lares
[Chen et al, HotOS’01] [Petroni et al, Security’04]  [Payne et al, SP’08]
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State-of-the-art in bridging the Semantic Gap

VMI SBCFI
[Garfinkel et al, NDSS’03] [Petroni et al, CCS’'07]

The Semantic Gap Copilot Lares
[Chen et al, HotOS’01] [Petroni et al, Security’04]  [Payne et al, SP’08]

@ In SP’08, Payne et al. oty i
proposed Lares —

@ Introspection routine is
placed inside the guest e |
OS with special help ' Farivr GPU- e !
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State-of-the-art in bridging the Semantic Gap

VMI SBCFI
[Garfinkel et al, NDSS’03] [Petroni et al, CCS'07]

The Semantic Gap Copilot Lares Virtuoso
[Chen et al, HotOS'01] [Petroni et al, Security’04] [Payne et al, SP’08] [Dolan-Gavitt et al., SP’11]
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State-of-the-art in bridging the Semantic Gap

VMI SBCFI
[Garfinkel et al, NDSS’03] [Petroni et al, CCS'07]

‘ >

The Semantic Gap Copilot Lares Virtuoso
[Chen et al, HotOS'01] [Petroni et al, Security’04] [Payne et al, SP’08] [Dolan-Gavitt et al., SP’11]

e In SP’11, Dolan-Gavitt et Seeurty YM o e
al. proposed Virtuoso Runtime ¥ ) Ca

@ Introspection routine is - | User........
based on the trained w -
user level and kernel : ! 2 i
level code R Kernel
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State-of-the-art in bridging the Semantic Gap

VMI SBCFI VMST
[Garfinkel et al, NDSS’03] [Petroni et al, CCS'07] [Our solution, SP’12]
The Semantic Gap Copilot Lares Virtuoso

[Chen et al, HotOS’01] [Petroni et al, Security’04]  [Payne et al, SP’08] [Dolan-Gavitt et al., SP’11]
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State-of-the-art in bridging the Semantic Gap

VMI SBCFI VMST
[Garfinkel et al, NDSS’03] [Petroni et al, CCS'07] [Our solution, SP’12]
The Semantic Gap Copilot Lares Virtuoso

[Chen et al, HotOS’01] [Petroni et al, Security’04]  [Payne et al, SP’08] [Dolan-Gavitt et al., SP’11]

Istod  ps  netstat ...

@ In SP’12, we propose VM ' . ‘ a cCHG -
Space Traveler (VMST).

@ Introspection routine is SEmn] [
automatically generated - T aw o mo| g

from the native user level

and kernel level code ) secure-vM P——

VM-Space Traveler
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Short Summary

Debugger Assisted Compiler Assisted
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[Garfinkel et al, NDSS’03] [Petroni et al, CCS'07] [Our solution, SP’12]
The Semantic Gap Copilot Lares Virtuoso

[Chen et al, HotOS’01] [Petroni et al, Security’04]  [Payne et al, SP’08] [Dolan-Gavitt et al., SP’11]

Manual Guest Assisted Binary Assisted
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Short Summary

Automated Binary

Debugger Assisted Compiler Assisted Assisted

VMI SBCFI VMST
[Garfinkel et al, NDSS’03] [Petroni et al, CCS'07] [Our solution, SP’12]
The Semantic Gap Copilot Lares Virtuoso

[Chen et al, HotOS’01] [Petroni et al, Security’04]  [Payne et al, SP’08] [Dolan-Gavitt et al., SP’11]

Manual Guest Assisted Binary Assisted
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Approaches Comparison

Metric

Definition

Flexibility

Coverage
Easiness
Practicality
Automation

How many constraints the approach relies on

(e.g. if the approach relies on access to OS source code, it is less flexible)
How many abstractions can be derived; the scope of the approach

How difficult the approach is to implement

How useful and adoptable the approach is for real-world applications

How much can be done automatically instead of by hand

Table : Definitions of the metrics used to compare out-of-VM
approaches.
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Approaches Comparison

5\‘3‘ \\\\\éao.» \\ *\’d 0\\0

e
Approaches ,‘l“" ?\e ?«'5 ?‘°G°QP°

Debugger Assisted 2003 ©¢ @ @ O © @
Manual 2004 @ O @ © O O

Compiler Assisted 2007 O @ © O ® @
Guest Assisted 2008 © @ @ © ® ©

Binary Analysis Assisted 2011 @ @ O @ ® @

Table : Comparison between different out-of-VM approaches. Note
that symbol O denotes a low degree for that comparison item, ©
denotes a medium degree, and @ denotes a high degree.
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Academic Papers

System Approaches Application | Deployment
T g
53 2 £ 2
27 2 R
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E5< 52 p 5243
ERE- - R EE
= g2 5882 8|5 8¢8¢
§E2EE 25 ¢ § 22823
Name Venue | = A O R C/A & & M T T &
Livewire [Garfinkel and Rosenblum 2003] NDSS 03 v ' v
CoriLor [Petroni et al. 2004] USENIX-SEC 04 | v v v
INTROVIRT [Joshi et al. 2005] SOSP *05 v ' v
ANTFARM [Jones et al. 2006] USENIX-ATC 06 | v* v v
Prwa [Petroni et al. 2006] USENIX-SEC 06 | v/ v v
Exxys [Egele et al. 2007] USENIX-ATC 07 | v/ v v
VMScore [Jiang and Wang 2007] RAID 07 | v/ v v
VMwATCHER [Jiang et al. 2007] CCS’07 | v v v
Panorama [Yin et al. 2007] CCS’07 | v v v
Sgcrr [Petroni and Hicks 2007] CCS 07 v ' v v v
SEcVisor [Seshadri et al. 2007] SOSP 07 | v/ v v
XeNAccess [Payne et al. 2007] ACSAC’07 | v v v
HookFINDER [Yin et al. 2008] NDSS 08 | v/ v v
Lycosip [Jones et al. 2008] VEE 08 | v/ v v
OvERSHADOW [Chen et al. 2008] ASPLOS 08 | v/ v v



Academic Papers

Lares [Payne et al. 2008]
Paraconix [Litty et al. 2008]
HooxkMar [Wang et al. 2008]
NICKLE [Riley et al. 2008]
EruER [Dinaburg et al. 2008]
VICI [Fraser et al. 2008]
GIBRALTAR [Baliga et al. 2008]
Anusis [Bayer et al. 2009]
Krracer [Lanzi et al. 2009]
PoKER [Riley et al. 2009]
RkpPROFILER [Xuan et al. 2009]
Kop [Carbone et al. 2009]
HookSarE [Wang et al. 2009]
St [Sharif et al. 2009]
Dasra [Dolan-Gavitt et al. 2009]
OSVM [Oliveira and Wu 2009]
MAVMM [Nguyen et al. 2009]
HIMA [Azab et al. 2009]

Comparison
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SP 08
USENIX-SEC "08
RAID 08
RAID 08
CCS’08
ACSAC’08
ACSAC 08
NDSS 09
NDSS 09
EuroSys '09
RAID 09
CCS’09
CCS 09
CCS’09
CCS 09
ACSAC’09
ACSAC 09
ACSAC’09
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Academic Papers

Puppray [Paleari et al. 2010] USENIX-SEC’10 | v* v v
HyrerCHECK [Wang et al. 2010] RAID’10 | v/ v v
LiveDM [Rhee et al. 2010] RAID '10 v ' '
TrA1ILOFBYTES [Krishnan et al. 2010] CCS’10 | v v v

PEDA [Zhang et al. 2010] ACSAC’10 | v v v v
Huko [Xiong et al. 2011] NDSS 11 v v v
S1GGrapH [Lin et al. 2011] NDSS 11 v v v v
GATEWAY [Srivastava andGiffin 2011] NDSS 11 v v v v

OSck [Hofmann et al. 2011] ASPLOS 11 v v v
VirTuoso [Dolan-Gavitt et al. 2011a] SP’11 v v v v v
SHELLOS [Snow et al. 2011] USENIX-SEC’11 | v/ v v
SWJX [Srinivasan et al.2011] CCS’11 V|V v
GDXJ [Gu et al. 2011] SRDS ’11 VIV v v
Kruiser [Tian et al. 2012] NDSS 12 Vv v

V2E [Yan et al. 2012] VEE’12 | v/ v v v
Vust [Fu and Lin 2012] SP’12 v v v
Mas [Cui et al. 2012] USENIX-SEC ’12 v ' v v v
DromScorE [Yan and Yin 2012] USENIX-SEC’12 | v/ v v

(Continued)
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Academic Papers

System Approaches Application | Deployment
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Name Venue| = A O R T/ A & @ A T &R
SYRINGE [Carbone et al. 2012] RAID 12 Vv v
ViGiLARE [Moon et al. 2012] CCS’12 v v
BrackSHEEP [Bianchi et al. 2012] CCS’12 v v v
SENTRY [Srivastava and Giffin 2012] ACSAC’12 vV v v
Exrerior [Fu and Lin 2013b] VEE 13 v v v v
KI-Mon [Lee et al. 2013] USENIX-SEC 13 | v/ v v
Moss [Prakash et al. 2013] DSN 13 v v v v v
TZB [Dolan-Gavitt et al. 2013] CCS’13 v v v
HyBrRIDBRIDGE [Saberi et al. 2014] NDSS '14 v v v v
Rrkpsm [Hizver and Chiueh 2014] VEE 14 | v v v
HypeErRSHELL [Fu et al. 2014] USENIX-ATC 14 vV v v
Woerm [Wu et al. 2014] DSN 14 Vv v v
Tz-Rxp [Azab et al. 2014] CCS’'14 | v v v
Total 6433 5 8 6 12|55 12 6 |27 19 30 6
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Our Recent Publications

Using Binary Code Analysis to bridge the semantic gap and push new applications

o VM Space Traveling: Automatically Bridging the Semantic Gap in Virtual Machine Introspection via Online
Kernel Data Redirection. Yangchun Fu, Zhigiang Lin (/EEE Symposium on Security and Privacy
[Oakland’12])

e EXTERIOR: Using A Dual-VM Enabled External Shell for Guest-OS Introspection, Configuration, and
Recovery Yangchun Fu, Zhigiang Lin (ACM SIGPLAN/SIGOPS International Conference on Virtual
Execution Environments [VEE'13])

e Hybrid-Bridge: Efficiently Bridging the Semantic-Gap in Virtual Machine Introspection via Decoupled
Execution and Training Memoization. Alireza Saberi, Yangchun Fu, Zhigiang Lin (Network and Distributed
System Symposium [NDSS’14])

0 HyperShell: A Practical Hypervisor Layer Guest OS Shell for Automated In-VM Management. Yangchun
Fu, Junyuan Zeng, Zhigiang Lin (USENIX Annual Technical Conference [USENIX-ATC’14])

e Automatically Deriving Pointer Reference Expressions From Binary Code For Memory Dump Analysis.
Yangchun Fu, Zhigiang Lin, David Brumley. (ACM SIGSOFT Symposium on the Foundations of Software
Engineering [ESEC/FSE’15]).
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Our Recent Publications

Using Binary Code Analysis to bridge the semantic gap and push new applications

° VM Space Traveling: Automatically Bridging the Semantic Gap in Virtual Machine Introspection via Online
Kernel Data Redirection. Yangchun Fu, Zhigiang Lin (/EEE Symposium on Security and Privacy
[Cakland’12])

e EXTERIOR: Using A Dual-VM Enabled External Shell for Guest-OS Introspection, Configuration, and
Recovery Yangchun Fu, Zhigiang Lin (ACM SIGPLAN/SIGOPS International Conference on Virtual
Execution Environments [VEE'13])

e Hybrid-Bridge: Efficiently Bridging the Semantic-Gap in Virtual Machine Introspection via Decoupled
Execution and Training Memoization. Alireza Saberi, Yangchun Fu, Zhigiang Lin (Network and Distributed
System Symposium [NDSS’14])

o HyperShell: A Practical Hypervisor Layer Guest OS Shell for Automated In-VM Management. Yangchun
Fu, Junyuan Zeng, Zhigiang Lin (USENIX Annual Technical Conference [USENIX-ATC’14])

e Automatically Deriving Pointer Reference Expressions From Binary Code For Memory Dump Analysis.
Yangchun Fu, Zhigiang Lin, David Brumley. (ACM SIGSOFT Symposium on the Foundations of Software

Engineering [ESEC/FSE’15]).
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Two Binary Code Reuse Based Approaches

Guest VM (GVM)

Memory

User Space
Kernel Space
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Two Binary Code Reuse Based Approaches

Guest VM (GVM)

Memory

User Space

@08e

Kernel Space

Hypervisor
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Two Binary Code Reuse Based Approaches

Guest VM (GVM)

Secure VM (SVM)

ps netstat Kill P

2

S

£ =

3 ( ;

User Space User Space

Kernel Space

Memory

@8

Kernel Space

Hypervisor

Using a trusted sibling VM to intropsect the running guest VM.
@ Redirect kernel data [SP’12, VEE'13, NDSS'14]
@ Redirect system call execution [USENIX ATC'14]
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Advantages

ps netstat Kkill p apache mysql firefox 7[, o
y ’ [ { \ 4 C stac
Q 0 0 5
P
UserSpace UserSpace
Kernel Space Kernel Space
Secure VM (SVM) Guest VM (GVM)

@ Isolation (SVM and GVM are isolated)
@ Trustworthiness (trust code is running in secure VM)

D —
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Advantages

ps netstat Kkill p apache mysql firefox 7[) o
/ y , / y Y p C stacl
0 Q 0 5
P
UserSpace Userspace ]
Kernel Space Kernel Space
Secure VM (SVM) Guest VM (GVM)

@ Isolation (SVM and GVM are isolated)
@ Trustworthiness (trust code is running in secure VM)

A\

@ Automation (no need to develop introspection utilities)
@ Transparency (programmers write native program in SVM)
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Approach-I: Redirect Kernel Data of Interest

ps netstat Kill p apache mysql firefox
p > C stacl
g
P
UserSpace UserSpace
Kernel Space Kernel Space
Secure VM (SVM) Guest VM (GVM)

@ Using a native inspection software P (e.g., ps) from SVM
to transparently monitor/manage the state of GVM
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Approach-I: Redirect Kernel Data of Interest

ps netstat kill p apache mysql firefox
: L ! / “ p C stacl
’
0 9 0 P
User Space

User Space

Kernel Space Kernel Spage T e

Secure VM (SVM) Guest VM (GVM)

@ Using a native inspection software P (e.g., ps) from SVM
to transparently monitor/manage the state of GVM

@ Reusing the process execution context of P in SVM

@ Redirecting the data-of-interest from GVM to SVM, such
that P still feels it inspect its own OS.
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Key-ldea I: Execution Context Reusing

In-VM getpid Prog

1 #include <stdio.h> 1 execve("./getpid”,..) =0
2 #include <unistd.h> 2 brk(0) = 0x83b8000
3 3 access(‘'/etc/ld.so.nohwcap™,.) = -1
4 int mainQ)

5 { 23 getpid(Q) = 13849
6 printf('pid=%d\n",getpid()); oo

7 return 0; 26 write(l, "pid=13849\n", 10) = 10

8 } 27 exit_group(0) =2
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Key-ldea I: Execution Context Reusing

In-VM getpid Program

1 #include <stdio.h> 1 execve("./getpid”,..) =0
2 #include <unistd.h> 2 brk(0) = 0x83b8000
3 3 access(‘'/etc/ld.so.nohwcap™,.) = -1
4 int mainQ)

5 { 23 getpid(Q) = 13849
6 printf('pid=%d\n",getpid()); oo

7 return 0; 26 write(l, "pid=13849\n", 10) = 10

8 } 27 exit_group(0) =2

@ Reuse the execution context of a native process in SVM.

@ When syscall getpid executed, redirects the data from
other VM.
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Key Idea Il: Data Space Travel (Data Forwarding)

ps netstat Kill
User Space
Kernel Space

Memory

Dglobal
D, heap

Process/IO/Memory/
Security Management
Interrupt/Exception
Handler
Other System
Components and Drivers
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Key Idea Il: Data Space Travel (Data Forwarding)

g

g Ps
E

] 0
User Space

Kernel Space

netstat Kkill

00

Dglobal
Dheap

Process/IO/Memory/
Security Management
Interrupt/Exception
Handler
Other System
Components and Drivers

C(D)
C (Duser ) Dkernel)
C({DSEF Diser - Diser }

user »
global )

stack heap
{Dkernel ) Dkernel ) Dkernel
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Key Idea Il: Data Space Travel (Data Forwarding)

ps netstat Kill

000

User Space

Memory

Kernel Space

Dglobal

Dheap

Process/IO/Memory/
Security Management
Interrupt/Exception
Handler
Other System
Components and Drivers

Pout

C(D)
C(DUSGM ,Dkerfyel ) 1obal
C{D5E, Duser » Diser 1

stack yheap global
{Dkernel ) Dkernel’ Dkernel )

Cout (Duser y Dkernel)
Cin(Dusera D/kerne/)

Cin (Duser 9

stack  heap . global
{Dkernel ) D kernel® D kernel

)

(1)
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Key Idea Il: Data Space Travel (Data Forwarding)

ps netstat Kill

000

User Space

Memory

Kernel Space

Dglobal
Dheap

Process/IO/Memory/
Security Management
Interrupt/Exception
Handler
Other System
Components and Drivers

Pout =

e.g., mov

C(D)
C(DUSGM Dkernel )

stack +~heap ~global

C({Duser a,-’hDuser 7D7sgrl }7
stack eap globa

{Dkernel ) Dkernel’ Dkernel )

Cout (Duser y Dkernel)
Cin(Dusera D/kerne/)

Cin (Duser 9

{Dstack D! heap

/ global
kernel® kernel® D

kernel

)

(1)

eax, [0x1lc0eff08]
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Why it works? (e.g., sys_getpid)

<sys_getpid>:

<task_tgid_vnr>:

1: ¢10583e0: push %ebp
c10583el: mov %esp, %ebp
3: ¢10583e3: push %ebx

4: ¢10583e4: sub $0x14,%esp

// Accessing Global Variable: struct task_strut current_task
5: c10583e7: mov %Fs:0xc17F34cc, %ebx
c10583ea: R_386_32 current_task

(@)

Data Structure Name Data Structure Offset
current_task
ine: 5| [fs:0xcl7f34cc] |

(b)
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Why it works? (e.g., sys_getpid)

<sys_getpid>:
<task_tgid_vnr>:

1:
2:
3:
4z

/7
5:

V4
6:

€10583e0: push %ebp
c10583el: mov %esp, %ebp
€10583e3: push %ebx
c10583e4: sub $0x14,%esp

Accessing Global Variable: struct task_strut current_task
€10583e7: mov %fs:0xc17f34cc, %ebx
c10583ea: R_386_32 current_task

Accessing struct task_struct: current_task->group_leader
c10583fe: mov 0x220(%ebx) , %eax

(@)

Data Structure Name Data Structure Offset
current_task
(Line: 5) | [%fs:0xc17f34cc] @
struct

task_struct
(Line: 6) [struct task_struct *group_leaderoxz20

(b)



Zoom-in Binary Code Analysis Approach
[o]e]e] }

Why it works? (e.g., sys_getpid)

Data Structure Name Data Structure Offset
<sys_getpid>: Cu"e"t*tasﬂ [%fs:0xc17f34cc]
>_( B Line: 5 s:0xc. CC
<task_tgid_vnr>: ¢ ) ®
1: ¢10583e0: push %ebp struct
2: c10583el: mov %esp, %ebp task_struct @
3 010583935 push  %ebx (Line: 6) [struct task_struct *group_leader|x
4: ¢10583e4: sub $0x14,%esp
// Accessing Global Variable: struct task_strut current_task struct 023
5: cl0583e7: mov__ %fs:0xcl7f34cc,%ebx pid_link pids[3] struct pid *pid xzse
c10583ea: R_386_32 current_task (Line: 7)
// Accessing struct task_struct: current_task->group_leader
6: c10583fe: mov 0x220(%ebx) , %eax

// Accessing struct pid: current_task->group_leader->pids[0]->pid
7: €1058404: mov 0x23c(%eax) , %eax

(a) (b)



Zoom-in Binary Code Analysis Approach
[o]e]e] }

Why it works? (e.g., sys_getpid)

Data Structure Name Data Structure Offset
<sys_getpid>: Current*taSkl [%Fs:0xcl17f34cc]

_ : Line: 5 s:0xc cc
<task_tgid_vnr>: ¢ ) ®
1: ¢10583e0: push %ebp struct
2: c10583el: mov %esp, %ebp task_struct
3: €10583e3: push  f%ebx (L;ne' 6) [struct task_struct *group_leader; @
4: c10583e4: sub $0x14, %esp B X
// Accessing Global Variable: struct task_strut current_task struct ox23c
5: ¢10583e7: mov %Fs:0xcl7f34cce, %hebx pid_link pids[3] struct pid *pid

cl0583ea: R_386_32 current_task (Line: 7)
// Accessing struct task_struct: current_task->group_leader
6: c10583fe: mov 0x220(%ebx) , %eax

N . N < truct pid
// Accessing struct pid: current_task->group_leader->pids[0]->pid s = -
7: c1058404: mov__ Ox23c(%eax).theax unstorediintitevel o4
8: c105840a: call €1065660 <pid_vnr> struct upid numbers[1] xlc
9: c105840f: add $0x14,%esp

struct upid [ int nr Joxo

(a) (b)
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Q000e

Our Architecture ( )

e

Dgh;hal Synchronization Primitivel |

apache mysql firefox

000

User Space
Kernel Space
=~

Memory
kel
3
=]
@
"
i
o
~
3
Memory

Dglobal Synchronization PrImItIve'

Dheap mutex, spin_lock,... I l

Dheap mutex, spin_lock,... | l

Process/10/Memory/

Process/I0/Memory/
Security Management

Security Management

Interrupt/Exception Interrupt/Exception
Handler Handler
Other System Other System
Components and Drivers Components and Drivers

Kernel Syscall Kernel Data Identification
Context Identification and Redirection
Xen/KVM/Vmware/VirtualBox/VirtualPC/HyperV

/OpenVZ/QEMU

TS LY
e e ey

Binary Translation Based GVM Memory Mapping )
Virtualization Layer and Address Resolution  |pijls

Secure VM (SVM) Guest VM (GVM)
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@0000

Kernel Syscall Context Identification

ps netstat kill

Outer-Shell

User Space

Kernel Space

Syscall of getpid process

1 execve("./getpid", ...)=0
2 brk(0) = 0x83b8000
3 access("/etc/ld.so.nohwcap",

Dglobal Synchronization Primitive, |

{
Dheap mutex, spin_lock,... | l

Process/IO/Memory/
Security Management
Interrupt/Exception
Handler
Other System
Components and Drivers

Kernel Syscall Kernel Data Identification
Context Identification and Redirection

23 getpid()= 13849

24 fstat (3, st_mode=S_IFREG ...)= 0
25 mmap2 (NULL, ...)= 0x4001£000

26 write(l, "pid=13849",10) = 10
27 exit_group (0)

N e T ——

Binary Translation Based GVM Memory Mapping
Virtualization Layer and Address Resolution

Secure VM (SVM)
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Kernel Data ldentification and Redirection

ps netstat kill

Outer-Shell

The Algorithm

User Space
Kernel Space .
\ 1: DynamicBinaryInstrumentation(/):
Dg|°ba| Synchronization Primitivel | ',' 2: if SysCallExecContext ( . ) .
mutensinock.._|_| ! R if SysCallRedirectable(s):
|: 4: RedirectableDataTracking(i);
D @ @ Rl ONLIoAml (1 5: for a in MemoryAddress(i):
Security Management H . . i
¢ Interrupt/Exception H 6: if DataRread(a):
= Handler ! 7 PA(@) < v2P(q)
Other System ! 8: Load(PA(«))
Components and Drivers | | | | 9: else:
:I 10: if Configuration:
I Store(PA(w))
Kernel Syscall Kernel Data Identification 1 o . .
Context Identification and Redirection ’ 12: else: //Introspecnon
13: COW-Store (PA(x))

Binary Translation Based GVM Memory Mapping
Virtualization Layer and Address Resolution

Secure VM (SVM)
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Taint Analysis (Data Flow Tracking): An Example

@| movl $0x8048118,%eax |

’ mov %eax, 0x4(%esp) ‘

movl $0x8049128,(%esp) Mem.Reg | Tag Type

‘ call 0x80480e0 <strcpy> ‘

’mov $0x14, %eax ‘

| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

@| movl $0x8048118,%eax |
@

’ mov %eax, 0x4(%esp) ‘

Mem,Reg Tag Type

movl $0x8049128,(%esp) 0x8048118 | ® N/A

‘ call 0x80480e0 <strcpy> ‘

’mov $0x14, %eax ‘

| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

@| movl $0x8048118,%eax
@
’ mov %eax, 0x4(%esp)

movl $0x8049128,(%esp)

Mem,Reg Tag Type
0x8048118 | @ N/A
eax ®

‘ call 0x80480e0 <strcpy> ‘

’mov $0x14, %eax ‘

| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax

[ )
0’ mov %eax, 0x4(%esp)

[ )
movl $0x8049128,(%esp)

Mem,Reg Tag Type
0x8048118 | @ N/A
eax ®

‘ call 0x80480e0 <strcpy> ‘

’mov $0x14, %eax ‘

| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax
@

0’ mov %eax, 0x4(%esp)

@ M
em,Re Tag Type
movl $0x8049128,(%esp) 0x80481g18 Cg [\{/F?o\
eax [ J

\ call 0x80480e0 <strcpy> \ 0x4(%esp) | @

’mov $0x14, %eax ‘

| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax
@

’ mov %eax, 0x4(%esp)

@ Mem,Reg Tag Type
@ movl $0x8049128, (%esp) 804118 T ® WA
eax ®

[ call 0x80480e0 <strcpy> | Ox4(%esp) | @

‘ 0x8049128 | @ N/A

’ mov $0x14, %eax

| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax
@

’ mov %eax, 0x4(%esp)

() Mem,Reg Tag Type
@ movl $0x8049128,(%esp) 0x8048118 ® nNA
| call 0230480e0 <strcpy> | egi 4(%esp) :
’ mov $0x14,  %eax ‘ ?;8;?3128 2 WA
| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax

® M
em,Reg Tag Type
| mov %eax, Ox4(%kesp) 0x8048118 | @ N/A
® eax ®
movl $0x8049128,(%esp) oxiiesn) | @
[ ] ©
@ | call 0x80480e0 <strcpy> ?>/<804$)9128 2 N/A
%esp
’ mov $0x14,  %eax ‘

‘ int $0x80 ‘ (esp+4) — char*
(esp) — char*
| ret | strcpy(char*, char®)

] mov %eax, 0x8049124 \
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax

? S Mem,Reg Tag Type

’ mov %eax, 0x4(%esp) 0x8048118 ® NA
(] . eax o

movl $0x8049128,(%esp) Ox4(%esp) | @ char'
o

0‘ call 0x80480e0 <strcpy> 02(321?);28 : cﬁ/aAr*
o
’ mov $0x14, %eax ‘

int $0x80 (esp+4) — char*
(esp) — char*
| ret | strcpy(char*, char®)

] mov %eax, 0x8049124 \
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[e]e] le]e}

Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax

? , Mem,Reg Tag Type
’ mov %eax, 0x4(%esp) 0x8048118 | @ char*
O ® -
eax char
movl $OX80491 28,(CVoeSp) OX4(°/oeSp) ‘ char*
‘ *
@ | call 0x8048060 <strcpy> ?:;8623128 : 222:*
(e}
’ mov $0x14, %eax ‘

| int $0x80 | (esp+4) — char*
(esp) — char*
| ret | strcpy(char*, char®)

] mov %eax, 0x8049124 \
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Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax

o
’ mov %eax, 0x4(%esp)
@ Mem,Reg Tag Type
movl $0x8049128,(%esp) 0x8048118 | @ char*
[ ) o *
eax char
| call 0x80480e0 <strcpy> Ox4(%esp) | @ char
0x8049128 | @ char*
0] mov $0x14,  %eax ‘ (%esp) ® char
| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax
@

’ mov %eax, 0x4(%esp)

[ ] Mem,Reg | Tag Type

movl $0x8049128,(%esp) 0604616 ® ohar

‘ call 0230480e0 <strcpy‘>‘ g::(% osp) | @ |cr:r;]r2r_*t

0’ mov $0x14,  %eax ‘ 302862?3128 2 222::
| int $0x80 |

| ret |

’ mov Y%eax, 0x8049124 ‘
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax

@

’ mov %eax, 0x4(%esp) Mem,Reg Tag  Type
® 0x8048118 | @  char*

movl $0x8049128,(%esp) o e
® 5 =

‘ call 0x80480e0 <strcpy> O(Z(X840(4/;e;8223) 2 z:z:*

’ mov $0x14,  %eax ‘ (veesp) ® char

-] int $0x80
getpid eax — pid_t )

| ret |

] mov %eax, 0x8049124 \
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Taint Analysis (Data Flow Tracking): An Example

] movl $0x8048118,%eax
@

’ mov %eax, 0x4(%esp) Mem,Reg Tag Type
® 0x8048118 | @  char*
movl $0x8049128,(%esp) oax oid 1
‘ o 6 —
‘ call 0x80480e0 <strcpy> gigéﬁ)ge?gg)g ® EE::*
’ mov $0x14, %eax ‘ (%esp) ® char
| int $0x80 |
getpid eax — pid_t
9 ret | )

] mov %eax, 0x8049124 \
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

| movl $0x8048118,%eax

[ )
mov %eax, 0x4(%esp)
[ )
movl $0x8049128,(%esp) Mem,Reg | Tag Type
() 0x8048118 | @ char*
| call 0x80480€0 <strcpy> eax pid_t
0x4(%esp) | @ char*
’mov $0x14, %eax ‘ 0x8049128 | @ char*
(%esp) ® char
| int$0x80 |

| ret |

o] mov %eax, 0x8049124 \
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(e]e] lele]

Taint Analysis (Data Flow Tracking): An Example

| movl $0x8048118,%eax

[ )
mov %eax, 0x4(%esp)

(]
movl $0x8049128,(%esp) Mem,Reg | Tag Type
[ ) 0x8048118 | @ char*
| call 0x80480€0 <strcpy> | eax pid_t
0x4(%esp) | @ char*
’ mov $0x14,  %eax ‘ 0x8049128 | @ char
' (%esp) ® char
int $0x80 0x8049124 pid_t

| ret |

o] mov %eax, 0x8049124 \
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GVM Memory Mapping and Address Resolution

netstat kill

Outer-Shell

Kernel Syscall Kernel Data Identification
Context Identification and Redirection

User Space
Kernel Space Page,
4 \
Dglobal SvnchronilationPrimitivel I ,' Physical Page,
Dheap mutex, spin_lock,... ' l |’ Address
1
]
1 Page,
\
D D Process/IO/Memory/ 1 PM
"‘1 i Security Management . D o —
Interrupt/Exception H Fagey
]
Handler : Page,
Other System 1
Components and Drivers :
\ Page,
\ G-PM
]
]
J

Binary Translation Based GVM Memory Mapping
Virtualization Layer and Address Resolution

Secure VM (SVM)
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Experimental Result (Very SLOW)
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00000

Can we do it faster? Recall sys_getpid example

Data Structure Name Data Structure Offset
N current_task
<sys_getpid>: (Line: 5)| [%fs:0xcl17f34cc]
<task_tgid_vnr>: @
1: ¢10583e0: push  %ebp struct
2: c10583el: mov %esp,%ebp task struct
8: c10583e3: push  tebx Line: 6) [struct task struct ~group leader] @
4: c10583e4: sub $0x14,%esp (Line: 6) = group X
// Accessing Global Variable: struct task_strut current_task struct
5: c10583e7: mov___ %fs:0xcl7f34cc,%ebx link pids[3] ST ) T 0x23c
cl0583ea: R_386_32 current_task (Line: 7)
// Accessing struct task_struct: current_task->group_leader
6: c10583fe: mov 0x220(%ebx) , %eax
- - - N truct pid
// Accessing struct pi current_task->group_leader->pids[0]->pid s = -
7: c1058404: mov  Ox23c(%eax),%heax =T nedyInEuEvel x4
8: cl05840a: call 1065660 <pid_vnr> struct upid numbers[1] xic
9: c105840f: add  $0x14,%esp T
struct upid [ oz 007 [ oxo

[
(@ (b)
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(o] Jelele]

Insight: Can We Combine Offline and Online?

Security VM c Untrusted VM Isnod  ps netstat
o c
Runime B @ = 0000 — €9€
,,,,,,,,,,,
Introspection S User.
Program
Y /'I/ ] T
|
u
£ Kernel m ProductvM

VM-Space Traveler

@ Training — offline
@ Binary code translation

@ Taint analysis —online

@ Data redirection
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(o] Jelele]

Insight: Can We Combine Offline and Online?

Untrusted VM

()
" O 00009 € oe
y J.

Security VM

Runtime

Introspection
Program

‘‘‘‘‘‘‘‘‘‘‘‘

(1]

rrrrrrrrrrrr

]
/I/

m4-»% ZO =<7vON

Kernel SeweM produvM
VM-Space Traveler

@ Training — offline
@ Binary code translation

@ Taint analysis —online

@ Data redirection

@ Decouple the taint analysis

@ Combine online and offline with a fallback (much like an
OS page fault mechanism) and memoization
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Hybrid-Bridge: Architecture Overview

HYBRID-BRIDGE
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00e00

Hybrid-Bridge: Architecture Overview

FAST-BRIDGE
R Memory Snapshot
Inspection Apps —
2| e
2|#° lsmod  ps o __SVWELN
2
2
E Trusted OS (3 Untrusted OS Q
\ Onlmg Data
nstruction Redirection
Patching
KVM

HYBRID-BRIDGE
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00e00

Hybrid-Bridge: Architecture Overview

FAST-BRIDGE

R Memory Snapshot
Inspection Apps

® o AN
4 Ismod pS e | | Arem MysdLly

Trusted VM

Trusted OS (3 Untrusted OS Q

Online Data c j
Instruction See ”‘m o
Patching Redirection w [ NRiO

()
KVM

HYBRID-BRIDGE
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Hybrid-Bridge: Architecture Overview

FAST-BRIDGE
R Memory Snapshot
Inspection Apps
2| e ™
1>3 4 Ismod DSy W gsac
3]
2
E Trusted OS (3 Untrusted OS Q
Online c
= Data
rstruction Redirection Ei, RIO
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KVM
FALLBACK
8 @ Command Log
Training
Memoization
@ Snapshot

HYBRID-BRIDGE
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00e00

Hybrid-Bridge: Architecture Overview

SLOW-BRIDGE

FAST-BRIDGE
R Memory Snapshot R Memory Snapshot
__2. Inspection Apps Inspection Apps
® . i 2| e N,
2 |#-  Ismod ps ... s 2|#~ Ismod psS e | | W (g sals
o 3]
-] ’ ] ;
2 Trusted OS & Untrusted OS (} E Trusted OS (3 Untrusted OS Q
Taint Data c Culilis Data S
. T o i o
Tracking Redirection m RIO “I:’Sattr:rfi:gn Redirection w [ NRIO
QEMU ® KVM
x Snapshot
! FALLBACK
H L
I
'
H @ SLOW-BRIDGE Starts 8 @ Command Log
Training
3 Memoization
@ Kernel Inspection Command @ Snapshot

HYBRID-BRIDGE
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00e00

Hybrid-Bridge: Architecture Overview

@ Kernel Inspection Command

@ Snapshot

SLOW-BRIDGE FAST-BRIDGE
R Memory Snapshot R Memory Snapshot
=" Inspection Apps Inspection Apps
0 T 2| »

> s Ismod ps ... _— st 2|2~ lsmod  ps bo VNN
o 2
-] ’ ] ;
g Trusted OS & Untrusted OS (} E Trusted OS (3 Untrusted OS Q

Taint Data © Culilis Data S ng

. Y o i
Tracking Redirection m RIO Igsat::ffi:gn Redirection RIO
QEMU KVM

T 'y Snapshot

| ! FALLBACK

I

' E @ Meta-Data H

i 1

i 1 (3 sLow-BRIDGE Starts 8 (2 command Log

! @)sLow-BRIDGE Finishes Training
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[e]e] le]e}

Hybrid-Bridge: Architecture Overview

SLOW-BRIDGE FAST-BRIDGE
R Memory Snapshot R Memory Snapshot
__E. Inspection Apps Inspection Apps
® N, 2| »
2 |#- Ismod ps ... ~mmmE MySAL 2|# Ismod  ps 2 vysac
i 2
1] . 3
2 Trusted OS [} Untrusted OS Q E Trusted OS Q Untrusted OS Q
Taint Data 3 Omine Data S
Tracking Redirection m RIO Ir;sttruhc_tlon Redirection RIO
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QEMU KVM
T x Snapshot ¥
i H FALLBACK i
! 1
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H 1
1 ® sLow-Bripce starts 8 (@) command Log ;
I ivintobdbubhbuyteklivkun o
! @ sLow-BRIDGE Finishes Training (8 FAST-BRIDGE Resumes |
"""""""""""""""""""" > Memoization - Uit
@ Kernel Inspection Command @ Snapshot

HYBRID-BRIDGE
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00080

Fast-Bridge

Memory Snapshot
Inspection Apps

o
IO

Ismod ps aracqMySaL:

Kernel Code II

Trusted OS & Untrusted OS q_(

Online Instructi Data Redirection
n |r;e tnﬁ_ruc 1on (Virtual to Physical
atcing Address Translation)

Trusted VM

KVM

Kernel Data Redirection

@ Static Kernel Binary Rewriting (hard)
@ Dynamic Kernel Binary Instrumentation (slow)
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0000e

Data Redirection in KVM via Instruction Patching

Original

Code Page

<sys_getpid>:
<task_tgid_vnr>:

c10583e0: push %ebp

c10583el: mov %esp, %ebp

c10583e3: push Y%ebx

c10583e4: sub $0x14,%esp

c10583e7: mov %fs:0xcl7f34cc,%ebx
c10583ea: R _386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax

c1058404: mov 0x23c(%eax) ,%eax

c105840a: call €1065660

<pid_vnr>

c105840f: add $0x14,%esp
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Data Redirection in KVM via In

Original Non-Redirectable Redirectable
Code Page Code Page Code Page

<sys_getpid>:
<task_tgid_vnr>:

c10583e0: push %ebp push %ebp int 3

c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp

c10583e3: push  %ebx push  %ebx int 3

c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp

€10583e7: mov %fs:0xcl7f34cc,%ebx | int 3 mov %Fs:0xcl7f34cc, %ebx
c10583ea: R _386_32 current_task c10583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax
c1058404: mov 0x23c(%eax) ,%eax

c105840a: call 1065660 call c1065660 <pid_vnr> int 3
<pid_vnr>

c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp

mov 0x220(%ebx) , %eax

mov 0x23c(%eax) ,%eax
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Data Redirection in KVM via In

Original Non-Redirectable Redirectable
Code Page Code Page Code Page

<sys_getpid>:
<task_tgid_vnr>:

c10583e0: push %ebp push %ebp int 3

c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp

c10583e3: push  %ebx push  %ebx int 3

c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp

€10583e7: mov %fs:0xcl7f34cc,%ebx | int 3 mov %Fs:0xcl7f34cc, %ebx
c10583ea: R _386_32 current_task c10583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax
c1058404: mov 0x23c(%eax) ,%eax

c105840a: call 1065660 call c1065660 <pid_vnr> int 3
<pid_vnr>

c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp

mov 0x220(%ebx) , %eax

mov 0x23c(%eax) ,%eax
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Data Redirection in KVM via In

Original Non-Redirectable Redirectable
Code Page Code Page Code Page

<sys_getpid>:
<task_tgid_vnr>:

c10583e0: push %ebp push %ebp int 3

c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp

c10583e3: push  %ebx push  %ebx int 3

c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp

€10583e7: mov %fs:0xcl7f34cc,%ebx | int 3 [Wiexit_» mov %Fs:0xcl7f34cc, %ebx
c10583ea: R _386_32 current_task c10583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax
c1058404: mov 0x23c(%eax) ,%eax

c105840a: call 1065660 call c1065660 <pid_vnr> int 3
<pid_vnr>

c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp

mov 0x220(%ebx) , %eax

mov 0x23c(%eax) ,%eax
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Data Redirection in KVM via In

Original Non-Redirectable Redirectable
Code Page Code Page Code Page

<sys_getpid>:
<task_tgid_vnr>:

c10583e0: push %ebp push %ebp int 3

c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp

c10583e3: push  %ebx push  %ebx int 3

c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp

c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 VNexit mov %Fs:0xcl7f34cc,%ebx
c10583ea: R _386_32 current_task ~ c10583ea: R_386_32 current_task
c10583fe: mov 0x220(%ebx) ,%eax mov 0x220(%ebx) , %eax
c1058404: mov 0x23c(%eax) ,%eax int 3 mov 0x23c(%eax) ,%eax
c105840a: call  c1065660 call  ¢1065660 <pid_vnr> | int 3

<pid_vnr>
c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp
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Data Redirection in KVM via In

Original Non-Redirectable Redirectable
Code Page Code Page Code Page

<sys_getpid>:
<task_tgid_vnr>:

c10583e0: push %ebp push %ebp int 3

c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp

c10583e3: push  %ebx push  %ebx int 3

c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp

c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 VNexit mov %Fs:0xcl7f34cc,%ebx
c10583ea: R _386_32 current_task ~ c10583ea: R_386_32 current_task
c10583fe: mov 0x220(%ebx) ,%eax mov 0x220(%ebx) , %eax
c1058404: mov 0x23c(%eax) ,%eax mov 0x23c(%eax) ,%eax

c105840a: call €1065660 call c1065660 <pig_vnr> int 3
<pid_vnr> VNexit

c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp
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Original Non-Redirectable Redirectable
Code Page Code Page Code Page
<sys_getpid>:
<task_tgid_vnr>: _
c10583e0: push %ebp push %ebp int 3
c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp
€10583e3: push  %ebx push  %ebx int 3
c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp
c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 VMexit mov %Fs:0xcl7f34cc,%ebx

cl0583ea: R _386_32  current_task

cl0583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax mov 0x220(%ebx) , %eax
c1058404: mov 0x23c(%eax) ,%eax mov 0x23c(%eax) ,%eax
c105840a: call  c1065660 €1065660 <piﬁ_vnr> int 3

<pid_vnr> VNexit

c105840f: add $0x14,%esp add $0x14,%esp ll add $0x14,%esp
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0@00

Fast-Bridge Speedup Compared to VMST

App. HYBRID-BRIDGE Speedup
Name #VMEXxit FAST-BRIDGE vs. VMST
getpid 2 84.60X
gettime 4 78.40X
hostname 10 97.60X
uname 10 77.80X
arp 1852 7.86X
uptime 1892 49.25X
free 3927 36.88X
Ismod 11875 21.54X
netstat 23165 13.59X
vmstat 86578 20.13X
jostat 97390 19.35X
dmesg 11663 29.22X
mpstat 124525 10.68X
ps 418124 13.76X
pidstat 490713 13.53X

Speedup (times)
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[e]e] o]

FAST-BRIDGE vs. VIRTUOSO

’\f;rgé Description #C(?RGTEE;: FAST-BRIDGE (sec.) FASJIETT;(;E vs.
gettime Tells current time of system 482 0.005 4.60X
getpid Shows pid of current process 516 0.005 4.80X
tinyps A compact version of PS 140843 0.064 23.45X
getprocname | Displays current Process Name 294797 0.132 20.57X
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[e]e]e] ]

How often does it fall back to SLOW-BRIDGE

14 =+-pidstat —8=ps —s—mpstat
==dmesg -=jiostat -~e-vmstat

12 —=netstat —e—1smod free
—+—uptime -l-arp hostname

10 uname —*-gettime -®-getpid
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Approach-II: Redirect System call Execution

In-VM getpid Program

1 #include <stdio.h> 1 execve('./getpid”,..) =0
2 #include <unistd.h> 2 brk(0) = 0x83b8000
3 3 access(''/etc/ld.so.nohwcap™,.) = -1
4 int mainQ)

5 { 23 getpidQ = 13849
6 printf('pid=%d\n",getpid()); oo

7 return 0; 26 write(l, "pid=13849\n", 10) = 10

8 } 27 exit_group(0) =2
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000

Approach-II: Redirect System call Execution

In-VM getpid Program

1 #include <stdio.h> 1 execve('./getpid”,..) =0
2 #include <unistd.h> 2 brk(0) = 0x83b8000
3 3 access(''/etc/ld.so.nohwcap™,.) = -1
4 int mainQ)

5 { 23 getpidQ = 13849
6 printf('pid=%d\n",getpid()); oo

7 return 0; 26 write(l, "pid=13849\n", 10) = 10

8 } 27 exit_group(0) =2

@ System call is the only interface to request OS service.

@ Pushing the execution of getpid system call from SVM to
GVM.




Zoom-in Binary Code Analysis Approach
(o] le}

Approach-Il: Design & Implementation

——> Data User Space
- == Control m
2 My sal

\
\

q

\

Kernel Space

T
\
Helper Process
Creator

KVM

Host OS Guest VM (GVM)

Kernel Space

Hardware Layer




Zoom-in Binary Code Analysis Approach
(o] le}
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Approach-Il: Design & Implementation
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Approach-Il: Design & Implementation
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[e]e] ]

mance Impact: HyperShell

Process S B(ms) D(ms) T(X) date X 011 0.12 109 mkdir [ v 0.10 0.19 1.90
ps X 133 542 4.08 w X 095 6.62 697 mkfifo | v 0.10 0.19 1.90
pidstat X 195 7.56  3.88 hostname v 004 0.06  1.50 mknod | v 0.10 0.19 1.90
nice v 007 0.11 1.57 groups Vo021 0.62 295 mv v 015 0.31 2.07
getpid v 001 002 200 hostid v 016 0.56  3.50 m v 008 0.15 1.88
mpstat X 029 0.66 228 locale v 0.09 0.17 1.89 od v o012 035 292
pstree X 0.69 6.03 8.74 getconf v 0.09 0.34 3.78 cat v 007 0.18 2.57
chrt v 011 0.16 145 |[ System Utils [ S B(ms) D(ms) T(X) link v 007 0.13 1.86
renice v 011 0.18 1.64 uptime X 007 0.47 6.71 comm v 008 0.22 2.75
top X 50492 510.85 1.01 sysctl v 85 4272 5.03 shred X 072 0.92 1.28
nproc v 0.07 0.26 3.71 arch v 007 0.11 1.57 truncate | v’ 0.07 0.26 371
sleep Vo127 1.28 1.01 dmesg v 038 0.51 1.34 head v 007 0.15 214
perep v 089 472 530 Iscpu v 026 121 465 vdir v 063 395 6.27
pkill v 087 433 498 mcookie X 029 049 169 nl v 008 0.17 213
snice v 017 0.65 3.82 || Disk/Devices | S B(ms) D(ms) T(X) tail v 0.08 0.20 2.50
echo v 007 0.09 1.29 blkid v 014 0.61 436 namei | v 0.07 0.13 1.86
pwdx v 005 0.07 1.40 badblocks | v 0.35 044 126 whereis | v/ 2.05 486 237
pmap v 016 036 225 Ispci v 3140 3652 116 stat Vo027 078 289
kill v 001 0.04  4.00 iostat v 045 1.04 231 readlink | v/ 0.07 0.12 171
killall v 062 3.03 489 du v o011 0.53 482 unlink | v 0.07 0.13 1.86
Memory S B(ms) D(ms) T(X) df v 016 035 219 cut v 008 0.17 213
free X 004 0.08  2.00 Filesystem | S B(ms) D(ms) T(X) dir v 007 020 286
vmstat X 019 0.33 1.74 sync v 807 6.53 0.8l mktemp | v 0.09 0.18  2.00
slabtop X 022 0.36 1.64 getcap v 004 008 200 rmdir | v 0.07 0.13 1.86
Modules S B(ms) D(ms) T(X) Isof v 331 6.12 185 ptx v o012 045 375
rmmod v 051 3.14 616 pwd v 007 0.11 1.57 chcon | v 0.06 0.12  2.00
modinfo v o048 1.54 3.21 Files S B(ms) D(ms) T(X) || Network | S B(ms) D(ms) T(X)
Ismod v 010 0.17 1.70 chgrp v 019 047 247 ifconfig | X 0.32 1.15 3.59
Environment | S B(ms) D(ms) T1(X) chmod v 007 0.14  2.00 ip v 010 020  2.00
who v o014 072 514 chown v 019 047 247 route v 13865 15032 1.08
env v 007 0.11 1.57 cp v o011 027 245 || ipmaddr | v 0.13 034 262
printenv v 007 0.1 1.43 uniq v 0.09 0.35  3.89 || iptunnel | ' 0.09 029 322
whoami v o019 045 237 file v 087 172 198 nameif | v/ 0.10 0.21 2.10
stty v 011 046 418 find v 020 058 290 netstat | X 0.25 0.37 1.48
users v o009 053 589 grep v 035 2.14  6.11 arp v 014 0.24 171
uname v 009 0.11 1.22 In v 008 0.14 175 ping X 1502 18.2 1.21
id v 026 085 327 Is v 014 027 193 Avg. - 127 845 273
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Comparison with the most related work
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Two Approaches to bridging the semantic gap

S netstat kill apache mysql firefox
- % ~
user

Q> iV e

User Space User Space

Kernel Space Kernel Space

Secure VM (SVM) Guest VM (GVM)
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[ ]

Two Approaches to bridging the semantic gap

ps netstat kill p apache mysql firefox
( / N & C stac
P
UserSpace Userspace ]
Kernel Space Kernel Space
Secure VM (SVM) Guest VM (GVM)

Reusing (legacy) binary code with a trusted secure VM to
intropsect the running guest VM.

@ Redirect kernel data [SP’12, VEE'13, NDSS’14] —
Fine-grained, slower performance

@ Redirect system call execution [USENIX ATC’'14] — More
practical, fast performance
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For Cloud Developers: No Gap, Everything is Native

i apache mysql firefox [——rp |
" ps ne/tstat kill p \ P /y q /
@ 000
User Space User Space -
Kernel Space 7 Kernel Space
Secure VM (SVM) Guest VM (GVM)

In-VM getpid Program

1 #include <stdio.h>

2 #include <unistd.h> ~—

3 Introspection F:I‘;T\:H;QB

4 int main() .
5 { “\ Product-VM Semantic Gap
6 printf('pid=%d\n*,getpid());

7 return O;

8
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