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Industrial Information and Control Systems

Research

Focus is on developing theories, methods and prototypes in order to
contribute to the development of cost-effective and resilient industrial IT-

systems

In particular for electric power utilities - the department has ever since its start
in 1989 had a close cooperation with the power industry.

Research groups
— Power System Mamagment with related Information Exchange

— Information and Control Systems Architecture
—  Cyber Security
— Technology Management

Size
approximately 30 people out of which 5 faculty




Cyber Security @
Industrial Information and Control Systems

Research areas

«  Security analysis of enterprise-level information systems architectures (user/customer-
side system architectures)

* In particular for power utilites (i.e. SCADA and substation automation systems, and smart
grid architectures)

« Information Security Managment (security governance and organization)

Methodolodigal approach

« Information systems architecture modelling
«  Attack/defense graphs
«  Probabilistic analyses

People
« 3 faculty, 3 PhD students (1 industry),1 post doc (upstarting) +1, 1 programmer
Projects/financing

« EUFP7: SEGRID (smart power grid cyber security)

« EU ERA-NET: SALVAGE (smart low-voltage power grid cyber security)

«  Swedish Centre for Smart Grids and Energy Storage

«  Swedish National Grid/ Swedish Defence Research Agency

*  European Institute of Innvation and Technology / InnoEnergy (comersialization)
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Cyber security managment is difficult!

Interconnected
Complex architecture and data flow
Many vendors (incl. off-the-shelf components)

Is my control
system secure
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Any vulnerabilities? And where are they?
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In practice, cyber security management and
design has limited resources

Should | spend my budget on:
a training program for my staff,
logging functionality,
or network scanning?




Cyber Security Modeling Language
(CySeMolL) in summary

An “IT Auto-CAD Tool”

- User draws maps of IT architecture components/assets
and their connections (current or future).

- Tool provides a “heat map” of how secure or vulnerable
different parts of an IT architecture are towards cyber
attacks

- The tool simulates hacker attacks and assesses risks in
architecture components/assets through combining user
input on system properties with built-in security expertise.
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CySeMolL screen shot — attack success

s Green — low probability
Yellow — medium probability

<<OperatingSystem> >

<<ApplicationServer>>
P GEHRRECE ——Operates=| Attacker system

Malicious web server

l [ agm
2o Red — high probability
<<NetworkZone>>
Internet
UntrustedZone
<<NetworkInterface>>| . <<Firewall>>
Internet/DMZ —Firewall=;iarnet DMZ firewall
Server
TrustedZone
<<NetworkZone> >,
Internet DMZ
P ARG ertietlonMechan <<SoftwareProduct>>|
<<Passwor: uthenticationMechanism> >| Windows XP SP3
UntrustedZone Password management
Protocol
N
<<Dataflow> >| <<NetworkInterface>>| <<Firewall>>
eb browsing Allows DMZ/Office FFirewall= et firewall CredentialsAuthenticationtialsAuthentication OSProduct
TrustedZone <<AccessControlPoint>>| <<AccessControlPoint>> | OSA <<OperatingSystem> >/
Clientf Interface office system Interface isolated system| ceess Isolated system
ientflow -
<<NetworkZone>> i . .
Office ServerAcCredentials Credentialsy|s Credentialsa|s Credentials
oG] <<PasswordAccount>> <<PasswordAccount>> <<PasswordAccount>>
\ e Expl 7 Admin account 1 Admin account 2 Engineer account
nternet Explorer OSAccess ‘ \ ‘
Zone HasAccount HasAccount HasAccount

ClientProduct Client

<<Person>> <<Person>>
Kolle Glenn

<<Person>>
Ada

<<SoftwareProduct>>

<<OperatingSystem> >|
Windows Vista P2 (xg6)f OSProduct=

Office system

Training Training Training
. \ . . SocialZone
ClientProductServerPicjjon™ ServerProduct Terminal <<SecurityAwarenessProgram> >
SocialZone Security training

<<ApplicationClient>>|
Office VPN client

<<ApplicationServer>>
SMB

<<ApplicationServer> >
RDP Office

<<SocialZone>>
Office social zone|



<<OperatingSystem> >
Attacker system

stk

Wnnmatwareinstatied

CySeMoL screen shot -

HostFirewall
IstaticARPTables
USBAutoRunDYsabled ™ 1
[ARPSpoof
Access I~ <<NetworkZone>> I n I
‘Zone, Internet
accessThrovghur
Operates  [ExecuteArbitraryCode
web server |ExecuteMaliciousPayload
HasAlPatches rindexplon
. . . . .
e visualized |nd|V|duaIIy)
<<Networkinterface>>]
<<Firewall>>
Findxploit Internet/DMZ Bnternet DMZ firewal
[loodDOS Functioning
(arspoct Rutesetknown
{oeniniorseryi
Tms!!ldlone
<<NetworkZone>>
Internet
Server IONSSpoof
Ioos
lONSSec
|Portsecurin
UntrustedZone
<<Protocol>> — <<SoftwareProduct>>
<<Networkinterface>>]
owz/oftce S PR Ao
= oo e raet el VelopExpIoitFarPubLCPaTc inerabifity
Pr U ? P R o ForPublicUny rabi
CrypeographicObluscation ST [ARPSpoot Functioning zm;wixoz: «; patchableVuinerability
Ereshnessindicator ProduceRequest DenialOfSenvice velopZeroDayExploit
FindPublicExploitforPublicPatchableVulnerability
Replay
Yr““'I"Z”" FindPublicPatchableVulnerability
RS FindPublicUnpatchable Vidlnerability
Clientflow Office
[oWSSpool Binarysecret
loos HasBeenscrutinized
HasNoPatchableVulnerability
HasNoUnpatchableVislnerability
ONSSec UmprovedWithStaticCodeAnalysis
portsecurs iSourceCodeSecret
<<PasswordAuthenticationMechanisms>]
Password
Zone (ExtractpasswordRepository OsProduct
BackofiTechnique
ClientProduct Client (DefaultPasswordsRemoved
IFunctioning
. <<Operat m>> r
<<SoftwareProduct>> o:m::m?; HashedRepository <<OperatingSystem>>
Windows Vista SP2 (x86) ST [MashedRepositorySalted Asu‘m“&
DevelopExploitrorPublicPatchableVulnerability [ ee—— hecker e
DevelopExploitforPublictinpatchableVulnerability o v —
ot pece — ExecutableSpaceProtection
DevelopZeroDayExploit e —
FindPublicExploitForPublicPatchableValnerability e c HasAilPatches
S WostFirewall
[staticARPTables
FindPublicPatchableVislnerability T IstaticARPTables
SProduct: MKM"‘ WSBAutoRunDYsabled
k — TV o ARPSpo0
OSAccess <AccessControlPoint. | osacess ”
[narySecret - Interface isolated system| cess
HasBeenScrutinized InccassThroushin [Bypass WccessThroughPortablemedia
HasNoPatchableVulnerability — terface Waccess Throughurt
DenialOfService
HasNoUnpatchableVulnerability
e ExecuteArbitraryCode . . ExecuteArbitraryCode
ImprovedWithStati \nalysis rverAccesCredentials  Credentials)q CredentialsVs  Credentials
‘SourceCodeSecret s edentials) entials’ ExecuteMaliciousPayload
{FindExploit
5] < 5]
Admin account 1 Admin account 2 Engineer account
5Ci G [GuessCredentalsofine |
Operates GuessCr vessCr
ClientProduct rPr ‘redentials
ServerPIopt Serverproduct Terminal -
HasAccount HasAccount HasAccount
[<<ApplicationClient>>]
ROP Office f

<<Person>>]
Ada

Training Training

= = l
% % SocialZone

(ConnectTo. ConnectTo. , SocialZone
/

xecuteArbitraryCode

SecurityAwarenessPrograms>]
Security training
ond




The underlying magic:
Attack / defense graphs
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Bayesian networks
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Bayesian networks
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Attacks and defenses — relation to assets
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Studies/topics covered by CySeMoL

Attacks/malicious activities:

« Zero-day discovery

 Memory corruption exploitation

« Web application exploitation (XSS, RFI, SQLi, Command
injection)

« Social engineering

« Code injection using removable media

« Password guessing (online/offline)

» Denial of service

* Man-in-the-middle

« Discovery of unknown entry-points

Includes 59 attack steps




Studies/topics covered by CySeMoL

Defenses
* Network intrusion detection systems
— Both detection and prevention-based
* Host intrusion detection systems
« Web application firewalls
* Anti-malware
 Firewalls
* Security training
* Encryption
« Software development best practice methods
« Network management (e.g., scanning, USB policy, etc)

Includes 58 defense types




Studies/topics covered by CySeMoL

Assets

* IT services

« Software components

« Operating systems

« Communication networks

 Users

« User accounts
« Data flow
 Protocols

23 asset types, 51 system relations types
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Areas for collaboration / exchange

Attack graphs, attack graphs, attack graphs...
* Refine attacks

« Expand attacks in “novel” areas

« Specialize for smart grids

« Automatic modeling / data collection
« Automatic design

In an academic setting or in a start-up company



Thank you for listening

Contact me!
mathias.ekstedt@ics.kth.se

More info
www.ics.kth.se/cysemol



