The Rise of Social Bots



Overview ol the impact of bots

“ The strange case of lajello
* The path to botometer
* The impact of bots on disinformation diffusion

“ Case study: the interplay between bots and low quality information diffusion
in the italian debate on immigration on twitter



T'he strange case of Lajello




Analyzing social network with a bot
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Analyzing social network with a bot

“ Anobii was a social
networks for book lovers
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* The bot “Lajello” used to
silently navigate Anobii
twice a month for one year

‘_:I RSS feeds: subscribe to Lajello's shelf
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Analyzing social network with a bot

Anobii was a social
networks for book lovers

Scraping users’ profiles
from the Web was admitted

Users’ libraries and their
links were collected
periodically

The bot “Lajello” used to
silently navigate Anobii

twice a month for one year

* homophily by selection

and by influence analysed
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Application: a link recommendation algorithm

* A link recommendation algorithm based on prediction of profile similarities was proposed
and tested

* Results showed an improvement w.r.t. the baselines
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What happened to Lajello?

Lajello, incidentally, became the second most popular user in Anobii in terms of messages
from distinct users
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Exploitung Lajello popularity

“ Lajello started to introduce users to each other
according our link recommendation algorithm

“ First result: users acceptance of the
recommendation skyrocketed if they
previously wrote in Lajello’s wall
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LM Aiello, M. Deplano, R Schifanella, G Ruffo, People are Stran%e when you’re a Stranger: Impact and Influence of Bots on Social
Networks, in Proc. of the 6th Intern. AAAI Conf. on Weblogs and Social Media (ICWSM’12), Dublin, Ireland, 2012
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Incidentally, we created an “egg war”™

» After our initial experiment, Lajello remained silent for one year and then he
“talked”. The recommendations changed the net structure and lajello account was
banned after 24 hours. This ignited a “war”

» Two polarized opinions emerged: Anobii users created immediately two thematic
groups: “the (not requested) suggestions of Lajello” and “Hands-off Lajello”

* A large portion of users that were contacted by Lajello joined to one of these groups

» We observed a strong interplay between the existing relationships in the social
network and the opinion that emerged from the users at the end of the links: “echo
chamber” effect?



Social polarization and emotional reaction

‘ blu dots are lajello haters

“ links are existing
‘ ‘ social connections

or direct messages

“ (graph is directed)

bigger dots are
users with more links

’ red dots are lajello supporters

Social Network Communication Network

Automatic network-based community detection algorithm (OSLOM) accurately
finds clusters (80% - Social network, 72% - Communication network), confirming
a signal of segregation between the two groups before link recommendations



LAJELLO... HAI STUFATO..NON SE NE PUQ’ PIL', . STA ATTENTO/A CHE SONO ahahahhahahaha tu sei un genioll!ll sei davvero un geniol!!

CAPACE DI ASSOLDARE UN HACKER PER VEDERE CHI SEI.E PO" SONO C,, . TUOI

farti visitare 2 a farti scrivere pur non avendo libril!! ti adoro sei

T'r{_ settimane f.1 ﬁ . .
~ grandissimo :P
Aug 13, 2010
un grande,
chi sel? continua cosi. Grazie delle visite, si vede che ti sto simpatica....
P.S: propongo di aprire un gruppo the Lajellos fans...
o

2 giomi fz =

chapeau!!

gia che mi ritrovo qui mi faccio pubblicita! Venite a vedere la mia libreria e |a
piu bella -del mondo-, (I'ultima parte andava sottolineata..)

ahahahaahah tu seil un genio!!

Le tue visite cominciano ad essere inquietant....

Grazie Lajello, mi sono divertita un sacco a leggere | commenti
degl altri anobiani. Sembra un esperimento di psicologia
sociale, se non ti dispiace ti aggiungo come vicino! e resisti
eh...non pubblicare un libro! ;)
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| .essons learned and observations
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Handle experiments in social media canto sLenino. [N
with care :) Lo strano caso Lajello

n Lajello compare in rete in una fredda mattina di fine 20049, su aNobii, il social
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existing network structure How a S|mp|e Spambot
Became the Second
Most Powerful Member

of an Italian Social
What if the real identity and Network

... also the structure changed after our
experiment was run!

mOtivatiOnS Of s aj eHO were f act- The surprising story of how an experiment to automate the
creation of popularity and influence became successful beyond
checked? all expectation

by Emerging Technology from the arXiv Aug 5,2014




