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Security APIs

Security Primitives
APIs

Security Controls
APIs

Watermarking

Information Hiding

Steganography

Cryptography

Algorithms/
Schemes

Ciphers,
Hash Functions,
MACs, PRNGs, Protocols

Challenge/Response,
Zero-Knowledge, ...

Key Management
Generation, Agreement,
Transport, Renewal, ...

Formats
XML-Security,
CMS, JOSE, ...

Hardware
PC/SC, ...

Basic Security Services
Confidentiality, Integrity, Authenticity, Non-repudiation

Concrete Security Measures
User Login, Secure File Transfer

Filtering
Whitelisting, Blacklisting,
Escaping, Sanitisation, ...

TrustAccess
Control

AuthN
Password, PIN,

Multifactor,
OpenID Connect, ...

AuthZ
ACL, Roles,
Attributes,
OAuth, ...

Long-term
Signature

Copy
ProtectionIdentity

Management
Username, PKI, ...

Secure Storage
Data, Credentials, ...

Secure
Communication

TLS, ...

Security Session
Management

Secure
Messaging

Signal, ...

Is a composite of

low Level of Abstraction high

Classification

Quelle: L. Lo Iacono und P. L. Gorski (2017). „I Do and I Understand. Not Yet True for Security APIs. So Sad.“ In: 
The 2nd European Workshop on Usable Security, EuroUSEC ´17, Paris, France.
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Incorrect Use of Cryptographic APIs
Hard-to-use cryptographic APIs increase the likelihood 
of software vulnerabilities.

Y. Acar, M. Backes, S. Fahl, S. Garnkel, D. Kim, M. L. Mazurek, and C. Stransky. 
Comparing the usability of cryptographic APIs. 
In 2017 IEEE Symposium on Security and Privacy (SP), pages 154 - 171, 2017.

A. Naiakshina, A. Danilova, C. Tiefenau, M. Herzog, S. Dechand, and M. Smith. 
Why do developers get password storage wrong?: A qualitative usability study. 
In Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security, CCS '17. ACM, 2017.

S. Nadi, S. Kr�uger, M. Mezini, and E. Bodden.
Jumping Through Hoops": Why do Java Developers Struggle With Cryptography APIs? 
In Proceedings of the 37th International Conference on Software Engineering (ICSE 2016), 2016.
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Cryptography.io Documentation

Source: https://cryptography.io/en/latest/hazmat/primitives/
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Security APIs vs Cryptographic APIs

Source: L. Lo Iacono und P. L. Gorski (2017). „I Do and I Understand. Not Yet True for Security APIs. So Sad.“ In: 
The 2nd European Workshop on Usable Security, EuroUSEC ´17, Paris, France.
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PyCrypto Documentation

Source: https://www.dlitz.net/software/pycrypto/api/current/Crypto.Cipher.ARC4-module.html
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Incorrect Use of Cryptographic APIs
- ’’Real-world Android developers use Stack Overflow (and 

other  Q&A communities) as a major resource for solving 

programming problems, including security- and privacy 

relevant problems’’

- Important Factor: Degree of instantly understandable and

actionable support (e.g. instructions, guidelines)

Y. Acar, M. Backes, S. Fahl, D. Kim, M. L. Mazurek, and C. Stransky. 
You get where you're looking for: The impact of information sources on code security. 
In 2016 IEEE Symposium on Security and Privacy (SP), pages 289 - 305, May 2016.
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Why do developers make mistakes when storing passwords?

Source: A. Naiakshina, A. Danilova, C. Tiefenau, M. Herzog, S. Dechand, and M. Smith: Why 
Do Developers Get Password Storage Wrong? A Qualitative Usability Study, ACM CCS 2017

§ Developers think about functionality first and security second.
§ Requiring security can make a difference.
§ Standards and recommendations are important.
§ Opt-out rather than opt-in security.
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Programming Task

Source: Peter Leo Gorski, Luigi Lo Iacono, Stephan Wiefling und Sebastian Möller, 
„Warn if Secure or How to Deal with Security by Default in Software Development?“, 
12th International Symposium on Human Aspects of Information Security and Assurance (HAISA), 2018

Bildquelle: https://www.google.de/maps
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CSP Violation Messages / Warnings

Source: Peter Leo Gorski, Luigi Lo Iacono, Stephan Wiefling und Sebastian Möller, 
„Warn if Secure or How to Deal with Security by Default in Software Development?“, 
12th International Symposium on Human Aspects of Information Security and Assurance (HAISA), 2018
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Developers Deserve Security Warnings, Too
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Total Time CSP Browser Mean Median 60 min

No Chrome 16 min 9.9 min 0/10

Yes Chrome 56.6 min 60 min 7/10

Mann-Whitney U test; U=0; p<0.001

Participants trying to solve the task in the Chrome group being confronted with CSPs 
needed significantly more time than participants in the Control condition 

Source: Peter Leo Gorski, Luigi Lo Iacono, Stephan Wiefling und Sebastian Möller, 
„Warn if Secure or How to Deal with Security by Default in Software Development?“, 
12th International Symposium on Human Aspects of Information Security and Assurance (HAISA), 2018
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“Always the same error 
message, I’ve no idea 
what I can do with it”

“An error is displayed”

“Honestly, I have no idea 
why the map isn’t displayed. 
The messages do not really 
explain that. It can’t be so 

difficult.” 

What triggers the message and what is the reason?
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Source: Peter Leo Gorski, Luigi Lo Iacono, Stephan Wiefling und Sebastian Möller, 
„Warn if Secure or How to Deal with Security by Default in Software Development?“, 
12th International Symposium on Human Aspects of Information Security and Assurance (HAISA), 2018
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DevOps

Here's a fab idea: Get crypto libs to
warn devs when they screw up
Security is a process that requires hitting people
over the head with their errors

17    SHARE 

Building warnings into crypto libraries that alert developers to unsafe

coding practices turns out to be an effective way to improve the security

of applications.

At the USENIX Symposium on Usable Privacy and Security (SOUPS)

2018 this week, a group of researchers from several universities in

Germany reported findings to this effect.

Log in   Sign up   Forums

By Thomas Claburn in San Francisco 14 Aug 2018 at 20:06

▼

We use cookies to improve performance, for analytics and for advertising. You can manage your preferences at any
time by visiting our cookie policy. 
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Source: The Register 
https://www.theregister.co.uk/2018/08/1
4/developers_crypto_training/
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Integrated Design Approach for Security Recommendations

Source: Peter Leo Gorski, Luigi Lo Iacono, Dominik Wermke, Christian Stransky, Sebastian Möller, Yasemin Acar and Sascha 
Fahl „Developers Deserve Security Warnings, Too: On the Effect of Integrated Security Advice on Cryptographic API Misuse“, 
Fourteenth Symposium on Usable Privacy and Security (SOUPS 2018)
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Results for Security

- 26.9% secure solutions in the PyCrypto condition
- 50.7% secure solutions in the PyCrypto patch condition

Source: Peter Leo Gorski, Luigi Lo Iacono, Dominik Wermke, Christian Stransky, Sebastian Möller, Yasemin Acar and Sascha 
Fahl „Developers Deserve Security Warnings, Too: On the Effect of Integrated Security Advice on Cryptographic API Misuse“, 
Fourteenth Symposium on Usable Privacy and Security (SOUPS 2018)
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GUIDANCE
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Principles

Guidelines

Patterns

Abstraction

Principles are general rules to be followed when 
designing systems.

Guidelines describe how principles can be 
implemented.

Patterns are proven solutions to 
recurring problems that occur in 
system development.

low

high

Seite 64

Source: L. Lo Iacono, M. Smith, E. v. Zezschwitz, P. L. Gorski, P. Nehren, “Consolidating Principles and Patterns 
for Human-centred Usable Security Research and Development” in: The 3rd European Workshop on Usable 
Security, EuroUSEC ´18, London, England, April 23, 2018.
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https://das.h-brs.de/usecured
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Pattern Example

https://das.h-brs.de/usecured
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Overview Relations Navigation

Pattern Language

https://das.h-brs.de/usecured
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Evaluation Methods

Expert Reviews
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User Reviews

SOCIETY EVOLUTION
Lorem ipsum dolor sit amet, consectetur 

adipisicing elit, sed do eiusmod tempor 
incididunt ut labore et dolore magna 

- Literature Search
- Cognitive Walkthrough
- Heuristic Evaluation
- Model-based evaluation
- ...

- Observation
- Interviews / focus groups
- Surveys / questionnaires
- Online studies
- Laboratory experiments
- ....
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Evaluation Methods

(Expert) Heuristic Walkthrough

Prerequisite: 
l At least two experts (better some more with different expertise)

l Usability Experts

l System designer

l UI designer

l Developers

l …
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Evaluation Methods

(Expert) Heuristic Walkthrough

Step 1:

l Compile a list of prioritized user tasks

l Compile a list of heuristics (principles)

1. Send an 
encrypted 
and signed 
email

2. Add a new 
public key



Internet | COINS Summer School 2021
Prof. Dr.-Ing. Luigi Lo Iacono

71

Evaluation Methods

(Expert) Heuristic Walkthrough

Step 2:

l Pass 1: Apply adapted cognitive walkthrough

l Will the users know what they need to do next?

l Will users notice that there is a control available that will allow 
them to accomplish the next part of their task?

l Will users know how to use the control?

l Will users see that progress is being made towards completing 
the task?
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Evaluation Methods

(Expert) Heuristic Walkthrough

Step 3:

l Pass 2: Apply adapted heuristic evaluation

unencrypted email encrypted email
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Evaluation Methods

(Expert) Heuristic Walkthrough

Step 4:

l Consolidate findings and compare results

l Rate problems

1. Send an encrypted and 
signed email

Problems: 
- System status visibility is 

hidden: 3/5
- Menu button falsely 

suggests that encryption is 
enabled: 5/5
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The Security-Usability Tradeoff Myth

1. More security means less usability?

Security

Usability

Source: M. A. Sasse, M. Smith, C. Herley, H. Lipford and K. Vaniea, "Debunking Security-Usability Tradeoff Myths,"  
in IEEE Security & Privacy, vol. 14, no. 5, pp. 33-39, Sept. Oct. 2016
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Security breaks when usability is 

is not taken into account!

Sec
urit

y Usability

The Security-Usability Tradeoff Myth

Source: M. A. Sasse, M. Smith, C. Herley, H. Lipford and K. Vaniea, "Debunking Security-Usability Tradeoff Myths,"  
in IEEE Security & Privacy, vol. 14, no. 5, pp. 33-39, Sept. Oct. 2016
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2. More usability means less security?

Sec
urit

y

Usa
bili

ty

The Security-Usability Tradeoff Myth

Source: M. A. Sasse, M. Smith, C. Herley, H. Lipford and K. Vaniea, "Debunking Security-Usability Tradeoff Myths,"  
in IEEE Security & Privacy, vol. 14, no. 5, pp. 33-39, Sept. Oct. 2016
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Digital products cannot be used without security!

Sec
urit

y Usability

The Security-Usability Tradeoff Myth

Source: M. A. Sasse, M. Smith, C. Herley, H. Lipford and K. Vaniea, "Debunking Security-Usability Tradeoff Myths,"  
in IEEE Security & Privacy, vol. 14, no. 5, pp. 33-39, Sept. Oct. 2016
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Goal: Reflective Balance

When security features are fit for purpose, they are more 
likely to be used (correctly), improving overall security.

Security Usability

The Security-Usability Tradeoff Myth

Source: M. A. Sasse, M. Smith, C. Herley, H. Lipford and K. Vaniea, "Debunking Security-Usability Tradeoff Myths,"  
in IEEE Security & Privacy, vol. 14, no. 5, pp. 33-39, Sept. Oct. 2016
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Elephant in the room
Challenges

Secondary task

• Stress

• Physical condition

• Mental condition, concentration

• Least Effort

Resilience

• Attacking/countering

• Human characteristics

• (Cognitive abilities, habituation, 

• mistakes)

Person types

• Perception of risk

• Security knowledge

• Security Behavior

Security Usability
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Takeaways
(1) The Security-Usability Tradeoff Myth

(2) Empower people to become a strong link in Security
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Recommended Readings

„Usable Security: History, Themes, and Challenges“

Simson Garfinkel and Heather Richter Lipford, 2014

„Security and Usability: Designing Secure Systems that People Can Use“

Lorrie Faith Cranor and Simson Garfinkel, 2005
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Conferences

International

Symposium on Usable Privacy and Security

https://www.usenix.org/conference/soups2020

Privacy Enhancing Technologies Symposium

https://www.petsymposium.org/

Conference on Human Factors in Computing Systems

https://chi2020.acm.org/

Workshop on Usable Security and Privacy

http://www.usablesecurity.net/USEC/usec21/
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Conferences
Europe

European Workshop on Usable Security
https://eusec20.cs.uchicago.edu/

Germany

Usable Security & Privacy Workshop
https://das.h-brs.de/workshops/
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Contact:
Luigi Lo Iacono

luigi.lo_iacono@h-brs.de

https://das.h-brs.de/

mailto:luigi.lo_iacono@th-koeln.d
https://das.th-koeln.de/

