IT vs. OT. Comparing
Process Control Room and
SOC Operations
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Frequent request from OT operators




Argument back: 24/7 process monitoring
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Argument back: 24/7 process monitoring
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Layers of safety protections

9. Community
Emergency Response

8. Plant Emergency
Response

7. Fire & Gas
System

6. Physical
Containment (Bunds)

5. Physical
Protection (Relief Devices)

4 Safety
Instrumented System

3. Alarms &
Operator Intervention

2. Basic Process
Control System

1. Process




Layers of security protections




Agenda

. SOC vs. Control Room
. IT vs. OT: Alarm tuning
. Corporate SOC vs. OT SOC




IT/OT convergence: SOC analyst and Control
Room operator

IT / Analyst OT /Operator



The only common discussion point?
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SOC analyst and Control Room operator

* Monitoring of IT infrastructure

 Reacts to

* Protects from threats
(mostly human factor)

* Responsible for security

* Integrity

* Frequently outsourced
 Room for creativity in processes

\ s

Monitoring of physical processes*
Reacts to

Protects from hazards

(mostly natural causes factor)
Responsible for safety

» (Safety and pollution)
Mostly in-house
Very standardized processes




*In some cases: Monitoring of supporting
Infrastructure

Physical process Supporting infrastructure
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Alert vs. Alarm

An IS a signal that An IS a short warning that
draws attention to draws immediate attention to a
something. An alert state danger. It usually does not refer to
refers to a longer period of a longer period of time

time during which increased
attention remains in effect
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Safety Protection Layers: ,,Financial Alarms*®

INDEPENDENT PROTECTION LAYERS

Hazardous material spill
Hazardous area

Plant design range ref. IEC 61508/IEC 61511

Community emergency
response

Beyond
the |
border

1

Plant emergency response

! Within
the
border

Physical protection

(e.g., dikes) Fire/explosion

Atmospheric emission |

Plant breakdown
Physical protection

(e.g., relief valve, rupture disc) Relief valve setpoint

Automatic Action SIS or ESD Interlock setpoint

Health/Safety/Environmental alarm

Financial alarm

Critical alarms, operator
supervision, and manual
intervention

Tolerance in terms

Defensible

Basic controls, process Quality alarm

alarms, and operator
supervision ‘ : Efficiency alarm

Process design (inherent
safety)




Maximization of economic profit

Process
efficiency

Future upgrades (e.g., : -
Advanced Control) Theoretically possible; currently unsustainable Theoretical fimit

Current limit
Lost opportunity

(cost of comfort) — — = Operating target .
Profit
Lost profit |

— Incident — Break-even
I
Lost revenue Loss

A
I
I
I
I
I
|
I
|

Fixed costs

Additional (idle plant)
unplanned costs

- Equipment
Accident damage, etc.

https://www.slideserve.com/Antony/the-birth-of-asm




SOC analyst and Control Room operator
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* Integrity
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Commonality: Novel Challenges

« Typical monitoring object « Typical monitoring object
— Security controls/infrastructure — Physical process

Unexpected process upsets due to
Unexpected interdependencies human-in-the-system
due to infrastructure complexity




ecurity Operations Center (SOC)

https://i2.wp.com/staging.gbhackers.com/wp-content/uploads/2017/01/BvJniTg-2.png?resize=1068%2C727&ssl=1



SOC: Typical components

Correlation
m / / SIEM \

External
rules / 10Cs




SOC: Sources of events

Security infrastructure (endpoint security, IDPS, DLP, VPN, FW, honeypots, etc.)
Network infrastructure (routers, switches, AP, DBs (SQL/Oracle, LDAP, Radius))
Client endpoints (security and windows events, application logs)

Web and emall servers

Servers (OS and application logs)

Virtualization infrastructure

Usage of user / service accounts

Non-log information (asset inventory, vulnerability reports, network maps, configs)
Etc.



SOC: Typical components

Correlation
m / / SIEM \

External
rules / 10Cs




Detection rules: Pyramid of pain

TTPs Tough!

Tools Challenging

Network/Host Artifacts Annoying

Domain Names

|P Addresses

Hash Values

https://www.oreilly.com/library/view/intelligence-driven-incident-response/9781491935187/ch04.html



Indicators of compromise

What does an |IOC look like? ¥ ANDIANT

/ File MD5 checksum is 88195¢c3b@b349c4edbe2aa725d3cfeff
/ File name is ripsvc32.d11
,// File path contains \system32\mtxes.dll
- File PE header compile time is 2008-04-04T18:14:25
m Registry key text contains ripsvc32.dl11l
™ Registry path contains \svrsrenaurentcontralset\services\Iprip\Parameters\ServiceDl1
\\ Service DLL is ripsvc32.dll
\\ Process has a handle named RipSvc32.d11
\ File path contains \system32\msasn.dll
\' File path contains \system32\msxml115.d11
~ File size is between 500000 and 900000
¢ _~ File name is SPBBCSvc.exe
\“ File name is hinv32.exe
. File name is vprosvc.exe
™ File name is wuser32.exe
_~ Service name is IPRip
~~ Service DLL is not iprip.dll

https://threatpost.com/misunderstanding-indicators-of-compromise/117560/



SOC: Typical components

Correlation
Events / SlEM

Generic Signature Format for SIEM Systems
Eve ntS security monitoring siem logging sighatures elasticsearch splunk ids sysmon

D 2,008 commits ¥ 6 branches © 19 releases

Eve nts Branch: master v

H Florian Roth rule: another reference link for 'execution by ordinal’

Exte rn a_l contrib Merge branch 'devel-sumo' of https://github.com/juju4/sigma into juju...

Eve ntS ru IeS / I OCS images docs: Info Graphic version 0.1 LQ / HQ

other Sigma ATT&CK coverage by @jmallette




SOC: Typical components

Correlation
/| SIEM

External
rules / 1oCs




Correlation engine: Qradar (IBM)
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* Third of Cyber Aftacks Come From China
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old security flaw

* FlightTrack Soars, FlightBoard Bores
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SOC: Typical components

Correlation
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SOC: “Tiers of Ticket Response”

Distribution of responsibilities between tiers may vary:
Tier 1 — Alert analyst (frequently outsourced)

‘ler 2 — Incident Responder (sometimes outsourced)

‘ler 3 — Subject Matter Expert/ Hunter

SOC Engineer

Incident responder
Reverse engineer

Threat intelligence analyst

Responce times for each tier are defined by SLAs



Control Room in an industrial plant

https://eng.heroya-industripark.no/var/site/storage/images/media/images/statoil2/statoil-kontrollrom/67513-1-nor-NO/statoil-kontrollrom_size-medium.jpg



Control room: Typical components

I D A(I;th Eng.
redictive workstation

maintenance




OT: Sources of data

Process data

Process measurements

Pre-alarm, low (LL) / high (HH) limits
Rate of change

Equipment status, diagnhostics

Safety systems

Alarms from packaged units
F&G systems

Video surveillance feed

}-4»444\MMWMW%WWMMWWWWéwﬂ-bn\wmw»wrwwmwu

http: //blog canarylabs com/2016/06/27/a-guide-to-the-best-data- hlstorlan—software -a-review-of-the-canary-historian-versus-

rockwell-factorytalk-and-osisoft-pi

TRANSICOLD

All alarm:

ed prior to b

NO. | MESSAGE
DRIVER ALARMS

100001 | Low Fuel Level Warning

Low Engine Oil

vl
00002 Level Warnin:

SHUTDOWN ALARMS
Check/Low Engine Qil
e Pressure

00012 |High Coolant Temp
00013 |High Discharge Pressure

00014 |High A/C Amps

00017 |High Comp Disch Temp

DESCRIPTION

Add fuel, alarm will clear.

Add ail, alarm will cl

Check and repmr 1t end ftr\p.

rt*, report
", report

rt*, report

Report and repair immediately.

Unit will restart*, report
reactivation.

APX Alarms

CONTROL SYSTEM

larm (or Alarm On

DESCRIPTION
it will restart®, report
vation

| MESSAGE
00041 |Engine Stalled
WARNING / STATUS ALARMS

end of trip. |
end of trip.
*, report

um‘[ ,hou\(l restart. H umtl
hutduwn repa\r |mmed\al

all compartment d

00061 |Door Open unit ,hou\(l restart. If unit i

00062 |C2 Box Temp Out of Rang



Control room: Events Sources

Alarm SYSIEM «rrrrmummsssmssresmerrrersumussesvessersss >

Alarm Advanced

historian alarm
applications

External

systems

" Final
} control
elements Packaged
w { systems
‘ L

Process Control & safety systems Interface

NOTE Other packaged systems (i.e., fire and gas systems) can be included In the contro!l system
Figure 1 -~ Alarm system dataflow

ANSI/ISA-18.2-2016 Management of Alarm Systems for the Process Industries



Visualization: Human Machine Interface (HMI)
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HMI alarms

) Doltav Operate (Run)

: Unack: 9
Alarm List 35 Suwmressed

[:B]i8]i8 |® ¥

Tune In | Unit Module/aram Descnpbon Alarm

2205 11738 PM TANKE FARM LETETI0SH HE ALM High High Alarm Value S8 2185 | CRITICAL
2NMRMSLIRIZPM TANKE FARM XV-BVZIIZ/OISC LM Change From Normal Value 0 CRITICAL
201205 11735 PM HEATER FICHTRIZIZNO0 ALM Low Alarm Value 18 6858 Limit 2 ADVISORY
20005 V1720 PM FIC-DS42700_AM Watar to desaltor low Low Alarm Valua 19 624 Limit 20 ADVISORY
2112015 1:17:20 PM  TANK_FARM LETEHOSAN_ALM Charge tank of rated capoacity High Alarm Value 0123 Limit 3( ADVISORY
212015 11644 PM HEATER THHTRA41IALO_ALM  Low heatar top temerature Low Alarm Value 14.83] Limit 15 ADVISORY
2112015 1:16:43 PM  HEATER THHTRA4138L0_ALM  Low heater bot Low Alarm Value 14.373 Limit 15 ADVISORY
22015 11637 PM PHOSI2410L0 ALM Desalter Pressure ¢ Low Alarm Value 1403 Limit 15 ADVISORY
22015 11631 PM TANK FARM FIC-TERO0AO ALM Crude charge flow low Low Alarm Value 1402 Limit 15 ADVISORY
2NMEMS 116531 PM HEATER TEHTRAMIIAN O LO AL Hester lop lemperaiure very low LOLO Low Low Alsrm Value 4933 Limi! WARNING
212015 11652 PM HEATER THEHTRAMI3IBA 0 _1LO_Al Hester bottom lemporsture very | LOLO Low Low Alnrm Value 4 0345 Limn WARNING
20002005 LIS 44 PM PHOSIZAIN0_1LO_AILM  Dasaltor pressure vory low LOLO Low | ow Alarm Value 3 545 Limit WARNING
22005 116 14 PM TANK_FARM MTR-I27AFAIL_ALM Charge Tank Outiet Pump FAILED Shutdown/interlocked WARNING
2/10/2015 1: 2156 PM CIOC-1/MAINT_ALM MAINT [MULTNode: Standby Seconda WARNING
21212015 35231 PM CTLR-1IMAINT_ALM MAINT Redundancy Not Communicatin WARNING

Alarm descriptions allow precise identification of module alarms.

white-paper-alarm-management-deltav-en-57058.pdf



ps://habr.com/ru/co
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SOC vs. Control Room: Alarm Tuning



Definition of “expensive” differs in IT and OT



Definition of “urgency” differs in IT and OT



Definition of “urgency” differs in IT and OT

X

On average, companies take about
197 days to identify and 69 days to
contain a breach according to IBM.

https://www.ibm.com/downloads/cas/AEJYBPWA




Definition of “urgency” differs in IT and OT

X

At 1:23 pm reactor cooling

problem identified. At 1:33 pm the
reactor burst and its contents exploded,
killing 4 and injuring 38 people

https://www.csb.gov/t2-laboratories-inc-reactive-chemical-explosion/




IT alert prioritization: Criticality of security control

NIST Special Publication 800-53

Revision 4

Security and Privacy Controls for
Federal Information Systems
and Organizations
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Switch Dashboard ~
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& Options ~
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IT alert prioritization: Attacker progression

Privilege Escalation
Image File Execution Optio
Plist Modification
Valid Accounts
DLL Search Order Hijacking
AppCert DLLs
Hooking
Startup Items
Launch Daemon
Dylib Hijacking
Application Shimming
Applnit DLLs
Web Shell
Service Registry Permissions Weakness
Scheduled Task
New Service
File System Permissions Weakness
Path Interce ption
Accessibility Features
Port Monitors
Screensaver
LSASS Driver

njection

MITRE Enterprise ATT&CK™ Framework

Defense Evasion

Process Dappelganging
Mshta
Hidden Files and Directories
Launchct|
Space after Filename
LC_MAIN Hijacking
HISTCONTROL
Hidden Users
Clear Command History
Gatekeeper Bypass

Decbfuscate/Decode Files
or Information
Trusted Developer Utilities

Exploitation of Vulnerability

Discover
MNetwork Share Discovery
System Time Discovery

lential Access
Foreed Authentication
Hooking
Password Filter DLL
LLMNR/MBT-NS Poisoning
Securityd Memory
Private Keys
Keychain
Input Prompt
Bash History

Peripheral Device Discovery
Account Discovery
File and Directory Discovery
System Information
Discovery
Security Software
Discovery
Two-Factor Authentication System MNetwork Conne
Interception Discosg
Account Manipulation wner/Use
Replication Through Discovery
Remaovable Media
Input Capture Discovery
Application Window
dential Dumping Discovery
Brute Force Network Service Scanning
Query Registry
Remote System Discovery

Credentials in Files

System Network Configuration |

Lateral Movement

Execution

AppleScript
Third-party Software
Windows Re mote Mana gement

SSH Hijacking
Distributed Component
Object Model
Pass the Ticket

Re plication Through

Windows Admin Shares
Remote Desktop Protocol
Pass the Hash

Shared Webroot
Logon Scripts
Remote Services
Application Deployment
Software
Remote File Copy
Taint Shared Content

LSASS Driver
Dynamic Data Exchange
Mshta
Locallob Scheduling
Trap

Source

Launchet!

Execution through Module
Load
Regsves/Regasm
Installutl
Regsvr32
Execution through AP
PowerShell
Rundl|32
Scripting

lection
Man in the Browser
Browser Extensions
Video Capture
Audio Capture
Automated Collection
Clipboard Data
Email Collect

ut Capture
Data from Network
Shared Drive
Data from Loca| System
Data from Removable Media

Exfiltration
Exfilt ration Over Physical
Medium
Exfiltration Over Command
and Control Channe!

Scheduled Trans

Autom ated Exfiltration
Exfiltration Over Other
Network Medium
Exfiltration Over
Alternative Protocol
Data Transfer Size Limits
Data Compressed

Command and Control
Multi-hop Proxy
Domain Fronting

Data Encoding

Multi-Stage Channels
Web Service
Standard Non-Application
Communication Through
Removable Media
Multilayer Encryption
Standard Application
Layer Protocol
Commonly Used Port
Standard Cryptographic
Protocol
Custom Cryptographic
Protocol
Data Obfuscation
Custom Command and
Control Protocol

Extra Window Memory Injecy
Access Token Manipulatior
Bypass User Account Contr

Process Injection

Permission Groups Graphical User Interface

Discovery Command-Line Interface
Scheduled Task

Windows Manage ment

Browser Extensions
Local Job Scheduling
Re-opened Applications

Connection Proxy
Uncommanly Used Port
Mukiband Communication

Process Discovery

System Service Discovery

Rc.common SID-History Injection
Sudo

Setuid and Setgid

Login ltem
LC_LOAD_DYLIB Addition
Launch Agent
Hidden Files and Directories
.bash_profile and .bashre
Trap
Launchetl
Office Application Startup
Create Account
External Remote Services
Authentication Package
Netsh Helper DLL
Component Object Model

Redundant Acces
Security Support Provider

Windows Manage i

Ewvent Subscription
Registry Run Keys /
Start Folder
Change Default
File Association
Component Firmware
Bootkit
Hypervisor
Logon Scripts
Modify Existing Service

Comp nt Object Model
Hijacking
Installuti|
Regswri2

Code Signing

Modify Registry
Component Firmware
Redundant Access
File Deletion
Timestomp
NTFS Extended Attributes
Process Hollowing
Disabling Security Tools
Rund|132
DLL Side-Loading

Indicator Remowval on Host

Indicator Removal from
Tools
Indicator Blocking
Software Packing
Masquerading
Obfus d Files or
Information
Binary Padding
Install Root Certificate
Network Share
Connection Rem oval
Rootkit
Scripting

1
1
1
1
1
1
1
1
4L

I
1
- - I
Weaponization 1
1
2 5

Delivery

1
1
1
1
1
1
1
1
4

Exploitation

R

Command

1

1

1

1

1 & Control
4 5

Installation

1
I
1
I
I
4

Exfiltration




IT alert prioritization: Asset criticality
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SOC: Alarm tuning

» Threat driven: Outbound traffic to known C2 server
» Policy driven: Usage of domain admin account
» Anomaly centric: High volume scanning from a single workstation

Mostly heuristic alarm threshold tuning

» Goal Is to minimize false positives and noise

» Alerting on known |0C or obvious threats such as usage of privileged
accounts

» Setting up a threshold for AV alerts or brute force activities
» Alerting based on behavioral patterns



OT: Alarm management guidlines

REDUCTED Guideline Technology

Title:  Alarm Management System Unique Identifier: REDUCTED
Guideline
Alternative Reference Number: _
Area of Applicability: Engineering
Documentation Type: Guideline
ALARM MANAGEMENT GUIDELINES
Revision:
Total Pages:
Next Review Date:
Disclosure Classification:

Compiled by Approved by Authorised by

DECEMBER

REDUCTED




OT: Target alarm rate

Average Alarm Rate in
Steady-state Operation, per | Acceptability Categorization | Performance and Risk
10 minute period

More than 10 alarms Very likely to be Inefficient / High risk
unacceptable
More than 5 but less than 10 | Likely to be over-demanding

More than 2 but less than 5 Possibly over-demanding Medium performance

1 or more but less than 2 Manageable and risk

Less than 1 alarm Very likely to be acceptable Efficient / World
Class, Low risk

[ Urgent a target of 5% and no more than 10%, or 2 to 3 emergency alarms
k biece of major equipment

High a target of 10% and no more than 20%
the rest, i.e. a target of 85% and no less than 70%




OT: Alarm prioritization

ECONOMICS (Repair and Production Loss Expressed in USD)

Description/Definition
No/Slight Effect | Estimated cost less than USD10K or no disruption to unit production

‘ Minor Effect USD10K to USD100K Br brief disruption
Medium Effect Estimated cost between USD0.1M to USD1M or partial shutdown, can be restarted

Major Effect Estimated cost between USD1M to USD10M nr nartial nnaratinn Ince

Available

Estimated cost more than USD10M or subs ReSponse PRIORITY CLASS

Time
=

No/Slight Effect Mlnor Effect Medlum Effect Malor Effect (1M to Extensive
HEALTH & SAFETY No/Slight Injury Single Fatality Multiple Fatalities

CONSEQUENCE CLASS NEGLIGIBLE EXTREME

Response Class

Q
Q
s
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o
o
32
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Parameters involved in establishing alarm setting

The operator action shall ultimately be
Process Variable completed here otherwise the constraint will
be exceeded due to the process dead time.

Process safety time+|
Inaccuracy / uncertainty of the constraint

constrant e [

T : \ Process rate of change

Inaccuracy of the senso

Alarm Setting Dead band * g | T\

Operating envelop

> Time

|
|
|
|
|
|
ererator response time F’rocess d'E!ad time
|
|
1
|

Alarm



Advanced process control

Specification or limit

l” \ U '

g~
PR

o oM N
Traditional Stabilized Constrained @ Optimized W)
r tar - '
Ope ator ta get Operation neration Operation Operation

0
L oA s bl B B aaurm A Al il o
JIWI!i‘!mll "' 7 Yl WTUV| Real Time Optimization
Model Predictive Control

SETPOINT MOVED
BEFORE APC APC ONLINE CLOSER TO LIMIT Improve

https://blog.yokogawa.com/blog/what-is-apc Field Equipment
PID tuning
Regulatory Control

https://www.mec-value.com/english/solution/system/advanced.html|



Alarm response time

process response
Unack Ack and without operator action Return to
Alarm Response

consequence

threshold —process response
to operator action

operator takes
timely action

setpoint oper process

response 8 gqeadtime
delay

operator takes Time

latest action
Operator

Response Time
Max Operator

max oper <
P Response Time

response process
dela deadtime

https://www.controlglobal.com/assets/00_images/2015/08/CG1508-AlarmsFeat2-Fig2-2.jpg
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Enterprise SOC or OT SOC?
(or a little bit of both?)




OT: Understanding reaction time requirements

Time

- Response PRIORITY CLASS

Response Class

No/ Sllght Effect Minor Effect Medium Effect Major Effect (1M to Extensive
HEALTH & SAFETY No/Slight Injury Single Fatality Multiple Fatalities

CONSEQUENCE CLASS NEGLIGIBLE EXTREME

Consequence
Category




Automation Pyramid
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SCADA Node

http://krakenautomation.com/images/KrakenPyramid.jpg
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Abnormal Situation Management (ASM)

Cconsortium

The ASM Consortium promotes their vision by
conducting research, testing and evaluating
which contribute to the successful reduction
of abnormal situations in chemical processes.

ASM Consortium
Guidelines

Effective Console Operator
HMI Design

econd Eatt

https://www.amazon.com/Effective-Console-Operator-HMI-
Design/dp/1514203855

ASM Consortium-®



Layers of HMI views

Effective Text/
Object Size

What is displayed in each level is plant (customer) specific,
there is only general guidance:

2 DO PSI

. I55 si |
|
[ l
| 3 |
|
|

_evel 1 — plant overview
_evel 2 — unit overview

_evel 3 — equipment overview

_evel 4 — trends /
elements of contro logic

A= —

Operations Window

Trends are one of the most
Important displays

https://lwww.asmconsortium.net/Documents/2009%20ASM%20Displays%20GL%20Webinar%20v014.pdf



Fundamental design of HMI

The operator interface allows operators to focus their mental
resources on controlling the process, not on interacting with the
underlying system platform.

That means the HMI Is consistent and easy to use in terms of
making minimal demands on the console operators’ mental and
physical resources to understand and interact with the process

control system.

,__..__.':,";.."

.-l"l""l-

https://www.controleng.com/articles/creating-an-asm-compliant-hmi-goes-deeper-than-screen-color-selection/



OT: Understanding reaction time requirements

Available

Response PRIORITY CLASS

Time

No/ Sllght Effect Minor Effect Medium Effect Major Effect (1M to Extensive
HEALTH & SAFETY NosSlight Injury Single Fatality Multiple Fatalities

CONSEQUENCE CLASS NEGLIGIBLE EXTREME

Overall User Rating Was this user review helpful?

Response Class

o
2 >
s
25
o a
? T
c

OO
o

Product(s): QRadar SIEM
Overall Comment:"Having

our requireme o 0es a go
Although searching through logs c ._._r"nptn"ne-_ be 5I{}w|

https://www.gartner.com/reviews/market/security-information-event-management/vendor/ibm/product/gradar-siem/review/view/1353353



(some) Points to consider

How can we decrease root cause analysis and mitigation decision time in

SIEM tools?

Léschwasser
Vers

Sooooooo =
oooooooo B

BK-Druck:
Bk-Te
Muffel-Temp.
Br-Stellung

i 4 ez

Tr -Entritt: 195 °C g
Tr it 186 4 Trockner

Leistung
Strom
Drehzahl:
Vent-Lager AS:
Vent-Lager LS
Motorlager AS:
Motorlager LS
Vibration

Halde

Loschen

Gesamt Ein
Gesamt Aus

GreCon Reset
Strom.
Drehzaht:| 1,80 1pm

PS1802

Storung
aultieren

Top Authentication Fallures by User (Event Count)

Top Category Types

Category

Exploits by Type (Event Count)




(some) Points to consider

Which logs do we need to collect? Which visibility obtain? -> Granular
visualization of data flows

Attack vectors

Output Card

Addressing LT

High

N
e,
HMI/Workstation Bandwidth
e Modem/Router
Addressing Change nter
{PIW256) (0 100) |
Data n Historian

0 Modous

Low
| Bandwidth

Dial-U

https://www.slideshare.net/MarinaKrotofil/s4x16-europe-krotofilgranulardataflowsics



(some) Points to consider

During code injection, safety PLC generated alarms
Why was there no operators’ reaction?

TRUE 3 VENTS 373 MPMALTH
PLC_ TMR_ MODE FALSE 3 VENTS 3 FLC IN THME MODE
-_DUAL HMODE TRUE 3 WEI 3 PLC IN DUAL MODE
C1MAINT ALN TRUE 3 VENTS 3Y3 CH1 MAINT

S IOBAD TRUE 5 .
b TRUE K WD 0 HFP

-_DUAL HMODE FALSE 3 WENT =1 PLC IN DUAL MODE
- aINGLE MODE TRUE 3 WED 3 PLC IN SINGLE MODE
5 IOBAD FALSE 3 3 IO EAD
5 MPBAD FAL=ZE O3 WENTS 3 MP BAD
FLC DUAL MODE TRUE 03 VENTZ 3 PLC IN DUAL MODE
15 PLC SINGLE MODE FALSE O3 Y3 FPLC IN SINGLE MODE

http://www.supracontrols.com/TriconexSOE%20PC_ Interface.aspx




FAQ: But Is not detecting at L1 too late?

Internet & Cloud
Solutions

Office
network

Operations
Management

Supervisory
control

Field control &
safety systems

Physical process,
sensors, actuators

Even in corporate domain
detection is done “in depth
(not only on perimeter or
Internet DMZ

— Other wise why do even
bother with vulnerability
and patch management
at L1-L27?

b



FAQ: But Is not detecting at L1 too late?

Project files are trusted files and
SCADA PROIJECTS always allowed to be brought in

HACKERS' POINT OF ey Bypass all layers of protection in
VIEW wd | ZERD upper network layers

g NIGHTS Scanning with AV is not effective

Yuriy Gurkin,
Gleg Itd.

203182 . : -
e Immediate effect on industrial

process

Frontline vendors are also
vulnerable

https://2018.zeronights.ru/wp-content/uploads/materials/21-SCADA-projects-from-the-point-of-view-of-hackers.pdf
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Conclusions




Conclusions

Even if the activities of the SOC and control room are in essence similar, It Is
Important to be aware of each other differences:

Priorities

Vocabulary

Context
OT domain has unigue requirements in terms of responding to security
events or incidents:

It Is Important to have suitable tools for incident analysis and resolution

It is Important to collect relevant logs/have relevant visibility

Make Industry 4.0 great again!



Marina Krotofil
@marmusha
marmusha@gmail.com



