Cyber-Physical Attack Lifecycle
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This session Is based on talks:

&uw RETULS

« M. Krotofil “Rocking the Pocket Book: Hacking Chemical Plants for Fun
and Profit”, Black Hat, USA, 2015

« J. Wetzels, M. Krotofil “A Diet of Poisoned Fruit: Designing Implants and
OT Payloads for ICS Embedded Devices”, TROOPERS, Germany, 2019

https://lwww.blackhat.com/docs/us-15/materials/us-15-Krotofil-Rocking-The-Pocket-Book-Hacking-Chemical-Plant-For-Competition-And-Extortion. pdf
https://troopers.de/downloads/troopers19/TROOPERS19 NGI_IoT_diet_poisoned_fruit.pdf



Cyber Physmal Attack Development L|fecycle

* If you know how attackers work, you can
figure out how to stop them

« Attack lifecycle is a common method to describe
a process of conducting cyber attacks
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ges of SCADA attack” 2007

Access

|

Discovery

J. Larsen. Breakage. Black Hat Federal (2007)



Cyber Physmal Attack Llfecycle

Obtain Prevent
Feedback Response
E> Discovery =4 Control =

Damage Cleanup



Lockheed Martin, the Cyber Kill Chain®

- ~b.‘

a ‘ﬁ‘%" P ‘i'*’ =

RECONNAISSANCE

Harvesting email addresses,
conference information, etc,

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundleto the [N U ... ... ...
victim via email, web, USB, etc,

Exploiting a vulnerability to execute
code on victim’s system

You are here

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html



I\/Iandlant Attack Llfecycle

You are here

Move
S Laterally
Maintain
Presence

12 " : Internal
Initial Initial Establish Escalate Recon Complete

Recon Compromise Foothold Privileges Mission

http://www.iacpcybercenter.org/resource-center/what-is-cyber-crime/cyber-attack-lifecycle/
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You are here

STALDE |
Cyber Intrusion Preparation and Executian

STALGE 2

ICS Affack Development xecution

LA LR R

ATTACK DEVELOPMENT & TUNINC Develop esss
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SUCCESS Stage | mimics a 1CS ATTACK InstalliMoélfy ssssesos
Install/Modify targeted and structured sesnes
axtah compalp. Execute ICS Attack g
MANAGEMENT & ENABLEMENT eseccos
SUSTAINMENT, ENTRENCHMENT Enabling Attack Initiating Attack Supporting Attack
DEVELOPMENT & EXECUTION

Discovery Movement

Install/Execute Launch

Exfiltrate Clean/Defend

Capture Collect

Stage 2 shows the steps associated with a material attack that requires high confidence.

Based oot Cpber K11 Ohain™ mcddd from Lockbisd Mariin

https://www.sans.org/reading-room/whitepapers/ICS/paper/36297



Data Historian Compromise

Execution

Change Operating Mode

Modify Program

Exploitation for Privilege Escalation

Change Operating Mode

Network Connection Enumeration

Lateral Movement

Default Credentials

Collection

Automated Collection

Command and Control

Commoenly Used Port

Response Function

Activate Firmware Update Mode

Brute Force /O

Drive-by Compromise

Command-Line Interface

Module Firmware

Hooking

Exploitation for Evasion

MNetwork Sniffing

Exploitation of Remote Services

Data from Information Repositories

Connection Praxy

Alarm Suppression

Modify Parameter

Engineering Workstation
Compromise

Execution through API

Project File Infection

Exploit Public-Facing Application

Graphical User Interface

System Firmware

Exploitation of Remote Services

Hooking

Valid Accounts

External Remote Services

Modify Controller Tasking

Intemnet Accessible Device

Native API

Remote Services

Scripting

Replication Through Removable
Media

User Execution

Rogus Master

Spearphishing Attachment

Supply Chain Compromise

Wireless Compromise

s

Indicator Removal on Host

Remote System Discovery

Lateral Tool Transfer

Detect Operating Mode

Standard Application Layer Protocol

Block Command Message

Module Firmware

Masquerading

Rootkit

Remote System Information
Discovery

Program Download

/0 Image

Spoof Reporting Message

Wireless Sniffing

Remote Services

Man in the Middle

Valid Accounts

Monitor Process State

Point & Tag Identification

Program Upload

Screen Capture

Wireless Sniffing

“ A bit everywhere :-)

Block Reporting Message

Spoof Reporting Message

Block Serial COM

Unauthorized Command Message

Data Destruction

Denial of Service

Damage to Property

Device Restart/Shutdown

Denial of Control

Manipulate IO Image

Denial of View

Modify Alarm Settings Loss of Availability
Rootkit Loss of Control
Service Stop Loss of Productivity and Revenue

System Firmware

Loss of Protection

Loss of Safety

Loss of View

Manipulation of Contrel

Manipulaticn of View

Theft of Operational Information

https://collaborate.mitre.org/attackics/index.php/Main_Page
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Why 0 attack ICS

Industry means big business

Big business == $55$5$5$

Alan Paller of SANS (2008):

In the past two years, hackers have in fact successfully penetrated and extorted
multiple utility companies that use SCADA systems.

Hundreds of millions of dollars have been extorted, and possibly more. It's
difficult to know, because they pay to keep it a secret. This kind of extortion is
the biggest untold story of the cybercrime industry.



Attack scenarlo PerS|stent economic damage




Equipment Production Compliance
damage damage violation

O Equipment O Product quality and O Safety
overstress product rate Q Pollution
O Violation of safety O Operating costs O Contractual
limits O Maintenance efforts agreements

Paracetamol
= EUR/kg
98%
99% S
100% 8205

Source: http://www.sigmaaldrich.com/



Attack S|derat|ons

 Equipment damage

'
— Comes first into anybody’s mind (+) damage

— lIrreversible (7) Production
— Unclear collateral damage (-) damage

— May transform into compliance Compliance
violation, e.g. if it kills human (-) violation

« Compliance violation

— Compliance regulations are public knowledge (+)
— Unclear collateral damage (-)

— Must be reported to the authorities ()

— Will be investigated by the responsible agencies (-)

Do this



Vlnyl Acetate I\/Ionomer plant (model)
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Used VAM - Vinyl Acetate Monomer plant for sale & relocation! If
any interest, please contact me!

Tommy Heino
Industrialist & Entrepreneur, Owner, XHL Business Engineering

+ Follow Tommy Top Contributor

More plants offers:
http://www.usedplants.com/
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Why models?

CHARLIE MILLER - == CHRIS VALASEK

SECURITY ENGINEER, TWITTER DIRECTOR OF VEHICLE SAFETY RESEARCH, IDACTIVE

It is all about MONEY

Plants are ouch! how expensive
-> hence, researching on model



Feedback

k )

very =+ Control =+ Damage ==+ Clea

RESTRICTED]
— AREA —

. Target facility NO ENTRY

— Discovery UNLESS AUTHORIZED
— Access to needed assets

— Attack execution

« Trusted 3'd party (staging target)
— Access to target facility
— Access to needed assets
— Process comprehension

Target

facility

* Non-targeted/Opportunistic
J PP Trusted 3rd

parties



Targ etlng

« There are few known cases of strategic targeting

« Target might be also selected as best suitable
certain criteria

 Collateral victim

« Opportunistic




Ukraine

RERCE F U T e

 INDUSTROYER malware was deployed to shutdown
electricity distribution at Pivnichna substation

« There Is no strong indications that victim substation
was strateqic target
« Detalils of substation upgrade were publicly available

INDUSTROYER




Ukraine, 2016 ~
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OSINT: Tons ofc"(')nf'ide_‘ntial Info on Internet

HYDROGEN PLANT

The On-Delay alarm attribute is used to avoid unnecessary alarms, by allowing alarms to be triggered
once the signal has remained in the alarm state for a specified length of time. The Off-Delay alarm o 1
attribute is used to reduce chattering alarms by locking in the alarm indication for a specified period after [F T Ko DAL =] | mA
it has cleared. On-Delay and Off-Delay times should be used after careful evaluation of potential control < (=) |pymmorooen
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Staging targets

T

Alert (TA18-074A)

Russian Government Cyber Activity Targeting Energy and Other Ciritical Infrastructure Sectors

revised

This campaign comprises two distinct categories of victims: staging and intended targets. The initial victims are peripheral organizations such as trusted third-party

suppliers with less secure networks, referred to as “staging targets” throughout this alert. The threat actors used the staging targets’ networks as pivot points and

malware repositories when targeting their final intended victims. NCCIC and FBI judge the ultimate objective of the actors is to compromise organizational
networks, also referred to as the “intended target.”

https://www.us-cert.gov/ncas/alerts/TA18-074A

| & [Security Centre

a part of GCHO

Trojanized ICS Installers Advisory. Hostile state actors
TELVENT compromising UK organisations with

Y ] focus on engineering and industrial
.&, B I -t9 control companies
¢ The NCSC is aware of an ongoing attack campaign against multiple

companies involved in the CNI supply chain. These attacks have been
O e argansatons focus engneenng ana masnalcont. | ONGOING since at least March 2017. The targeting is focused on




Smart mstrumentatlon

Promise from the vendors:

« Smart instrumentation Expect instruments of
the future to have

— Converts analog signal into digital multiple communication
— Sensors pre-process the measurements channels, much like a

— May send data directly to actuators present-day Ethernet

— IP-enabled (part of the “Internet-of-Things”) switch. These channels

will be managed with IP
adressing and server
technology, allowing the
Instrument to become a
true data server

Old generation Sensor Computational
temperature sensor element



MPC860, 50 MHz

« 6 MB Flash
16 MB DRAM “
« 32 KB SRAM
You better enjo;)\/@mj E: programming..
r N\ \NE
| o | « ARM9, 14 MHz
Wl!l need to fit w_nplant In Fhere . 512 KB Boot Flash
Signals processing? Malicious
logic? Comms? * 8 MB RW Flash
Often stretched by normal « 2 MB SRAM
functionality already
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* Network reconnaissance

— Majority of this stage Is similar to traditional IT
recon process/attack life cycle, most tools will differ

— Information enumeration

Discovery

* Process comprehension

| _ _ Network
— Understanding exactly what the process is doing, Infrastructure
how it is built, configured & programmed Reconnaissance

On the Significance of Process Comprehension for Conducting Process
Targeted ICS Attacks C :
omprehensi
Benjamin Green Marina Krotofil Ali Abbasi
Lancaster University Hamburg University of Technology University of Twente
Lancaster, United Kingdom Hamburg, Germany Enschede, Netherlands
b.green2@lancaster.ac.uk marina.krotofil@tuhh.de a.abbasi@utwente.nl

http://eprints.lancs.ac.uk/88089/1/sample_sigconf.pdf



"

" Obtain Prevent
I S C O V e ry Feedback Response
oy 3 . - = = v : HE.

|- -
S

: -

- . ——

! Access Control =+ Damage ==+ Cleanup

-
P h

* Network reconnaissance

— Majority of this stage Is similar to traditional IT
recon process/attack life cycle, most tools will differ

— Information enumeration

Discovery

Order Code Module Type Name Firmware Version Module Name Serial Number Rack/Slot
6ES7 412-2EK@6-0ABR [EPU 412-2 PNfDP] V 6.0.3 *
On the Significance of Process Comprehension for Conducting Process
Targeted ICS Attacks -
5 Comprehension
Benjamin Green Marina Krotofil Ali Abbasi
Lancaster University Hamburg University of Technology University of Twente
Lancaster, United Kingdom Hamburg, Germany Enschede, Netherlands
b.green2@lancaster.ac.uk marina.krotofil@tuhh.de a.abbasi@utwente.nl

http://eprints.lancs.ac.uk/88089/1/sample_sigconf.pdf
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Understandmg pomts and Control Ioglc
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Understandmg Cont'rol infrastructure
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Recycle Gas Purge

Oxygen Fee . * N
CO2 CO%Fmge
| il ! Lol
[ Yand iy Compressor Removal
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Reactor - 1““;
80-
o Wy
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I — —
fixed — S =
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HAc flows into two sections. Not good :(



Obtalmng Control = Belng |n control .

* Obtained controls might not be useful
for attack goal

 How do | even speak to this thing??

« Attacker might not necessary be able
to control obtained controls

Reactor H u h ’) 7 ’)

IUU_E )

0-

aporizer

-
Acetic Acid -
Recycle ®

Acetic Acig e
Feed

Every action has a reaction
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Obtain Prevent
Feedback Response

wr o=
=
-

2 , - 1 -

A & =" Access '-ﬂ Discovery Control Damage ==+ Cleanup

 Least understood and studied stage among all

- It is about discovering: m

— Dynamic model of the process and its limits
— Abillity to control process

— Attack effect propagation

— Active stage in live environment

[ 3]
-

Cyber-Physical System Discovery —

Reverse Engineering Physical Processes [
Alexander Winnicki Marina Krotofil Dieter Gollmann
Hamburg University of Honeywell Industrial Cyber Hamburg University of
Technology Security Lab Technology
Hamburg, Germany Duluth, GA 30097, USA Hamburg, Germany

http://library.usc.edu.ph/ACM/SIGSAC%202017/cpss/p3.pdf




Physms of process control

 Once connected together, physical
components become related to each
other by the physics of the process

« If we adjust a valve what happens to
everything else?

— Adjusting temperature also increases
pressure and flow

— All the downstream effects need to be taken
Into account (upstream changes too)

 How much does the process can be changed
before releasing alarms or it shutting down?



Process interdepende
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Process interdependencies

C2H6 in Gas Recycle

2 in Reactor Feed
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Understandmg process responce

« Equipment design
* Process design
 Control loops coupling

* Sizing
- Control algorithm | | * Dead band
« Controller tuning * Flow properties

« Operating practice _— SR
« Control strategy : -y g
il i
Set point @ I | Final control ]
- A’I Controller " Process ) g

1
|
[' Type }Disturbance

* Duration

{Transmitter]*

. Sampling frequency

* Noise profile Q
_* Filtering e




» Dead band
* Flow properties

TE——— * Process design
ontrol algorithm « Control loops coupling
« Controller tuning

—

] [ Sizing } ( Equipment d_esign

'+ Operating practice} [ e

V
&TI strategy J : -y g
(i il
Set point @ Final control ]
4’[ Controller ]—-[ " Process ) g

1
" Type Disturbance
* Duration
[

l Transmltter]

£ Sampling frequency

* Noise profile Q
_* Filtering —_—




Process control challenges

* Process dynamic is highly non-linear (?7?)

@
UNCERTAINTY!
L5025 Reactor exit temperature
- Behavior of the process is known to the
extent of its modelling L
— So to controllers. They cannot control
the process beyond their control model 159,

/ Hours \

This triggers alarms
Non-liner response



psia

Amount of chemical

127.99 f entering the reactor

/

0 0.02 0.04 0.06 0.08
Hours Vaporizer Exit Flow
2 I — -

| “\Rin INg Impact |
20 i :
. ratiojl: 150
Caused by a negative real =98
controller poles < -
Makes process unstable & 518
uncontrollable 17
% 01 02 03 04 05 06

Hours



Type of attacks

Fresh O2 Feed

I B ?
Step attack

—
0.51- N\

Kmol/min

% 5 10 15 20 Periodic attack
Hours
Heater Exit Temperature
158 : :
R . 156+~
ecovery time 1541
21

(@]
Magnitude of manipulation {148




Outcome of the Control stage

| am 163 cm
tall

Control stage execution needs assistance with
specialized tools (none available so far!)



Outcome of the Control stage

Sensitivity Magnitude of Recovery time
manipulation

High XMV {1;5;7} XMV {4;7}
Medium XMV {2;4,;6} XMV {5}
Low XMV{3} XMV {1;2;3;6}

Reliably useful controls



Obtain Prevent
Feedback Response

! Access

* Requires subject-matter knowledge
(engineering)

e Cant take several forms
— Explosions (of course!)
- E q u i p m e nt b re akag e https://img.izismile.com/img/im5/201206/60/chemica|p|nt_a

— Pollution 2

— Product Out-of-Specification

— Increased production costs, etc. Obtaining Preventing
Feedback Response

| s

ccident_in_germany_640_04.jpg

Damage




How do We achleve needed physmal |mpact’7

Attacker needs one or more attack scenarios to deploy in final payload

« The least familiar stage to IT hackers

— In most cases requires input of
subject matter experts

* Accident data is a good starting point

— Governmental agencies
— Plants’ own accident data bases




Hacker unfrlendly process

= """"—*"’%."_3
RERCE Ty e e P ﬁm g'& , f\/’\

b

- Attacker need to obtain feedback in order to observe progress
of the attack

« Target plant may not have been designed in a hacker friendly way

— There may no sensors measuring exact values needed for the attack
execution

— The information about the process may be spread across several
subsystems forcing attacker to compromise greater number of devices

— Control loops may be designed to control
different parameters that the attacker
needs to control for her goal




Obtaln feedback I\/Ieasurlng process

:'Chemical '

1
(V)
- <
composition 3
©
=
Oxygen Feed Recycle Gas S8 : ; e Purge
CO2 CO2 Purge
‘ toln Compressor Removal -
Te Steam
Ethylene l
Feed N\
50
251
Reactor 0
°5J‘~r ‘
V i .eat
L Scrub Stream )
y ) HAC Tank Aqueous
Acetic Acid 100-:J‘_‘ B
Recycle -
— g ole
Acetic Acid
o Feed
/) - Reactor exit flowrate Measuring here
y. \\". [ J )
[ Y IS too late

/ * Reactor exit temperature
“_ 7 <+ No analyzer




I\/Ieasurlng attack success

If you can't measure it, you can't manage it

Peter Drucker

I have a dream - that
one day I will find all
the right KPT's...

CHAMPJON




I\/Ieasurement preC|S|on

Techniclian

“It will eventually drain
with the lowest holes
loosing pressure last”

Engineer

“It will be fully drained

In 20.4 seconds & the
pressure curve looks
like this”



“Techmman” answer

Usage of proxy sensor

Reactor Exit Temperature

160.5 x | | | I
160 @ l i
0 159.5 | Tl
Y
1583 5 0 s *0 » Reactor with cooling tubes

* Only tells us whether reaction rate increases or decreases
* Is not precise enough to compare effectiveness of different attacks
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Quest for englneerlng answer

« Code in the controller

« Optimization applications
« Test process/plant

S 0002 GuCp)T) |
(‘LZ (J f.(xu T f?b(pb) e — - ﬁ'ﬂh(’?,iﬁ-] + 'Irf_"..l"r‘-j) i QJER(I

ot oz

o

-~

SPraloulate deriwvatives®/f
for (h=1;n=NE:1++})

{
/*d0/dr=-delta(C*v) /deltaZ+sum(vii*r) Hnllm E N InEnEn
Ff*0ze zingle backward w4 c G cn s
C_0E_t[n-11=(-{C_0Z2[n]*v[n]-C_O<[n-1]*v[n-1])fde + Coefficientl[0]*r_all[n][ ]+I3cueff1c1ent2 *r all[n] [1]) focata_porosity:
C_C0Z_t[n-1]={-{C_COZ[n]*v[n]-C_Coz[n-1]*v[n-1]1})fde + Coefficientl[l]*r_all[n] [0] +Cocff? 1[n] [1])fcata_porosity:
C_C2H4 t[n-1]={-(C_CZHd[n]*v[n]-C_CaH4[n-1]*v[n-1])fdz + Coefficientl[=]*r_all[n][ 1[n] [1]1) fcata porosity:
C_WVico t[n-1]={-{C_WVic[n]*w[n]-C_Vic[n-1]*v[n-1]1)fdz + Coefficientl[4]*r_all[n] [C]+ 1} fcata_porosity:
C_Hz0 t[n-1]={-{C_HZ0[n]*v[n] -C_HzZ0[n-1]*v[n-1])fdz + Coefficientl[5]*r_all[n] [O] 1) fcata porosity:
C_Hic t[n-1]={-{C_Hic[n]*v[n]-C_Hic[n-1]*v[n-1]})Ffdz + Coefficientl[c]*r_all[n][ 1} fcata_porosity:;
Q_rct[nl= Ua*{Tg[n]-Shell T); /*kcal/min m*3%/
Tg_t[n-1]=1f{cata porosity*CCP[n] + cata_heatcapacity *cata_bulk density)*{-FCP[n 11[n] [OJ*E_rl-r_all[
n] [11*E_rZ-0_rct[n]);

i

| found needed code but the numbers were very strange and did not
seem being useful : 0,00073; 0,00016; 0,0007...




Reactor Exit Temperature
160.5 : :

160+

O 159.5¢

-

158.5

Hours

After two weeks of research and
calculations, | finally got the numbers
(YES!)

24

Kmol/min

0.9

0.85¢

o
@

0.75F

0.7

J

Vinyl acetate
production

VAC Concentration /

/

500 1000 1500
Minutes



Product Ioss

Product per day: 96.000%

Product loss per day: 11.469,70%

Reactor: Loss137.21 Kmol (11469.70 $)

N

I Normal reaction
Bl Under attack

i o
o

Average Outflow [Kmol/min]
N DN O ®

I —
02 Co2 C2H4 C2H6 HAC
Chemicals

o




Prevent responce Alarm propagatlon

Steady state attacks Periodic attacks

Gas loop 02 XMV {1} XMV {1}
Reactorfeed T XMV {6} XMV {6}
Rector T XMV{7} XMV{7}
FEHE effluent XMV{7} XMV{7}
Gas loop P XMV{2;3;6} XMV{2;3;6}
HAC in decanter XMV{2;3;7} XMV{3}

The attacker needs to figure out the marginal attack parameters which
(do not) trigger alarms —to prevent response




Outcome of the damage stage

Product per day: 96.000%

Product loss, 24 hours Steady-state Periodic attacks
attacks

High, = 10.000% XMV {2} XMV {4:6}
Medium, 5.000% - 10.000% XMV {6;7} XMV {5;7}
Low, 2.000$ - 5.000$ . XMV {2}

Negligible, < 2.000% XMV {1;3} XMV {1;2}

Still might be useful
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Obtain Prevent
Feedback Response

-

=
S
-
-

=1 Access i_'-b} Discovery ==+ Contfrol == Damage

* In traditional (IT systems) hacking the goal is to stay
undetected. In cyber-physical exploitation it is not an option
because of physical effect:

— Changes things in physical world which cannot hidden by
e.g. “erasing logs”
— Visible to observers

« Create forensic footprint of:
— What operators think is currently causing process upset

— What the investigators should identify as cause of the
Incident/accident

— E.g. time attack to specific employee shift or modify attack In
response to process troubleshooting



Somo-techmcal system

Maintenance stuff
Plant engineers
Process engineers

)

Operatoaj
LEiontroller

& J

Cyber-physical system



Creatmg forensm footprlnt

* Process operators may get concerned after
noticing persistent decrease in production and
may try to fix the problem

— What do you want operators to think is causing
process upset?

 |f attacks are timed to a particular employee shift
or maintenance work, plant employee will be
Investigated rather than the process




Creatmg forensm footprl t

1. Pick several ways that the temperature can
be increased

2. Wait for the scheduled instruments calibration
3. Perform the first attack

4. Wait for the maintenance guy being
yelled at and recalibration to be repeated

5. Play next attack
6. Goto4d
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Reactor Temperature

O 160"

Four différent attaci(s
158~
157

0 10 20 30 40
Hours




Defeatlng chemlcal forensms

.
i - =
<ot

If reactor doubted, chemical forensics guys will be asked to assist
 Know metrics and methods of chemical investigators

 Change attack patterns according to debugging efforts
of plant personnel

Reactor Average Efficiency Loss: 4.36 % Total Product: 429.04 Kmol (35865.28 $)

\ T T T VA
—H20
—HAc

[or)
©

o

Jod

o)
=2

Efficiency [%)]
[ee)
N

o)
B

[o]
OO

200 400
Time [minutes]

200 400 600 800
Time [minutes]

Reactor Average Selectivity Loss: 2 1 Y, ion Rates 02 30.67%;C2H4 9.81HAc 20.06%
. L. (e

©
©

—02
—C2H4
—HAc

©
2

Selectivity [%]
o]
~

(o]
o))
T

[or]
oU‘I

200 400 600 800 % 200 400

] ( 600 800
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Security Is not a fundamental science
It Is application driven

Security solutions exist in the context of the
application



Early adopter eCommerse

« Security influences design decisions

— Attackers (mis)use functionality of web browsers
— Novel approaches to designing web applications

— Novel security controls in browsers

 Application dictates security properties

— Information-theoretic security properties
— CIlAtriad --> Parkerian hexad

CONFIDENTIA %,
e : @
INFORMATION

Parkerian hexad



 Wireless sensor networks: Big hope

— A big hype for about a decade

— Conferences, solutions, promising
applications

— Remained a “promising” technology with
limited deployment

* Wireless sensor networks: Big flop

— Deficiencies in the attacker models and
security requirements

— Unrealistic assumptions about physics of
wireless communication

D. Gollmann, M. Krotofil, H. Sauff. Rescuing Wireless Sensor Networks Security from Science Fiction (WCNS'11)

ent/uploads/2014/12/Military-
or-networks.jpg

s.com/wp-contt

s-based-on-wireless-sens

https://www.elprocu:

application
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ICS Affack Development oand Execution

ATTACK DEVELOPMENT & TUNING

VALIDATION Test apaipdr e
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Stage 2 shows the steps associated with a material attack that requires high confidence.




DeS|gn|ng cyber physmal payload

Evil Cyber-physical
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Knoweldge Involved into epr0|t development

» Internet Protocol Version 4, Src: 192.1¢
Ethvlene 95 K 530 » Transmission Control Protocol, Src Port
Time Cons{ant Total PV » TPKT, Version: 3, Length: 127
90 - , -+ 520 ion-0ri
Product » DeadTlme\ change - » IS0 36?3!3.224} COTP Connection-Oriented
2 N\ 0.63 of total 510 o v S7 Communication
5 8 \d S ¢ » Header: (Job)
CO2 + H20 AcH+AcOH O PV change = : o
c 02 + H2O = g g v Parameter: (Read Var)
3 Function: Read Var (0x084)
vACCatalySt AcoHkO| E 7O taf T 2.820 iz C Item count: 9
AcOH o Observed max » Item [1]: (DB1.DBX ©.2 BIT 1)
Q"" /0" ¥’ N\ 70 i 1 :
e » Item [2]: (DB1.DBX 18.1 BIT 1)
s i | 2.810 # Item [3]: (DB1.DBX 10.8 BIT 1)
- G T md:.‘]w LMJW » Item [4]: (DB1.DBX 160.3 BIT 1)
25002, 0.1% R3 el ADuM3401 o # Item [5]: (DB1.DBX 10.5 BIT 1)
¢ 250pm”C  25k0 10pF 224 fe)) . . .
Ve Y. e 5 womoss | 8| @ il » Item [6]: (DB1.DBX 10.2 BIT 1)
§] v A% ! |100n 4 Voo S A = T Qg ?2.800 : D Teod
gt }“ s wo  |Co Aprme X a1 [ 3750 A eee
wv-l;vs- - 100F Viers Vaer— GND DOUT | ———— oour ;‘§ =27 _ _
&= =} il il bl
- = H“ ‘ h”\ \H\\‘m\mum M H“ L ‘ ‘ \ h\ \H “
g +2.5Vi50 Q3650 \ ‘\ w I ‘H | w‘ HH ‘H \‘ \ il
PRV
= W o o el \ l\ i, )l H\
= 10uF‘L%T-:—gJIJ’ _glso = , , ‘\ Outlier | , |
' 0 10 20 30 40 50 60 7z
Hours
oouofnwomﬁaojofmm;“H;“”;H““”H
R e L _ _|
N O o - -
L ¥ 1 et
- - B “vales
crt ; crt . . . [ Em-.ﬂ(l.m . . .
value= value=
crt - 1(D5) cnt-1(bs) : _. -




Knoweldge involved into exploit development

168.32
162.56
157.38

295
27
254

Flow

14.73 gpm

Della Prassure
14.93
Suction Pressure

2.27 psi

Default tag table
Name

4 Emerg-OFF

@ s3

Q 81

a 82

< Vo

a 51

a s2

4 54

< ss

< Motorl

4 80
4 s6

% of BEP

VALVE CONTROL

58

Data type
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool

110

e

sigpveed = signal to analyse

wehile: pot s end of sigonel do

while moving up do

runa 4 +
4 werlue = suni{changes)

ion change then

A }PI_\:.’f.’r'Phl'rlH.ﬂ rns|++

[ pagitiveavaliwes(runs) = valng

tion change then

b count positives moves

> positive steps chiange

I count pegnbives moves

bl ||L",':.'|T'i\'|' stepa chal e

= 1 analvse phase

b Bave results

b spve results

& count nils

14: negatinesrunsiruna) + +

15: nogatine sl we Al runs) = wle

106G if po change then

17, sl |

ea, ||.'|l_‘<
. Comment
Emergency-OFF (nc contact)
pushbutton STARTS3 (no contact)
sensor safety fence closed (no contact) .def CalcSomething
sensor cylinder A moved out (no contact) Cal:sou;:ing:
move out cylinder A g:: _"‘" SP, Ré
pushbutton manual mode S1 (no contact) incd.w R4
pushbutton sutomatic mode 52 (no conts add.w $0FFFAh, SP
pushbutton ON 54 {no contact) mov.w R15, OFFFCh(R4)
pushbutton OFF 55 (ne contact) clr.w OFFF8h(R4)
maotor conveyor belt MD1 clr.w OFFFAR (R4)
jmp loc_22

sensor bottle counting

5
-

reset counter / new box

17: if lmeeralope < bottomalope then

~o A ]
1 oo =
vari 2 Trinngles
Algorithm 2 Trinngles loc_22:
11 procedure EXPLOR cmp . W OFFFCh(R4), OFFFAh(R4)
2 sigmal + signal to annlyse i1 loc_18 v
wirdow 4 Il'iI.lJ'II'Illj.'.'. window v v
| naxisel ol 4= nojse o aametoer ") e
mov.w OFFFBh(R4), R15
I sep = window + 10 loc_18: add.w $6, SpP
: o L add.w OFFFAh(R&), OFFFBh(R4)| |pop Ré
) opsiop b inc.w  OFFFAh(R4) ret
T boftannslope = 090,99 ; End of function CalcSomething
5 while not an end of sipnal do
0 if first elements then
141 current = value
{11 inder = 1
12 while inder < window do e learning phase of 1 — th bucket
1% wppersd ope lenrrent = (last +nodselol )y index
11 Lonie .".1|rHJ'J| {eurrent — (last — noiaclol)) /index
15 if upperslope = fopslope then
14 .fu}l.‘fllu_'lh" = upperslope




Process -aware proactlve & reactlve securlty

* Many exploitation scenarios require (prolonged)
access to the target environment

« Know data sources vital to communication
Infrastructure recon and process comprehension
— Be careful with public announcements and data
exposure via trusted 3" parties
— Lock down or monitor access to critical data
sources (in all!! their locations)

— Monitor process behavior for anomalies

Inability to collect required
Information & interact with the
process significantly limits attack
scenarios achievable by threat actors o
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