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Pay-TV threat model

* Pay-TV is a global marketplace

* Classical pirates know how to
monetize on obvious assets (T V-
content, keys, hardware etc)

» However, in real world applications,
it may be misguided to narrow down
the threat model

* History tells us the threat to pay-TV
may come from many avenues
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Theory:
Cryptography help you
hide secrets

Practice:
Cryptography gives you
secrets to hide

The Cryptography AFPL, or How to Keep
a Secret

Robrt Caleridge
Muzsan e elopr Krtmatk Teehndopy Geougp

Augut 19, 1504
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The key problems

+ Key storage
+ Key usage
* Key distribution

* In «one word»: Key management




Classes of crypto equipment

+ Military grade

- Sftrict requirements

—  Evaluated, certified,
—  Controlled distribution

AE\: - Military communications system, CCIS,
* Industrial grade
fo u n d — —  Commercially available, possibly evaluated (e.g. CC,
A AT TAA FIPS)

—  Mobile phones, banking ap%licatiﬂns, pay-TV,
Networking equipment for businesses (e.g. VPN)

h A rC - Very often hardware
+ «Toy crypto»
— Downloadable software, apps, etc.
—  Home networking equipment

coNaQx

KUDELSKI GROUP



Distinguishers

» Security evaluation, inspection
* Formal security requirements
* Hardware protection

+ Key management




Claim #1

» Cryptographic strength in industrial
applications is limited by its key management
system

— Cryptographic strength < algorithmic strength




Claim #2

* Real cryptographic strength cannot be
assessed independent of its physical
Implementation
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Claim #3

» Cryptographic strength in industrial
applications is best measured by
penetration tests.
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The key problems

+ Key storage
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Key storage

* Acryptographic key cannot be reliable
remembered.

« Passwords (and KDFs) isn’t sufficient for industrial
applications

* Physical/electronic storage is always
necessary.
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Key storage

« EXxercise:

— Pick up your favourite text book on
cryptography and look up «key
storage».

* You're designing cryptography to
withstand adversaries with
computing powers of teraFLOPS, or
even quantum computers...
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Key storage in software

Plaintext keys in machine-readable memory are
prone to attacks.

Cryptographic keys have special properties that
allows for easy détection and identification:

- Keywrap standards, entropy, bit-lengths, parity bits
(DIB:{S], pﬁimalitytestlng(ﬁgﬂ) gths, parity

Cryptography can help you reduce the problem
tor?’mlnlmumyone key.

- Key hierarchies
- One «master key»

For software algorithms, keys may be
reconstructed from remnants of key schedules
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Real world key extraction by entropy
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Here is a memory readout of
the flash memory

Simply de-soldered and
placed In a socket

Then they measure entropy
("randomness’)

Keys found




Key storage in hardware

17

Typical in industrial crypto applications.

Separate key store devices (smart cards, SIM
cards, HSMs) or components (chipsets, TPMs)

Wide use of key hierarchies, with master key In
hardware («hardware root-of-trust»)

— Required in certain applications, like MovieLabs’
ECP requirements adopted by Hollywood studios
for 4K content

— Your PC most likely has a TPM chip, for use with
software like e.g. Microsoft Bitlocker
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The key problems

+ Key usage
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Key usage malvare
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Adobe revokes certificate after
hackers compromise server, sign

Secure key storage is necessary but not

sufficient
. IACKERS BREACHED ADOBE SERVER N
Example Adobe case: ORDER T0 SIGN THEIR MALWARE

— Adobe put their master key in a HSM. Master
key = private key to root code signer
certificate

- Hackers gained access to the server hosting
the HSMand signed their own certificates

- Using these certificates, hackers could deploy
malware with valid cryptographic signature
passing as authentic Adobe software.

- The cryptography was designed to sto o
exactl??hisgat&c){(. How could it happeﬁ? — oo

- Maybe some bad guy violated the threat- o
model...




Real world key extraction pEErEE
from software
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Use IDAto reverse engineer
the software

Use “FIndCrypt” plug-in to
identify the algorﬁhm location

Set break points at this
location

Run the encryption/decryption
software

Extract crypto keys from
memory dump

Address Dezcnphon
O0454EB6 Crypto HAVAL
D047ABOE Crypto: MD4
O0480EFS  Cryptor SHAA
00486558 Cryptor SHA-1
O048BE52 Crypto: SHAA
D048ECS4 Cryptor MO
00490964 Cryptor MO4
D04927A6 Crypter MD4
O04ERACE Crypto: MDA

Ok | Cancel

JLine | of 12

_=.: Output window

e B L I L e
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

4BcBO8: found const array Rijndael_Ted {(used in Rijndael)
4BCFB8: Found const array Rijndael_Te1 {used in Rijndael)
4080308: found const array Rijndael Te2 {(used in Rijndael)
480788 : Found const array Rijndael_Te2 {used in Rijndael}
40DBB8: found const array Rijndael_Td@ {(used in Rijndael)
48DF@8: found const array Rijndael Td1 {used in Rijndael}
4BE308: found const array Rijndael_Td2 {used in Rijndael)

4PE70B8: Found const array Rijndael_Td3 {used in Rijndael)
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Side channel attacks

* All key usage pose a threat to the confidentiality
of the key

* The processing will leak parts of the key, in a
strict information theoretical sense, to
observable metrics:

— Power consumption
— CPU usage

— EM radiation

— Heat

— Response time

- Etc.

21
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Example SPA on RSA

+ SPA = Simple Power Analysis
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Simple Power Analysis of RSA
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Software fault injection

* The algorithmic implementation may
expose logical vulnerabilities that can be
exploited (sometimes combined with SCA)

- E.g. malformed data, buffer overflows etc.

* The cryptographic algorithm in it self may
be vulnerable

- E.g. plain RSA (without padding) vulnerable to a
number of attacks, like simple Chosen Cipher
Text Attack.

24
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Hardware fault injection

* Introducing fault conditions and observing
the erroneous output by varying e.qg.

— Supply voltage (generate a spike)

— Clock frequency (glitching attack)

— Temperature

— EXxpose to intense light (camera flash or laser)

25
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Example of real life HSM

+ Outer metal case

+ Potting material

- EER TRVRORRRRRRY

+ Sensors foil

+ |nner metal case -

utimaco

+ CS circuit board

COCNQX
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The key problems

» Key distribution

27




Seen this before?




Secure channel

29

Really secure channels are hard to come
by

Those that exist doesn't scale well enough
for industrial applications

PKI was supposed to change all this, but
alas, you still need secure provisioning...

As it turns out, putting keys in a physical
secure container (e.g. smart card) and
shipping is still one of the most cost-
efficient secure key distribution methods.

conax



Smart card world view
- Security driven by Pay-TV

3 million—
28 milion—
29 rmillion- 1

30 m
108 million

200 million

icroprocesso

mart Cards used \
| in Telecom |
i Memory Smart !
0—; Cards used in '
1 million Telecom
27 .5 million f ! 913 milhian

/

405 million

[ Mamary Cards used in
Telecom

1 Memeory Cards used in Other

£ Memory Cards used in
Transport

B Memory Cards used in
Healthcare

B Memory Cards used in
PayTWV/IT

B Memory Cards used in
Banking

O Microprocessor Cards used
in Telecom

O Microprocessor Cards used
in Banking

m Microprocessor Cards used
in Healthcare

49 million—

| Microprocessor Cards used
in PayTW/ T

W e roprocessoreaas useg oo
in Other

.

il

*Char adapred from European Smart Card Industry Associanon survey 1999
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SC threats — 3 categories

« Invasive attacks will destroy the chip
- Micro probing
- Metal layer changes (Laser/ FIB)
— Reverse engineering

« Semi-invasive attacks go outside the specs
— Fault injections
- Glitching
- Freezing

» Non-invasive attacks observe chip operations within
the specifications

- Logical errors
- Side channels

coNaQx
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Shielding

-

32

Counter measure
against invasive and
semi-invasive attacks

Cover surface with
signal conductors.
Detection if signal is
broken.

TSEHSE vce
)
C
C
)
C
O GND SENSEl
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Other SC counter measures

+ Sensors

- Voltage

- Light

— Tempterature
* Dual logic
* CPU separation

* Anti-SCA algorithms

33
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Security assurance

+ Conax STBs are made by 3rd party
companies under license from Conax

« Strict certification and evaluation scheme
* Every design go through a penetration test.
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Automated test tools exist

From brochure:

» ‘“Inspectoris an
advanced integrated
tool for side channel
analysis and fault
Injection.”

» ‘“Inspectorexcelsin
time-efficient analysis
and perturbation of
evaluation targets with
the latest attack
techniques and
methods.”

35
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Security evaluation snapshots

« Removed from publication as
Informed during presentation




Claim #1

L ]

a7

Cryptographic strength in industrial
applications is limited by its key management
system

The problem with least amount of usable
literature

The «hard» part that is omitted from DVB
standardization

The part in crypto that scales poorly

conax



Claim #2

* Cryptographic strength cannot be assessed
iIndependent of its physical implementation

* Many key extraction techniques and
tools (like “FindCrypt”) are dependent
on certain implementations details

* Physical attacks can mitigated by
mathematical transformation (e.g. use of
Edwards curves in ECC)

38
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Claim #3

» Cryptographic strength in industrial

39

applications is best measured by
penetration tests.

Based on the fact that our penetration
tests discover and repair many
vulnerabilities, despite standardized
algorithms and protocols.

conax



Thank you

Any MORE questions?

Anders . Paulshus -at- Conax . com

40
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