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Single Digital Market? 

• 13 million EU citizens work in another EU country
• 21 SMEs with significant  international operations
• 120 mio. shop online, only 20  % buy in another 

EU state

• Cross-border administration examples
– 600.000 citizens live in one EU MS and work in another
– 350.000 per year engage in an marriage with a national 

of another MS
– 180.000 students move to another MS (Erasmus / post-

graduate degree)
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EC’s ICT Policy Support Programme

• Large Scale Pilots to support key policy areas
– Focus on cross-border aspects
– Pilots A: Driven by Member States

• STORK has 
been the LSP on eID interoperability
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LSPs: MS cooperate in key policy areas

• Building Block Provision

• eID interoperability

• eHealth

• eJustice

• Services Directive

• eProcurement
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SECTION 7: STORK OVERVIEW
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STORK Phase 1 Key-facts

• Project than ran from 2008-2011
• National eID federation between

– 18 MS 
– 100+ national eID token types
– 6 pilots in production systems

• Resulted in 
– Open specifications (SAML 2 + QAA)
– Open source reference implementations
– Lessons learned as basis for EU legislation (eIDAS)
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eID profile of 1st pilot phase (2010): MS situation is different
Country & 
credentials

Token Types Relation to 1999/93/EC Token Issuer

# of
cred.

Smart 
card

mobile
eID

soft.-
certif.

qualified cert
(signature-cert)

is a SSCD public sector private sector

Austria 3 yes yes - all all yes yes (all. 
qual.c.)

Belgium 1 yes - - all all yes -

Estonia 2 yes yes - all all yes -

Germany 1 yes - - optional all yes (opt. 
qual.certs.)

Finland 1 yes - - qualified all yes -

Iceland 2 yes - - all all - yes

Italy 2 yes - - all all yes yes (sig.-card)

Lithuania 1 yes - - all all yes -

Luxembourg 3 yes yes - all all - yes

Portugal 1 yes - - all all yes -

Slovenia 3 yes - yes all yes (QAA 4) yes yes

Spain 1+80 yes - yes all yes (QAA 4) yes (QAA 3-4) yes (QAA 3-4)

Sweden 12+ yes yes yes - no yes yes
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Overall principle

STORK does not change the MS eID, 
but builds interoperability on top of it 

(eID federation)

Identity 
Provider

Service 
Provider

User

Provide and 
access service

Identification and 
authentication

Identity data 
transferIdentity

Data

Identity 
Provider

Federation

Identity
Data

Domain A Domain B

Note, however, that in several federation 
protocols each SP may do IdP discovery 
of all IdPs. Moreover they assume sort of a 
homogeneous situation on protocols/profiles.
Both give organisational challenges and 
interfere with existing MS infrastructure. 
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Architecture Overview

Cross-border eID
Federation

Decouples MS-specific eID
through a common

protocol
(SAML 2.0 profile) 

PEPS

PEPS

PEPS

V-IDP

V-IDP
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The pilots
• Six pilots live as “pioneering applications”

– Online authentication

– Safer Chat  

– Student Mobility 

– eDelivery

– Change of Address

– ECAS 

Affiliate
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One problem tackled: Trust levels 

Different technologies 
and security levels:
• Smart cards
• Software certificates
• Mobile Phones
• Username-password
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Approach: Mapping to QAA levels
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QAA: Security - Assurance

• Assurance: grounds for confidence that a 
component meets the security requirements

• STORK QAA: registration and credential
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SECTION 8: IMPLEMENTATION
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Relying Party
(STORK: 
Service Provider)

Direct vs. Indirect authentication

Direct Authentication

143

Connector

Person 
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Relying Party
(STORK: 
Service Provider)

Direct Authentication Indirect (IdP-based) Authentication

Connector

Person 

Relying Party
(STORK: 
Service Provider)

Person 

IdP

Direct vs. Indirect authentication

11IV10987III65II4321I 12

Herbert Leitold, COINS Summerschool, 1.-2. August 2016 144



Relying Party

Direct Authentication Indirect (IdP-based) Authentication

Connector 1

Person 

Relying Party

Person 

IdP

Connector 2 ….

IdP
IdP

Scalability in both cases depends on 
variety and/or use of standards

A

B

Direct vs. Indirect authentication
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