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Controller Security



Are the application-controller transactions secured?

Are the controller-controller transactions secured?

How are application conflicts resolved?

How does a controller connect to the network?

How are applications/tenants isolated?

How are keys allocated, managed and where are they stored?
How are threats detected and handled?

Can the network state be identified at any point in time?
What information is stored for controller clustering and where?



Increase in components and interfaces for the evolved SDN implementation increases the
security challenges of the SDN controller design.

Obijective:

* Identify requirements of a secure, robust, and resilient SDN controller;

* Analyse state-of-the-art open-source SDN controllers with respect to the security of their design;
* Provide recommendations for security improvements



Definition of ‘Security’

Secure, Robust and Resilient (referred to as ‘security’):

« The controller is designed to reduce the risk of intrusion/attack at the network control layer;
» The controller is able to withstand errors in control layer logic;

« The controller is able to recover quickly from disruption and maintain an acceptable level of
service in the face of faults.



Controller

Source
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2014

2014

2014
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Distributed

Distributed

Cenftralized

Cenftralized, Multi-
Threaded

Centralized

High-availability,
Scale-out, Performance

Enterprise-Grade Performance,

High Availability

Robust, secure, and
high-performance NOS

High quality controller for
production environments

Security-enhanced version of
Floodlight controller

Security-mode ONOS
proposed for v2

AAA Service,
Foundation of Security
Group

Process Containment,
Resource Usage
Monitoring, App

Permission Structure

Secure control layer
communication

Security enforcement
kernel (AAA)



Security Attributes
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Secure Controller Design

Secure
Controller
Design

Southbound APl [

Controller m“ ROSEMARY - SE-Floodlight

Control Process (Application) Isolation

(mlcro—NOS) (inlege—Bosed)
Implementation of Policy Conflict Resolution v x x x v
(Data-Store) (Algorithm)
Multiple Controller Instances — Resilience v v x x x
(Clustering) (Clustering)
Multiple Application Instances — Resilience x x x x x

Secure Storage v v v v v



Secure Controller Interfaces
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Southbound API Secure Controller
Interfaces

Secure Controller
Interfaces

SDN Switches

Secure Control Layer Communication

(D—CPI) (D—CPI) (D—CPI, A-CPI)

GUI/REST API Security x 4 n/a x x
(weak)



Controller Security Services

Controller
Northbound API .
- Security
Controller . Services

Security
Services )

Southbound AP [t

SDN Controller

SDN Switches

Controller m“ ROSEMARY _ SE-Floodlight

IDS/IPS Integration

(Defense4AII) (Snor’r) (BotHunter, Sec. Actuator)
Authentication and Authorization x v v x v
Resource Monitoring x x v x x

Logging/Security Audit Service 4 v v v v



Recommendations

Recommendations for Future Security Improvements:

1. Design with Software Security Principles
2. Secure Default Controller Settings
3. Application Future-Proofing



Conclusion

ONOS, OpenDaylight ROSEMARY, SE-Floodlight

High Availability, Performance Security, Resilience

Next Evolution in SDN Controller Design ...
Security, Robustness, and Resilience



Controller Security Rating
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ONOS / ONOS Wiki Home / Feature Proposals

Security-Mode ONOS

Controller Security Breaches/Developments

@ Created by Prajakta Joshi, last modified by Changhoon Yoon on Jun 23, 2015

[ (O Work-in-progress.
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Security-mode ONOS

We propose Security-mode ONOS, which can be enabled to enhance the robustness of the network environments controlled by ONOS.

ATTACK & DEFENSE

PROJECT

SERVICE

The goal of this project is to provide a secure SDN application execution
environment to Open Network Operating System (ONOS), whi
source distributed SDN controller platform. In ONOS-managed networks,
it is possible to deploy diverse ONOS applications to enable various
leveraging the powerful APls offered by
OMNQOS platform. At the same time, ONOS applications with such powerful
authority may also be abused or misused to cause security problems. In
order to eliminate such abuse or misuse opportunities, Security-Mode
OMNOS enforces security policies to constrain ONOS applications. This

network control functions by

project is currently under development.
Rlease Plan
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