








Security Issue/Attack

SDN Layer Affected or Targeted

Application
Layer

App-Ctl
Interface

Control 
Layer

Ctl-Data
Interface

Data 
Layer

Unauthorized Access e.g.
• Unauthorized Controller Access/Controller Hijacking
• Unauthorized/Unauthenticated Application X X

X
X

X X

Data Leakage e.g.
• Flow Rule Discovery (Side Channel Attack on Input Buffer)
• Credential Management (Keys, Certificates for each Logical Network) 
• Forwarding Policy Discovery (Packet Processing Timing Analysis) X X

X
X
X

Data Modification e.g. 
• Flow Rule Modification to Modify Packets (Man-in-the-Middle attack) X X X

Malicious/Compromised Applications e.g.
• Fraudulent Rule Insertion X X X

Denial of Service e.g. 
• Controller-Switch Communication Flood
• Switch Flow Table Flooding

X X X
X

Configuration Issues e.g. 
• Lack of TLS (or other Authentication Technique) Adoption
• Policy Enforcement
• Lack of Secure Provisioning

X
X
X

X
X
X

X
X
X

X

X

X

X

System Level SDN Security e.g.
• Lack of Visibility of Network State X X X
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R. Kloti, ‘Openflow: A Security Analysis’, Swiss Federal Institute of 
Technology Zurich, Zurich, Switzerland, 2013.
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Flow 

Table

Condition Action Set

Field 1

Src IP

Field 2

Src Port

Field 3

Dst IP

Field 4

Dst Port

1 5 [0,19] 6 [0,19] { (drop) }

1 5 [0,19] [7,8] [0,19] { (set field1 10), (goto 2) }

1 6 [0,19] [6,8] [0,19] { (forward) }

2 [10,12] [0,19] [0,12] [0,19] { (set field3 6), (forward) }
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Gregory Pickett, “Staying Persistent in Software Defined Networks,” DefCon 23, Las Vegas 2015, 
https://media.defcon.org/DEF%20CON%2023/DEF%20CON%2023%20presentations/Speaker%20&%20Workshop%20Materials/Gregory%20Pickett/DEFCON-23-

Gregory-Pickett-Staying-Persistant-in-Software-Def.pdf

https://media.defcon.org/DEF CON 23/DEF CON 23 presentations/Speaker & Workshop Materials/Gregory Pickett/DEFCON-23-Gregory-Pickett-Staying-Persistant-in-Software-Def.pdf
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