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Privacy? Do we care ….

Some people do, may not to 
others’ privacy at least their 
own…
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It's sad yet ironic that 
Zuckerberg has to go 
through great lengths 
to protect his privacy. 
Yesterday news broke 
that Facebook was 
removing yet another 
privacy feature. Soon, 
even people who wish 
to remain hidden from 
Facebook searches will 
have no choice but to 
be searchable on the 
social network.
-Business Insider 11 
Oct 22013

He made his fortune 
by persuading over a 
billion people to share 
their lives online, but 
when it comes to 
protecting his own 
privacy Mark 
Zuckerberg appears to 
spare no expense: the 
Facebook founder has 
reportedly spent 
$30m (£18.8m) 
buying four houses 
that surround his own 
home in California.
- TheGuardian 11 Oct 
2013
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http://techcrunch.com/2013/10/10/facebook-search-privacy/
http://www.theguardian.com/technology/mark-zuckerberg
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Any real life experience on 
privacy threat?
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Do you think you are doing 
enough to protect your personal 
data ? 

Time to wake up  ….
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Amazing mind reader reveals his 'gift'

https://www.youtube.com/watch?v=F7pYHN9iC9I

https://www.youtube.com/watch?v=F7pYHN9iC9I
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What does privacy mean to you? 

10

Privacy = secrecy?



What is privacy?
Privacy is a fundamental human right which was first defined as “the right to be 
left alone” by the United States Supreme Court Justice Louis Brandeis and Samuel 
Warren [3]. 

Some other views of privacy are – the protection of an individual’s independence, 
integrity, dignity, secrecy, anonymity, solitude, protection against intrusion into an 
individual’s personal life or affairs [4]. 
Professor Roger Clarke [5] has defined the different dimensions of privacy –
Privacy of person, which is also referred to as 'bodily privacy', is concerned with the 
integrity of an individual's body such as blood transfusion without consent, 
compulsory provision of samples of body fluids and body tissue and so on. 
Privacy of personal behaviour relates to all aspects of behaviour such as sexual 
preferences and habits, political activities and religious practices.
Privacy of personal communications relates to privacy of communications using 
various media without being monitored. This is sometimes referred to as 'interception 
privacy' 
Privacy of personal data is also referred to as 'data privacy' and 'information privacy', 
relates to controlling whether or how personal data can be gathered, stored, 
processed or selectively disclosed.
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What is privacy?

[6]

[7]
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Privacy is a legal right …

[9]
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Privacy is a legal right …

By January 2015 the total number of countries with data privacy laws has 
increased by over 10% to 109. [10]
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The privacy policy principles

Common privacy policy principles on privacy laws around the world

Australian Law Professor Graham Greenleaf finds ten elements common to 
all four international privacy instruments (the OECD Guidelines, Council of 
Europe Convention, EU Data Protection Directive, and the APEC Privacy 
Framework): 
1. Collection - limited, lawful and by fair means; with consent or 

knowledge 
2. Data quality – relevant, accurate, up-to-date 
3. Purpose specification at time of collection
4. Notice of purpose and rights at time of collection 
5. Uses limited (including disclosures) to purposes specified or compatible 
6. Security through reasonable safeguards 
7. Openness to personal data practices
8. Access – individual right of access 
9. Correction – individual right of correction 
10. Accountable – data controllers accountable for implementation

[11]
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Comparison of Global Data Privacy regulations

[9]



What is personal data?
According to the Data Protection Law information can be 
personal data if any of the following conditions is true-
• If the information (in conjunction with other information) can 

identify a living individual. 
• The information relates to an identifiable living individual. 
• The information is obviously about a particular individual; e.g. 

medical record, criminal record.
• The information is linked to an individual. 
• The information informs or influences actions or decisions 

affecting an identifiable individual.
• The information has biographical significance in relation to 

the individual.
• The information focuses on the individual as its central 

theme. 
• The information has impact (or potential to impact) on an 

individual.

17



18

Privacy VS Security

[12]



Privacy VS Security
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Time for brushing up your 
awareness on privacy 
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Privacy breach payoff

[14]



There can be a number of negative consequences that 

can be occurred due to the lack of or poor privacy 

protection. For example –

 Harm to the person whose data are used or disclosed 

inappropriately.

 Become Victim of identity theft

 Damage to an organisation’s reputation.

 Financial loss. 

 Loss of business due to negative publicity.

 Violation of privacy laws with the possibility of paying 

huge penalties.

 Destruction of confidence and trust in the industry.

Privacy breach payoff
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Cloud introduces new privacy 
challenges?  

• Data are shared among multiple providers. Multiple 
providers can have different terms of service, policies and 
location.

• Lack of organizational control over employee- more 
possibility of insider threats.

• Service provider  typically do not have control over the 
physical location of the data.

• Possibility of leaving multiple copies of the same data-
leading to more data management problems and 
possibilities of disclosure.

• Identity management for a number of providers.

• Conflicting laws from different jurisdictions.  
23



Consumer VS Provider perspective

Where are 
my data going?

data

data

dara

Cloud 
Data 
manager
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Minimizing risk by cloud consumers

1. Be aware of what you are sharing.  
Use service that require less 
information.

2. Use encryption.
3. Be wise about Wi-fi. 
4. Avoid over-sharing personal 

information in social network.
5. While choosing a cloud service check 

their privacy policy.
6. Be aware of where is your data going 

and how it is going to be processed 
and shared.

[15]



Phase 1
Generation

Phase 2

Transfer

Phase 3

Use

Phase 4

Share Phase 5

Storage

Phase 6
Archival

Phase 7

Destruction

Data life cycle in the Cloud

[16, 17]
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Phase 1: Data generation

1. Data collected about individuals, 
e.g., during registration process for 
a service.

2. Data can be created by themselves, 
e.g., file or picture uploaded by 
individuals.

3. Data can be gathered from the 
context, e.g., time of using a cloud 
service, location and device used for 
the service.

4. Inferred data deduced from the own 
data and monitoring data, for 
example, a person’s credit score 
from his transaction records.
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Phase 1: Data generation

Things to consider at this 
stage

1. Data ownership
2. Data classification 
3. Collection Limitation
4. Purpose specification
5. Consent 
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Phase 2: Data transfer

Things to consider at this 
stage

Encryption: While transferring via 
public network encryption is necessary 
to protect confidentiality and integrity 
of data.
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Phase 3: Data use

Things to consider at this 
stage

1. Appropriateness: The use of 
information should be consistent 
with the purposes for which it was 
collected and the commitments 
made to the consumer by the 
provider.  

2. Access control: Proper access 
control should be enforced. 

3. Legal compliance: Information 
needs to be managed in way that 
the compliance with the legal 
requirements can be verified. 
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Phase 4: Data share

Things to consider at this 
stage

1. Consent: While sharing data with a 
third party consent of the data 
subject needs to be considered. 

2. Access control: Access control 
mechanism should allow only the 
authorised party to access the data . 

3. Location control: While sharing data 
the location of data where it is going 
would be an important factor to 
consider due to compliance 
requirement. 

4. Sharing granularity: Sharing 
granularity depends on the sharing 
policy and the granularity of 
content.
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Phase 4: Data share

Things to consider at this 
stage

5. Data transformation: Before sharing 
personal data  some transformation 
might be necessary ,e.g., isolation of 
sensitive information, ensure anonymity 
and unlinkability. 

6. Notification:  Some regulations require 
the data subject to be notified when data 
is shared.  Therefore, notification 
mechanism needs to be considered.
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Phase 5: Data storage

Things to consider at this 
stage

1. Encryption or transformation: Data 
stored in the cloud can be 
encrypted. It might be difficult to 
process or  doing search in the 
encrypted data. Other forms of 
transformation might be used, e.g., 
isolation of sensitive information, 
ensure anonymity and unlinkability. 

2. Access control: Proper access 
control should be enforced also 
should consider insider attack.

3. Location control: While storing data 
the location of data where it is being 
stored would be an important factor 
to consider due to compliance 
requirement. 

. 
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Phase 6: Data archival

Things to consider at this 
stage

1. Storage media: Portability of 
storage media might  increase the 
possibility of losing data. 

2. Duration of storage: Data can be 
stored only for the time necessary 
for which it was collected. . 
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Phase 7: Data destruction

Things to consider at this 
stage

Complete erasure of all copies: Proper 
care should be taken to ensure all the 
copies of the unwanted data are 
deleted. 



Authentication Authorisation

Legal 
Compliance

Privacy in the 
cloud

Location 
Control

36

Access 
Control
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Access Control Models

o Identity based access control

o Role Based Access Control (RBAC) model

o Attribute Based Access Control (ABAC) model 
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Identity based access control

In an identity based system the access rights are based on the identity of the 
subject 
It can be implemented using an access control matrix, 
access control lists or capabilities (Sandhu and Samarati 1994). 
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Role Based Access Control (RBAC) model

The main concept of RBAC is that permissions are associated with 
roles and users get permissions based on the roles assigned to 
them. 
Unlike identity based systems adding or removing users is much 
easier in this model. 
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Attribute Based Access Control (ABAC) model

The Attribute Based Access Control Model is an extension of the RBAC Model 
where permissions are given based on the attributes possessed by the user.

Attributes are not limited to organisational roles, they can be anything such as 
degree, qualification, name, age and of course roles. 

Attributes (usually assigned by Attribute Authorities (AAs)), are assigned to users 
and permissions are assigned to attributes and thus users get permissions based 
on the attributes they possess. 



Authentication

Authentication is a way of identifying an entity and is a process by 
which it is possible to determine whether someone/something is 
genuine. 

41

Privacy preserving authentication technique should allow 

• Anonymity 

• Unlinkability

• Minimum disclosure 
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User 

eID Server

Cloud service

Cloud service

Cloud service

Age = 12 years

Name = ?X
Date of Birth= ?X

Privacy Preserving Authentication



Authorisation

43

An authorisation system determines who is authorised to do
what i.e. it assigns privileges to users and provides a decision on
whether someone is allowed to perform a requested action on a
resource.
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Policy based authorisation system

Initiator

Policy 
Decision Point

Target

Policy 
Enforcement 

Point

Submit 
Access 
Request

Decision 
Request Decision 

Present 
Access 
Request
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Example Policy
<Policy PolicyId="PolicyNo1forMedicalData"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-

algorithm:deny-overrides">
<Target/>
<Rule RuleId="MedicalDataAccessByMedicalProfessional" 

Effect="Permit">
<Description>Medical Professional of this organisation can read the 

medical data </Description> 
<Target>

<Subjects> <Subject>
<SubjectMatch

MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue

DataType= "http://www.w3.org/2001/XMLSchema#string">Medical 
Professional</AttributeValue> 

<SubjectAttributeDesignator AttributeId=Role 
DataType="http://www.w3.org/2001/XMLSchema#string"/>

</SubjectMatch>
</Subject> </Subjects>
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Example Policy
<Resources>  <Resource>

<ResourceMatch
MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue
DataType="http://www.w3.org/2001/XMLSchema#string">Medical 
Data</AttributeValue> 

<ResourceAttributeDesignator
DataType="http://www.w3.org/2001/XMLSchema#string" 
AttributeId="ResourceType"/> 

</ResourceMatch>
</Resource>

</Resources>
<Actions> <Action> <ActionMatch

MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue

DataType="http://www.w3.org/2001/XMLSchema#string">READ</Attr
ibuteValue> 

<ActionAttributeDesignator
DataType="http://www.w3.org/2001/XMLSchema#string" 
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"/> 

</ActionMatch>
</Action>     </Target> </Rule>  </Policy>
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Adding privacy protection to policy based 
authorisation system

 Needs to add policies from Data Subject to honour his/her wishes.

 Needs to enforce obligations to notify the data subject. 

 Needs to add policies from the data protection legislations. 

 Needs to integrate the policies of all the authorities who have any control over the 

data such as the controller, issuer. 

 Needs to resolve conflicts among multiple independent policies of all the 

stakeholders.

 Needs to have facility to enforce policies in a distributed environment. 

 Needs to have the facility to include and execute policies from multiple languages.
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Obtaining policies from users
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Obtaining policies from users

<Subject>
<SubjectMatch

MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue

DataType="http://www.w3.org/2001/XMLSchema#string">Dr. 
D</AttributeValue> 

<SubjectAttributeDesignator AttributeId="Name" 
DataType="http://www.w3.org/2001/XMLSchema#string"/>

</SubjectMatch>
</Subject>

Option 1 
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Privacy-Preserving Advanced Authorisation System 
(P-PAAS) infrastructure
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PEP

Master  PDP

1

2 3
4

Legal
PDP

Issuer 
PDP

Data 
subject 
PDP

Contr
oller 
PDP

The authorisation system

Database

CRP

CRP=Conflict 

Resolution Policy

CRR=Conflict 

Resolution Rule

{condition, DCR}

DCR=Decision 

Combining Rule

P-PAAS infrastructure in a simplified form
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Dynamic Conflict Resolution
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Master PDP is called with

i) list of PDP objects

ii) Request Context

Get the DCR

Check 

DCR

Call PDPs 

usinjg First 

Applicable

Call PDPs 

using Specific  

Overrides

Call PDPs 

using 

MajorityWins

Call PDPs

using Deny

Overrides

Call PDPs 

using Grant

Overrides

Returns 
decision + 
optional 

obligations

DCR = FirstApplicable DCR = 

Specific 

Overrides

DCR= 

MajorityWins

DCR= Deny

Overrides

DCR= Grant

Overrides

Flow Chart of 

Master PDP

DCR=Decision 

combining Rule
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Distributed enforcement of policies
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Checking with the requirements of 
EU data protection directive …

1. Purpose specification

2. Consent specification

3. Limited collection

4. Limited use and limited 

disclosure

5. Limited retention

6. Accuracy. 

7. Safety

8. Openness

9. Compliance

10. User's control

11. Enforcing privacy obligation

12. Privileged access

13. Transferring data

14. Contract based access to 

personal data
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Do you think this model is fit for 
cloud environment?

Where to improve then?
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Conversion of law into machine enforceable policies

Mont et al. (M. Mont, S. Pearson, et al. 2010) say that 
translation of legislation/regulation to machine 
readable policies has proven to be very difficult.

Papanikolaou et al. (Papanikolaou, Pearson and Mont 
2011) say that it is unreasonable to expect a computer 
program to fully understand the legal or other policy text. 
However, even with the limited capabilities, the 
automation of Legal policy enforcement significantly 
reduces the effort required to ensure compliance. 



The Methodology for obtaining Legal Policies

Step1.  Listing the Legal provisions that are directly 
related to access control.

◦ For our implementation we considered only the articles 
directly related to access control. A rule is directly related 
to authorisation if it pertains directly to the processing, 
prohibiting, accessing, collecting, blocking or transferring 
of personal data, i.e. it mentions an action on personal 
data. 

57



The Methodology for obtaining Legal Policies

Step 2. Analysing the Legal provisions

◦ The nature of the EU DPD is such that the outcomes of rules are subject to 
explanations, built on "it all depends" upon context, and human 
interpretation at the point of application (M. Mont, S. Pearson, et al. 2010). 
It requires human skills and interpretation to obtain deterministic PDP rules 
from the EU DPD. 

58



The Methodology for obtaining Legal Policies

Step 2. Analysing the Legal provisions (continued..)

The article 6.1 (a) says “personal data must be processed fairly and 
lawfully” –this legal rule is too vague to form an automated access 
control rule. 

Later in article 7 the criteria for making data processing legitimate are 
described, these are converted into access control rules. 

Article 6.2 states that “It shall be for the controller to ensure that 
paragraph 1 is complied with.” This rule places responsibility on the 
controller to ensure that the EDPD (EU Data Protection Directive) is 
followed, but it does not form an access control rule itself. 

59



The Methodology for obtaining Legal Policies

Step 2. Analysing the Legal provisions (continued..)

Article 12 (c) requires that third parties to whom data were 
disclosed be notified of any rectification, erasure or blocking 
carried out in compliance with article 12 (b). This rule is not 
feasible to present as an access control rule, but rather requires 
an update mechanism to satisfy the condition.
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The Methodology for obtaining Legal Policies

Step 2. Analysing the Legal provisions (continued..)

Article 12(b) states that “as appropriate the rectification, erasure 
or blocking of data the processing of which does not comply with 
the provisions of this Directive” is not possible to convert into an 
automated rule as it requires human judgement to ensure that 
the processing complies with the directive or not.

61



Step3. Refining the Access Control Rules

Refining the Access Control Rules by grouping similar rules 
together and ordering them in terms of their exceptions which 
need to be evaluated before the ones without. For example, 
data subjects are allowed unconditional access to their personal 
data that are held by a data controller, but not if law 
enforcement would be jeopardised by this. Consequently the 
rule which concerns law enforcement must be evaluated before 
the rule which grants the data subject unconditional access.

62

The Methodology for obtaining Legal Policies



Step 4. Convert into a Controlled Natural Language (CNL).
◦ Subject (who)/ Action (can/cannot perform what) / Resource (on which 

data item)/ Condition (under which conditions)/ Effect (grant/deny) 
/Obligation (subject to these actions being carried out) 

Step 5. Converting CNL to PDP rules.

Step 6.  Validation

63

The Methodology for obtaining Legal Policies



Policies

 If the requested purpose of processing does not match with any of 
the original purposes of collection or is not for a historical 
purpose/statistical purpose / scientific purpose deny the request. 

 If the validity time of the data is earlier than the request time i.e. the 
request is made after the validity time of the data has expired, then 
deny the request. 

 A data subject can submit a policy / update a policy. 

 The treating Medical Professional can Read/Write on personal data 
for the purpose of preventive medicine, medical diagnosis, provision 
of care or treatment or the management of the health care service. 



 A data subject can Read his/her own personal data. 

 A data subject is denied access to his/her personal data if there is a 
national security issue, legal objection, important economic and 
financial issue or medical objection.

 Personal data can be transferred to a non EU country or to a 
country not having an adequate level of protection when there is a 
contract between the controllers (data sender and receiver 
controllers) to ensure an adequate safeguard. 

Policies



Facts and findings

From the 53 rules of the EU DPD that were considered for analysis in 
step 2 (since they mentioned some actions on personal data) 27 of 
them could contribute to the construction of enforceable authorisation 
rules. 

However, 14 rules among these 53 are found to be guidelines or 
instructions only and there are no means to have authorisation rules 
from them. 

For example, 
◦ Article 6.1.(a) states that personal data must be processed fairly and 

lawfully, 
◦ Article 17.1 says that controller must implement appropriate 

technical and organisational measure to protect personal data 
against accidental or unlawful destruction or accidental loss, 

◦ while Article 25.2 instructs about what to consider for determining 
whether a third country has adequate level of protections.



The remaining 9 rules are found to be too complex or dependent on human 
judgement to be turned into access control rules by themselves.

◦ For example, Article 7(f) “processing of personal data for legitimate interest are 
allowed except where such interests are overridden by the fundamental rights and 
freedom of data subject” presents an extremely complex condition where the 
balance of interests are not feasible to be presented in an access control policy. 

Facts and findings



Control of data location in cloud 

68



Why Would a Service Provider 
Copy Data to Multiple Locations?

69

Risk mitigation against localised catastrophic events, 
e.g., equipment failure, fire, etc.

Minimize operational expenditure

Storage capacity

Maintenance

Localised caching/ content distribution



Location Aware Cloud Model

70

Zone 1

Region 1 Region 2

Virtualized Resource

Physical Resource

Zone 2

Virtualized Resource

Physical Resource

Zone 3

Virtualized Resource

Physical Resource

Region 1 Service Access Point 

PaaS

Region 2 Service Access Point 

IaaS Provider

SaaS



Example XACML policy element for Location Control

<EnvironmentAttributeDesignator AttributeId="Location" 
DataType="http://www.w3.org/2001/XMLSchema#string"/>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag">

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">

Region 1

</AttributeValue>

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">

Region 2

</AttributeValue>

</Apply></Apply>

71



Data Location Control Mode
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Location Controller 

Authz
System Region 

Information  

Location 1 
Service

Data        

Admin 
Policy

Cloud Service for Location1 

Location 2 
Service  

data

Cloud Service for Location 2 

Authentication 
Information 

Location Service Caller 
Data - Policy 
Linking Table

Data 
Owners’ 
Policies
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Authz
System 

data

Admin 
Policy

Cloud 1 service  

Region info 

External 
Cloud info

Internal communication
External communication

Cloud 2 service  

Data -
Policy 

Linking 
Table

Data 
Owners 
Policy 

Region  Service
Manager 

data

Cloud 1 service  Manager 

Authz
System 

data

Admin 
Policy

Region info 

External 
Cloud info

Data -
Policy 

Linking 
Table

Data 
Owners 
Policy 

Region  Service
Manager 

data

Cloud 2 service  Manager 



Location control model interface
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User is given the option to choose location 
preferences while registering for cloud service

75



Automatic Policy creation and data storage

76



The generated XACML request context from the 
location preferences

77



User is checking the location of his/her data

78



User can verify the location of his/her data

79



Scenario #1: Admin tries to copy data to a 
location approved by the user

80



Admin can proceed only by following obligation

81



Admin has copied the data after following the 
obligation

82



User checks location

83



User sees updated location information

84



Scenario #2: Admin tries to copy data to a 
location NOT approved by the user

85



Request is not granted and copy can’t be done

86
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Evaluation

Machine setup: Virtual machine running in a vSphere private 
cloud. The virtual machine was configured with one virtual 
core Intel Xeon E5620 CPU running at 2.4 GHz with 2 GB of 
memory. 

Test result:  0.04s overhead on processing a transaction 
which includes 1. time to identify the correct data location 2. 
time to query authorization system and getting a response 
from that 3. updating the database.  

0.2s overhead was observed for connecting to remote

storage via SSH and for transferring a file of less than a KB. 
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Legal compliance

The current rules also need to be modernised - they 
were introduced when the Internet was still in its 
infancy. Data Protection Directive 95/46/EC needs 
reformation to be fit for 

 technological developments like social networks 
and cloud computing 

 globalisation.

Therefore a proposal for a regulation was released on 
25 January 2012. As of Monday 15 June 2015, the 
Council of Ministers stated that they will reach 
agreement by the end of 2015. It will appear as  
a Regulation and not a Directive, it will have 
immediate effect on all 28 EU Member States after 
the two-year transition period. 

Data 
Protection 
Directive 
95/46/EC  
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Re-form of EU Data Protection Law

 A ‘right to be forgotten’ will help people better manage data-
protection risks online. When they no longer want their data 
to be processed and there are no legitimate grounds for 
retaining it, the data will be deleted. 

 Whenever consent is required for data processing, it will 
have to be given explicitly, rather than be assumed. 

 Easier access to one’s own data and the right of data 
portability, i.e. easier transfer of personal data from one 
service provider to another. 

 Companies and organisations will have to notify serious data 
breaches without undue delay, where feasible within 24 
hours. 
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Re-form of EU Data Protection Law 
(cont ..)

 A single set of rules on data protection, valid across the 
EU. 

 Companies will only have to deal with a single national 
data protection authority – in the EU country where they 
have their main establishment. 

 More transparency about how data is handled, with easy-
to-understand information, especially for children. 

 Individuals will have the right to refer all cases to their 
home national data protection authority, even when their 
personal data is processed outside their home country. 
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Re-form of EU Data Protection Law 
(cont ..)

 EU rules will apply to companies not established in the EU, if 
they offer goods or services in the EU or monitor the online 
behaviour of citizens. 

 Increased responsibility and accountability for those processing 
personal data - through data protection risk assessments, data 
protection officers, and the principles of ‘privacy by design’ 
and ‘privacy by default’.

 Unnecessary administrative burdens such as notification 
requirements for companies processing personal data will be 
removed. 

 National data protection authorities will be strengthened so 
they can better enforce the EU rules at home.
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Get ready  service providers

 Service provides need to have their privacy policies, 
procedures and documentation up to date: data 
protection authorities will be able to ask for these at 
any time.

 Service providers should develop metrics to measure 
the status of privacy efforts, report regularly and 
create statements of compliance that will be required 
as part of your organisation’s annual report.

 Service providers  should implement a breach 
notification process and enhance incident 
management processes - incident detection and 
response capabilities. 

[20]
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Get ready  service providers

 Service providers should prepare to fulfil the "right to 
be forgotten", "right to erasure" and the "right to data 
portability". 

 Strategies for data classification, retention, collection, 
destruction, storage and search will be required. 

 Service providers should create and enforce privacy 
throughout the systems' lifecycles to meet the "privacy 
by design" requirement. 

[20]
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Research direction

1. A trustworthy monitoring mechanism for data access and sharing. 

2. A verifiable Consent management mechanism – consents have to be  
adequate and freely given, specific, informed and explicit. Moreover, 
the consents should be provable.

3.  Compliance verification techniques. 

4. Identify privacy metrics

5. A trustworthy way of verifying the privacy metrics

6. Technical means to satisfy the right of data portability. 
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