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Mark Zuckerberg in court with neighbour over
‘personal privacy deal’

Facebook founder is in dispute

ADAM LUSHER ' Tuesday 10 February 2015

It's sad yet ironic that
Zuckerberg has to go

, through great lengths

to protect his privacy.
Yesterday news broke
that Facebook was
removing yet another
privacy feature Soon,
even people who wish
to remain hidden from
Facebook searches will
have no choice but to
be searchable on the
social network.
-Business Insider 11
Oct 22013

He made his fortune
by persuading over a
billion people to share
their lives online, but
when it comes to
protecting his own
privacyMark
Zuckerbercappears to
spare no expense: the
Facebook founder has
reportedly spent
$30m (£18.8m)
buying four houses
that surround his own
home in California

- TheGuardiaril Oct
2013



http://techcrunch.com/2013/10/10/facebook-search-privacy/
http://www.theguardian.com/technology/mark-zuckerberg
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Zuckerberg home
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Any real life experience on
privacy threat?




Do you think you are doing
enough to protect your personal
data ?
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Amazing mind reader reveals his 'gift’

https:// www.youtube.com/watch?v=F7pYHN9ICO9I



https://www.youtube.com/watch?v=F7pYHN9iC9I

What does privacy mean to you?

Privacy = secrecy? 2]




What Is privacy?
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Someother views of privacy arg OEA D OT OAAOEI T 1T &£ Al ETA
integrity, dignity, secrecy, anonymity, solitude, protection against intrusion into an
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Professor Roger Clarkgb] has defined the different dimensions of privacy

Privacyof person which is also referred to as 'bodily privacy', is concerned with the
integrity of an individual's body such as blood transfusion without consent,
compulsory provision of samples of body fluids and body tissue and so on.
Privacy of personal behaviouelates to all aspects of behaviour such as sexual
preferences and habits, political activities and religious practices.

Privacy of personal communicatiornrelates to privacy of communications using
various media without being monitored. This is sometimes referred to as 'interception
privacy’

Privacy of personal date also referred to as 'data privacy' and 'information privacy’,
relates to controlling whether or how personal data can be gathered, stored,
processed or selectively disclosed.
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Global Laws on Privacy & Data Security

UK DPA BDSG Privacy Code

PIPEDA

GLBA
COPPA

HIPAA/HITECH
Safe Harbour

France DPA

FLCP
LFTAIPG

IT (Amendment) A

'_.

Multi-Country
APEC Privacy Framework
OECD Guidelines
European Convention for
Human Rights

National Privacy Principles

EU Directives . ' Privacy Act
© Achintya Agarwal
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EC Data Privacy Directive
CLERP9
Computer Security Act of 1987 | I GLBA
NERC 1200 (2003)
| Privacy Act of 1974 EU Data Protection COPPA_}~
_H_,.:-"'
| c
FISMA 2002
1970 1980 1990 | HIPAA 2000
Sarbanes-0xl \
Forelgn Corrupt Practice Act of 1977 | FDA 21CFR Part11
Basel Il
C6- Canada CIPA 2002

| CAN-SPAMAct

By January 2015 the total number of countries with data privacy laws has
increased by over 10% to 109y




The privacy policy principles

Common privacyolicy principlen privacy laws around thevorld

Australian Law Professor Grah&@neenleaf find¢en elements common to

all four international privacy instruments (the OECD Guidelines, Council of

Europe Convention, EU Data Protection Directive, and the APEC Privacy

Framework):

1. Collection- limited, lawful and by fair means; with consent or
knowledge

2. Dataquality ¢ relevant, accurate, wpo-date

3. Purposespecification at time o€ollection

4. Noticeof purpose and rights at time of collection

5. Usedimited (including disclosures) to purposes specified or compatible

6. Securitythrough reasonable safeguards

7. Openness tpersonal datgractices

8. Accesg individual right of access

9. Correctiong individual right of correction

10. Accountable; data controllers accountable for implementation




Comparison of Global Data Privacy regulations
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Accountability

Maotice

Choice & Conzent

Collection Limitation
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Data Quality

Enforcement
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Anonymity

Transborder Diata Flow

Sensitivity
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Identifier Limitation

Source Identification

& Achmtya Agarwal




What Is personal data?

According to the Dat®rotectionLaw informationcan be

personal data if any of the following conditiongrise-

A If the information (in conjunction with other information) can
identify a living individual.

A The information relates to an identifiable living individual.

A The information is obviously about a particular individual; e.g.
medical record, criminal record.

A The information is linked to an individual.

A The information informs or influences actions or decisions
affecting an identifiable individual.

A The information has biographical significance in relation to
the individual.

A The information focuses on the individual as its central
theme.

A The information has impact (or potential to impact) on an
individual.




Privacy VS Security
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Information
Security

Confidentiality

Availability

Integrity
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Time for brushing up your
awareness on privacy




Privacy breaclpayoff

[14]




