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security policies are
dynamic



  

prices := in from Dwight;

out prices to Michael;
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out prices to Michael;



  

forget about
noninterference
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forget about
declassification
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security policies are
dynamic



  

is existing literature
useless?



  

add support for 
dynamic policies to

with just a small modification



  



  

principal
typing



  

one typing to rule them all



  

report := inputDwight

michaelData := report

report := inputJim

michaelData := report

Γ  ⊢



  

report := inputDwight

michaelData := report

report := inputJim

michaelData := report

Γ  ⊢

dependencies 
are all you need



  

report := inputDwight

michaelData := report

report := inputJim

michaelData := report

Γ  ⊢

Γ(inputDwight) = {inputDwight}
Γ(inputJim) = {inputJim}
Γ(report) = Γ(michaelData) = {inputJim}



  

report := inputDwight

michaelData := report

report := inputJim

michaelData := report

Γ(inputDwight) = {inputDwight}
Γ(inputJim) = {inputJim}
Γ(report) = Γ(michaelData) = {inputJim}

inputDwight
→ secret

inputJim
→ public

report
→ public



  

report := inputDwight

michaelData := report

report := inputJim

michaelData := report

Γ(inputDwight) = {inputDwight}
Γ(inputJim) = {inputJim}
Γ(report) = Γ(michaelData) = {inputJim}

inputDwight
→ secret

inputJim
→ secret

report
→ public



  

one typing to rule them all



  

security policies are
dynamic



  

report := inputDwight

michaelData := report

report := inputJim

michaelData := report

policy 1 → 

policy 2 → 

still the same dependencies

only last policy relevant?



  

report := inputDwight

out report to Michael

report := inputJim

out report to Michael

modification 1:

add outputs

policy 1 → 

policy 2 → 



  

report := inputDwight

out report to Michael

report := inputJim

out report to Michael

dependencies 
differ per output

policy 1 → 

policy 2 → 



  

report := inputDwight

out report to Michael @ p

report := inputJim

out report to Michael @ q

modification 2:

maintain dependencies
per output

policy 1 → 

policy 2 → 



  

report := inputDwight

out report to Michael @ p

report := inputJim

out report to Michael @ q

Γ(Michael @ p) = {inputDwight}
Γ(Michael @ q) = {inputJim}

policy 1 → 

policy 2 → 



  

report := inputDwight

out report to Michael @ p

report := inputJim

out report to Michael @ q

(policies
irrelevant
for typing)

Γ(Michael @ p) = {inputDwight}
Γ(Michael @ q) = {inputJim}



  



  

only adding one typing rule

dependencies 
are still all you need



  

Γ(Michael @ p) = {inputDwight}
Γ(Michael @ q) = {inputJim}

how does this enforce
dynamic policies?



  

let's first define
dynamic policies



  

policy changes
synchronously

with program 
execution



  

execution points determine 
current policy ...

… approximated by
program points



  

assume approximation
of policy per program point

report := inputDwight

out report to Michael @ p

report := inputJim

out report to Michael @ q



  

assume approximation
of policy per program point

report := inputDwight

out report to Michael @ p

report := inputJim

out report to Michael @ q

output

approx. p → 

approx. q → 



  

enforcement:

check if dependencies
conform with approximations



  

take-home messages
of this talk



  

security policies are
dynamic



  

extending existing work
is possible



  

dependencies
are all you need



  



  

thank you!
www.cse.chalmers.se/~vandeba
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